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HO‘lI/ITy'BaHI/I YUTaTCIIn,

Kaxo coBpemena o0mact Bo moneTo Ha nH(QOpMaTHKaTa, BeIITauKaTa MHTEIUTeHITNja ordaka n3rpanda
U pa3BUBAKE UuMmMenucenmuyu Mawuny. BellTaukaTa WHTEIWICHLIMja C€ 3acCHOBa Ha KOHIEMIMjaTa JeKa
YOBEUKAaTa MHTEIMIeHIINja MOXKe Ja OHJIe 10 TOj CTeNeH aBTOMaTH3UpaHa 0 Koj ke MoKe Jia Oujie cuMyaupaHa
0]l cTpaHa Ha Hekoja MammHa. [I[puMeHaTa Ha TEXHOJIIOTUUTE KOU CE€ 3aCHOBAHH Ha BEIITAUYKa WHTEIMICHLja
omn(aka HHTEpaKIMja YOBEK — KOMIjyTep MpeKy Mpero3HaBamke Ha JIMIA, TOBOP U JIOMHUP; aHajh3a Ha TEKCT M
reHepalyja Ha IPUPOJCH ja3WK; MAIMHCKHU IUTaTGOPMH 32 yUeHe; BUPTYEIHH areHTH; XapJBep ONTHUMHU3UpaH

CO BC€IITa4YKa I/IHTCHI/IFCHHI/Ij a; MCHAIIMCHT Ha OUIYKH, 6I/IOM€TpI/IKa; KakKo 1 pa3Boj 1 MpUMCHA Ha pO6OTI/IKaTa.

OBHE TEXHOJOTMM MOXAaT JAa TMpHIOHEcaT KOH MOA0OpyBame Ha MPOAYKTUBHOCTA, OCTBapyBambe
MOBHCOKO HHUBO Ha €(PHUKACHOCT U CHPOBEAYBaE€ MHOTY IOCIOKEHH MCTPaKyBamba CO KOM CE BHECyBa
KpPEaTUBHOCT M WHOBAIIMM BO CEKOjIHEBHUOT J>KMBOT, IITO TO 3roJieMyBa €HTY3Mja3MOT 3a TOHATaMOIIHO
YHaIpeayBambe Ha CEKOj CETMEHT OJ1 OMIITECTBOTO. HaclpoTn BakBUTE CTaBOBH, MHOTYOPOjHH HCTPaXKyBama U
aBTOPH YKa)KyBaar JIeKa pa3BojoT 1 IPUMEHaTa Ha BelITaYKaTa HHTEIUTeHIIN]ja MOKe Jla IPUI0OHECE KOH Ty0Oeme
Ha pabOTHH MeCTa M 1IeJI0CHA 3aMeHa Ha JIyreTo co pobotu. Criopesn Toa, MOXe Jla ce Kake JeKa BelITaukaTa
MHTEIUICHIIN]a € TeMa Koja ce JUCKyTHpa CO OrPOMEH ONTHMH3aM HO, HCTOBPEMEHO U CO OIpe/eNieHa J103a Ha
CTpaB, KOj IPOU3JIETyBa OJl HEM3BECHOCTA 3a MIHHHATA CO KOja MOXKE Ja c€ COOYHM 4YoBemTBOTO. Kako mro
uzjaBun CtuBeH XOKHHT: ,,Pa3B0joOT Ha BemITauKaTa MHTEIUTEHIM]ja MOXe Ja Ouze HajaqoOpoTO WITH HajIOIIOTO

HEIITO IITO K& My C€ CITyYd Ha YOBEIITBOTO .

Nmajku ja mpeaBuj akTyeITHOCTa W MHTPUTAHTHOCTA Ha OBaa mpoOlieMaTHKa, CIeHUTE /1Ba Opoja Ha
HaIIeTo MeT'yHapOIHO CITUCAHKE CE TOCBETEHH TOKMY Ha HCTPa)KyBarhe Ha pa3BOjOT M IPHUMEHATA Ha BELITA4YKaTa
MHTEIIUICHIIN]a, KaKo M Ha NpoOJIeMHTe W TPEJU3BHUIMTE CO KOM € COOYeHa Hej3MHAaTa IPaKTHYHA
UMIUIEMeHTanuja. Bo npeseHTHpanuTe TpyJI0BU Ha aBTOpUTE, NPEAMET Ha pa3padOTKa Ce TEMHU MOBP3aHU CO:
u3rpaz0a v MprMeHa Ha TEXHOJOTMH 3aCHOBAHH Ha BEITAYKaTa WHTEIUICHIN]a; BUPTYEIHH areHTH U poOOTH
XyMaHOW/IM; TPAaHCXyMaHH3aM M WIHMHATAa Ha YOBEIITBOTO; BIHMjaHHETO Ha BEIITAayKaTa MHTEIMICHIMja BP3
€KOHOMMUjaTa, MAPKETHHTOT U YOBEUKUTE PECYPCH; COLMO-EKOHOMCKH U TIOJIMTHYKH TMMEH3MH HA IPUMEHaTa Ha
BEIITaYKaTa MHTEIUTCHIIN]a; ETUYKU U IIPAaBHU UMIUIMKAIMY HA BEIITAYKaTa MHTEIUTECHIIN]a; IUTUTATH3AIja 1
BCIITa4YKa I/IHTeJ'II/IFeHHI/Ija 3a UJAHaTa 3ApaBCTBCHA 3allTUTA, NPHMMCEHA Ha BCUITaAYKaTa I/IHTCJII/IFCHHI/Ija BO
YMETHOCTA; PHU3UIUTE OJ BelITauyKaTa WMHTEJIMICHIMja 3a 0e30eIHOCTa; BeIITayKa WHTCIUICHIMja U

TpaHcdopmarjaTa Ha ONMIITECTBOTO.

Ce HajeBaMme Jieka NMpE3CHTHPAHWTE CO3HAHWja W 3aKJIyYOlld Ha aBTOPHUTE, BO rojeMa Mepa ke ja
Jn00MKaT oBaa IpoOJjieMaTHKa 10 CEeKOj O]l BaC, a BOEAHO Ke MpeTCTaByBaaT MOTHMB W HHCIHpalfja 3a

IIOHATaMOILIHU UCTPa)KyBamba BO 0Baa 00JacT.
I'maBeH 1 OATOBOPEH YPEIHUK

non. 1-p Anurta Ckpuecka
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Dear readers,

Artificial intelligence, a modern field of computer science, refers to the construction and development of
intelligent machines. Artificial intelligence is based on the concept that human intelligence can be automated to
the extent that it can be simulated by a machine. The application of technologies based on artificial intelligence
involves human-computer interaction by recognizing faces, speech and touch; text analysis and natural language
generation; mechanical learning platforms; virtual agents; hardware optimized with artificial intelligence;
decision-management; biometrics, as well as the development and application of robotics.

These technologies can boost productivity, increase efficiency, and refine research by introducing
creativity and innovation in everyday life, and driving enthusiasm for further advancement of every segment of
society. In spite of such views, a number of research studies and authors suggest that the development and
application of artificial intelligence can contribute to job losses and full replacement of people. Accordingly, one
can argue that artificial intelligence is a topic discussed with great optimism, but at the same time with a certain
degree of fear, which stems from the uncertainty about the future of the human kind. Stephen Hawking raised
this point when he stated that: "The development of artificial intelligence can be the best or worst thing that will
happen to mankind."

With the urgency and intrigue of this issue in mind, the following two issues of our international journal
will be dedicated precisely to researching the development and application of artificial intelligence, as well as to
the problems and challenges that its practical implementation is facing. The presented works discuss topics related
to: development and application of technologies based on artificial intelligence; virtual agents and robots
humanoids; transhumanism and the future of mankind; the impact of artificial intelligence on the economy,
marketing and human resources; socio-economic and political dimensions of the application of artificial
intelligence; ethical and legal implications of artificial intelligence; digitization and artificial intelligence for
future health care; application of artificial intelligence in art; the risks of artificial intelligence related to security;
artificial intelligence and the transformation of society.

We hope that the presented findings and conclusions will stir up important debates and will also serve as
a motivation and inspiration for further research in this area.

Assist. Prof. Anita Skrcheska, PhD, Editor-in-Chief
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MACHINE LEARNING FOR AN AUGMENTED ORGANIZATIONAL
AWARENESS

UDC:004.7/.9: 005.94 Original scientific paper

Stefan Jakimovski?, Anis Sefidanoski PhD?, Tanja Kaurin MSct, Borko Hristov MSc?,
'European University — Republic of Macedonia, Skopje, Macedonia
Euro-Balkan University, Skopje, Macedonia

Abstract

The rapid digitization and virtualization of the community enables the integration of various
communication and collaboration tools and systems, and every initiative of this kind opens up new opportunities
for increased productivity and efficiency in many domains of society. Knowledge management based on machine
learning (ML) and artificial intelligence (Al) is a tool already applied to many industries, and a medium that is
increasingly used by many companies and organizations in order to ensure increased efficiency and productivity
in the workplace. The results presented in this paper include the conceptual development of a knowledge
management platform, which can be integrated into different departments and domains of collaborative work and
thus contribute significantly to development of intellectual capital and increased productivity in various areas
and industries.

Adequate integration of other technologies that are in sight of the ICT innovation horizon will enable full
automation of the knowledge management process, maximizing the efficiency and results of the same, as well as
creating innovative models for learning, training and customer support at a distance.

Keywords: Organizational Awareness, Knowledge Management, Machine Learning, Artificial Intelligence, Big

Data, Digitalization, Virtualization

Introduction

Employees are using valuable time and information dealing with dispersed data and information silos. Spending
more time trying to find information compared to actually using it, decreases productivity and efficiency.
Documents, charts, multimedia, project plans, conversations are scattered all over the corporate networks
systems, making them hard to access and manage. Employee involvement and user satisfaction quantification is
crucial to knowledge management (KM). This paper aims to conceive a platform that will make information
tangible, measurable and omnipresent in order to create 360 degree awareness of the organizational knowledge.
Ubiquitous capturing, processing and dissemination of knowledge will deliver unified and continuous knowledge

management experience and evolve the way organization learns and works. The proposed solution focuses on

9
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increasing consistency of information and standardization of processes, as well as increase efficiency of accessing
the specific information workers and/or customers need. Sharing and retaining knowledge as workers retire or
leave the company is also one of the research targets.

In order to fulfill its vision and mission, the platform will need to autonomously identify what the employees in
the organization don’t know but need to know, spot the knowledge leaders, those with inherent curiosity and KM
awareness, deliver knowledge via every channel and any format to match each user profile, create motivational
interactive knowledge applications for different departments, business units, groups, users, and last but not least,

avoid “re-inventing the wheel.”

1. Concept and methodology

In order to be able to search both internal and external information (corporate IP and 3™ party databases)
with a single query, the ML platform will consolidate the organization’s information assets into a single
repository. Through the enhanced search and discovery options which make it easy for users to find information
no matter where it originates, the right information will arrive to those who need it at the place and right time.
The platform will continuously train models to proactively publish top-down qualified information, while
capturing, managing and sharing knowledge from every unique issue related to the core business processes. It
can use skills and experience inherited in the employees and customers for the benefit of everyone in order to
apply derived knowledge at any step of the customer experience.

Encouraging users to “act on knowledge” and adding value to it by rating, editing, tagging, viewing,
sharing, commenting or auditing, our proposed solution will recognize the value of employee’s knowledge
awareness, monitor them, audit and reward [1]. Having multiple private spaces for each team/sector/department
in your organization, as well as multi-layer accessibility according to privacy and privileges policies, the platform

will streamline and improve internal communications and alliances [2].

1.1 Objectives and benefits

Following is the list of some core benefits the proposed ML solution aims to deliver:

e Increase cost savings through reduction in redundancies

o Simplify tasks and improve the business process efficiencies

e Increase globalization/standardization of business practices

10
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Improve the ways the knowledge is shared

e Foster innovation by encouraging the free flow of ideas

e Improve customer service by streamlining response time

e Boost revenues by getting products and services to market faster

e Streamline operations and reduce costs by eliminating redundant or unnecessary processes

e Knowledge updates can be added to certain users/groups with shared interest

e Getting employees to take full advantage of resources

e Optimization of business process across entire company

e Maximization of content re-use

e Common unified interface (universal Ul/GUI)

e Aggregate data from multiple sources

e Consistent communication across entire company

Access entire knowledge from the corporate contact centers and online customer self-support services

Encourage users to “act on knowledge” adding value by rating, editing, tagging, viewing, sharing,

commenting or auditing

Recognize the value of employees knowledge awareness, monitor, audit and reward

Streamline and improve internal communications and alliances

Keep all users active and motivated with live actions, notifications and mobile access to the knowledge

Automated editing and processing of data

Access the entire knowledge from anywhere, whenever you need it

2. Tacit vs. implicit knowledge

This family of technologies which stand at the basis of the platform belongs to groupware and

communication tools for collaboration at a distance, which enable people to be more productive and efficient by
11
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creating virtual work environments and direct communication channels between individuals or groups [3]. The
communications can be synchronous (instant messaging, chat, phone, video conferencing, etc.) and/or
asynchronous (e-mail, forums, blogs, etc.). Multichanneling is another important ingredient in this set of
functionalities (i.e. able to exploit several communication channels such as telematic networks, telephone
networks, etc.) alongside with multimodality (access by different devices such as computers, mobile phones,
smart wearable technologies, etc.) [4]. These tools are able to “channel” tacit knowledge by recreating the entire
context typical of direct interactions and communication between people. Multimedia content such as textual,
audio and video communications, can be captured, rendered explicit and automatically structured and classified
by the artificial intelligence (Al) module as a metadata in a centralized database, using in the same time advanced

machine learning algorithms for data modeling and encryption.

3. Technologies

For knowledge management to be effective, before all, we must be able to capture and incorporate in
appropriate forms all preexisting and future data. Knowledge acquisition applications are intended for classifying
and explicating tacit and implicit knowledge by people working in an organization where structured
representation of knowledge is represented in document sets dispersed throughout the corporate network [5].
Knowledge acquisition can be defined as the set of methods and techniques used by “knowledge engineers” to
extract knowledge from experts, texts, technical manuals, correspondence, to the end of transferring it to a
centralized knowledge base that is comprehensible and accessible both by users and software systems.

These technologies are one of the focal points in building knowledge management platforms and systems,
representing the bottleneck of all knowledge management applications [6]. That is because traditionally the
process of acquiring knowledge has always been a manual process, expensive both in terms of time and human
resources, as well as subject to individual interpretations. The solution should oriented towards achieving semi-
automatic tools that can produce minimization of the cost for knowledge acquisition activities and increasing the
objectivity in representation of knowledge across different domain (i.e. tools that automatically translate text
using voice recognition, generating narrative stories and offers on expert’s level, brain storming sessions for the
purpose of decision making, etc.).

The proposed platform implements knowledge acquisition systems that allow you to speed up the process
of knowledge modeling, classifying corporate knowledge and making semi-automatic the acquisition of new
knowledge (whether it is a new instance of an already known concept or an entirely new concept) [7]. Knowledge,
once acquired, can be converted into various forms which can be handled by different software applications either

by users or directly from other systems within or outside the corporate network.

12
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3.1. Document and content management

Knowledge management contained in textual documents is one of the most popular issues in many
organizations. In the proposed solution this problem is addressed through the family of the technologies identified
by the name of document and content management. Different tools for document and content management
provide storage, retention, classification, publishing and distribution of documents and content based on
algorithmic and information retrieval techniques, ontology-based retrieval, adaptive user profiling, natural
language processing and multimedia mining. The structural component of intellectual capital depends heavily on
semi-structured and unstructured knowledge: the ability to access in a smart way those knowledge sources of

strategic value for the organization [8].

Conclusion

Thanks to the latest technological developments in information and communication technologies, today
we have the opportunity to realize sophisticated knowledge management platforms in order to maximize the
productivity and benefits of collaborative work and decision making. The synergy of the major representatives
of the state of the art emerging technologies, i.e. artificial intelligence, big data, machine learning, natural
language processing and predictive analytics, combined with the power of the new communication paradigms
and interaction styles, represent the foundation of the development platform that is the subject of scientific and

practical research of this project.
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COMPARISON BETWEEN HYBRID AND NATIVE APP

UDC: 004.438'22:004.439'23 Original scientific paper
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Abstract

This research paper aims to compare native and hybrid application development. The comparative study is based
on the advantages and disadvantages between Native and Hybrid Apps. In order to determine which one is the
best way of producing an app, this paper introduces the hybrid app paradigm, and analyzes the pros and cons of
both paradigms in theory and experiment.

Keywords: Native apps, hybrid apps, mobile app development, cross-platform web app.

Introduction

Features and options offered by smartphones through mobile applications are immense. Nowadays, application
development for smart devices is an evolving field with great economic and scientific interest. According to
Gartner [1] the total number of mobile app store downloads worldwide will increase to 81 billion in 2013, paid
downloads will surpass 8 billion and free download 73 billion. The count of mobile apps that are being developed
and released into the market increases exponentially by the day [2].

Mobile applications were created for information purposes and productivity, such as electronic mail, calendar
and similar, but their diversity and number have increased enormously in the past couple of years [3]. There are
three categories of mobile applications: native, web, and hybrid. The choice of the appropriate one depends on
the requirements that need to be met [4].

The ultimate goal of cross-platform mobile app development is to achieve native app performance and run on as
many platforms as possible. This paper aims at investigating those issues.

Back in the early days of mobile, there was only one way to give users the performance and features they
expected. One had to use a native SDK.

Meanwhile, demand for mobile experiences has grown exponentially. By 2022, 70% of all enterprise software

interactions are expected to occur on mobile device [5].
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1. Native App

These apps are developed exclusively for a platform, and take full advantage of the operating system features
and other software that are typically installed on the platform [6]- they can use the cameras , the GPS, the
accelerometers, the compass, the list of contacts, battery icon and so on.

Considering the fact that in application development on different platforms one must use different programming
languages, expenses of developing it are often higher. However, despite the aforementioned disadvantages, native
application offers by far the best usability, features and overall user experience [7].

Development of native mobile applications can be tedious, in the sense that the entire codebase has to be re-

written to target a different platform and users, despite having the same business use-case and logic [8].

2. Hybrid app

These apps are developed using multi—platform web technologies, such as HTML5, CSS3 and JavaScript. They
are partly native apps that run on the device, inside a native container and device’s browser engine to render the
HTML and process the JavaScript locally [9]

Hybrid apps are essentially native apps. They are downloaded from a platform’s app store or marketplace, and
access the same native feature and hardware-based performance acceleration as any app built with a native SDK
[5].

Hybrid apps try to combine the advantages of web and native apps. Hybrid apps are primarily built using HTML5
and JavaScript, and a detailed knowledge of the target platform is not required.

Hybrid apps run in a full-screen browser, called a web view that is invisible to the user. The key difference is that
hybrid apps are built using open web technologies like JavaScript, HTML, and CSS, rather than the proprietary
or specialized languages used by iOS, Android, and other.

The code implementation of the hybrid apps can be done using various technologies and development platforms
but in order to achieve a native look and feel it is necessary to use specific development libraries, such as JQuery
[10][11].
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Tablel. An explanation of How Native and Hybrid Apps presumably address key Characteristics of Apps Usage and

Development [12]

Native App

Hybrid App

Skills/tools that needed for cross-

e Objective C

e HTML

platform apps development o C++ e JavaScript
e Java e CSS
e VB.net o Web programing
o C# languages
e Mobile development
frameworks
Apps needed to reach all major | 4 1
smartphone platform
Installed on device? Yes Yes
Distribution App Store/Market App Store/Market
Mobile Device integration Full integration: for example Full integration: for example

( camera, microphone, GPS, file

upload, contact list)

(camera, microphone, GPS, file

upload, contact list)

Best used for

o Highly graphical apps
e Apps that need to reach the

large consumer audience

e Cross-platform apps that

need to full devices
access.
o Business apps that need to

app store distributions

There are pros and cons for both Native and Hybrid apps [13]

A. Why Native development

1. Performance

Build using main device’s native language, and installed on the devices itself, native apps offer the best

graphics and animations. Native code is still faster than JavaScript and HTML. If a business needs highly

graphical applications, such as a game, native apps are their best option.

2. App store distribution

Using native SDKs allow the developer to access the latest features specifically designed for those

platform, without the complexity of dealing with native plugins.

3. No third-party dependencies (Device integration)

Native apps are providing full access to the device’s hardware, such as its GPS sensor, contact list, camera

and so on.
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B. Disadvantages of Native Development

1. Platform instability

The mobile platforms landscape is notoriously unstable.

High development cost and time-consuming

The cost rises exponentially over when developing cross-platform native applications. If we try to
building native apps for more than one platform, the time requirements rise depending on the number of
developers needed and applications complexity. Development time requires more for native apps.

3. Limited control, Native talent difficult to find.

C. Why Hybrid Development

1. One for all

With a hybrid framework like lonic, you can run your app on any platform or device, all from a single
codebase. Like a native apps, hybrid apps are also installed on the device and launched like a typical
application. That mean the users get a great experience across platforms and devices. The code
implementation of the hybrid apps can be done using various technologies and development platforms
but in order to achieve a native look and feel it is necessary to use specific development libraries, such
as JQuery [11][14].

Limited developers

According to the 2017 Stack Overflow Survey, only 6, 5% of all developers cited Swift and Objective-
C as familiar languages. In contrast, web developers made up 72, 6% of respondents, and JavaScript
appeared as the most commonly used programing languages in the survey [15].

Device integration, Inexpensive cross-platform development

€9, 299

Hybrid apps offer full device access, including the “’native-only’” features on mobile apps, like camera,
microphone, and address book. Building a cross-platform hybrid app is considerably cheaper than
building a cross-platform native app.

Future apps

Future applications will be run on growing number and diversity of platforms oriented around the web:

wearables, 10T devices, asset tracking systems.

D. Disadvantages of Hybrid Development
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1. Limited graphics, Systems overhead

Hybrid apps offer the same graphical abilities as mobile web apps.

The use of the web view may introduce a degree of overhead compared to native.

Requires familiarity with mobile framework

While still simpler than the native apps development, the hybrid approach adds a level of complexity to
the mobile web apps development process, as the developers must familiarize themselves with a hybrid

frameworks.
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4. Artificial Intelligence and Interactive Entertainment

Artificial Intelligence is a relatively new area of computer science involving the development of computer
systems that perform and respond like human beings. Some of the activities for which computers with Al are
encompassing are: speech recognition, learning, planning and problem-solving. It also can imitate human voice
and recognize it, translate from one language to another, make decisions, perceive and recognize objects or
remember information.

Nowadays, Al in mobile applications is becoming more and more popular. It’s a part of the mainstream, with its
innovations include in almost every modern device. Al and chine learning both are causing an extraordinary
change in the way that engineers, organizations, and clients consider modeling algorithms and intelligent
communications with applications.

The idea of Al portrays computer systems performing tasks or jobs that would normally require a human to finish.
One of the major advantages of Al for mobile application development organizations is their capacity to perform
and finish tedious jobs that would have generally been excessively exhausting for people. A great majority of
energies invested in this process are concentrated on enhancing user experience. More intelligent applications are
being developed with the help of Al algorithms thanks to technologies like natural language processing, and
speed recognition. With this idea focused on mobile app technology, user interface elements of any mobile app

must be immersive, interactive and intuitive. Ai achieves this purpose, all so intelligently.

5. Artificial Intelligence in mobile apps

Artificial Intelligence is a relatively new area of computer science involving the development of computer
systems that perform and respond like human beings. Some of the activities for which computers with Al are
encompassing: speech recognition, learning, planning and problem-solving. It also can imitating human voice
and recognizing it, translating from one language to another, making decisions, perceiving and recognizing
objects or remembering information.

More and more businesses want their mobile apps to be developed with the use of this technology as they
improved user-friendliness, are more interactive and thus more interesting for customers. Al machines are
particularly imperative in fields that require a high level of exactness and accuracy. Al helps to complete
monotonous work quickly: when such tasks are performed using artificial intelligence, mobile app Development
Company can actually concentrate on the more significant tasks, pour some innovative input into the app and
solve some real-time app development difficulties.

Ai is also applied in apps with automated reasoning. This gives mobile applications the ability to solve very
complicated problems. AI’s learning algorithms are a way more effective marketing tool than for example manual

e-mail sending to potential customers.
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Conclusion

Thus, each application has its own advantages and disadvantages. We should choose the right kind of application
to build our application. With the worldwide programming trend, mobile applications are becoming more
powerful than ever.

This article helps you distinguish each type of application with the advantages and disadvantages that are used
best. Hope you can distinguish between the Web app, Native app and Hybrid app. From there, you can choose
the technology that meets the specification requirements to develop your application quickly and save time.
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AncTpakr

buomeTpujaTa e qucoHIIIMHA KOja CO Pa3BOjOT HA HAyKara, a Mpel c€ Ha JUTHTATHO-HHPOPMAIMCKUTE
TEXHOJIOTHH, JIOOMBAa 3HAYajHO MECTO BO Pa3lIMYHHUTE OOJACTH HA OMIITECTBEHUOT JKUBOT, YOBEKOBATa
pabota u mHTepecute. Ila Taka, OmomMeTpHjaTa cé mMoBEeke Haora MpUMeHa BO 00JIACTUTE Ha MEJUIIMHCKATA
IUjarHoCTHKA (TIpe] c€ MCIHUTYBarme TaTKOBCTBO, POJHWHCKH BPCKH), MPUBAaTHA 3alITHUTA, KOHTPOJIA Ha
JIBIDKEHHETO HAa OAPENCHH jaBHU NPOCTOpPU (aBTEHTHKANHja), MACHTHU(UKAIMja Ha JHIA, KAaKO IITO ce
n300pHa KOHTpOJa, UAcHTU(]UKAIMja NMPU NPEeMUHYBame OJ] €JHa JpKaBa BO JApyra, KOHTpoja Ha
aepoJIpOMH HTH. HOMETpHjaTa, paclio3HAaBamETO 3aCHOBAHO Ha Pa3MYHHUTE LPTH HA JIMYHOCTA MUMa CE
MOTOJICMH IIIAHCH Jia CTAaHE He3aMCHJIMB JIeJI Ha CEKOj CUCTEM 3a UICHTH(UKAIIH]a.

OBOj TPy TY TpE3eHTUPA MOKHOCTUTE 38 KOPUCTEH-E Ha OMOMEeTpHjaTa 3a KpUMHUHAITHA NCTPAKyBaba.
OnHOCHO, HAarjaceHo € JieKa MOCTojaT TPU acleKTH Ha OMoMeTpujara - KPUMUHOJOMIKHTE JOCTUTHYBamba BO
kpumuHosorujara. [Ipeuor ¢ obnacta Ha OMOMETpHCKAa UACHTU(UKAIIMja, BTOPUOT € 00JIACT Ha IMaTOJIONIKA
uacHTU(UKALIMja, & TPETHOT € O0JIACT Kora OMOMETPUCKUTE KapaKTEPUCTUKUA C€ KOPUCTAT CO IOMAJIKY
JTrQepeHInjaTHi BPeTHOCTH BO OTKPUBAKHETO - KOTHUTHBHUOT JIeJ 0/ KpHBUYHATA UCTpara.

Wudopmaruckure cucteMd U OMOMETpHjaTa ce TECHO MoBp3aHH. be3beaHocra Ha WHpOpPMaLUKUTE €
UCKJIYYUTETHO Ba)XKHA 32 3a4yBYBak¢ HA aHOHMMHOCTA Ha TOATOIUTE, & CE COCTOM OJf TIeT 001acTH: PU3NUIKO
o0e30enyBame; 0e30eMHOCT HA TOJATOLMTE; AEJOBHA cOpaboTKa; 0e30eHOCHA MPOBEpKa; W CUTYPHOCT Ha
UHQOPMATHBHHUOT CHCTEM.

3akIy4yHUTE PAa3MUCITYyBalka BO OBOj TPYJA C€ W MEPIENIUUTE HA KOPHCHHUIIUTE 32 OMOMETPHCKUTE
TEXHOJIOTHH, OJTHOCHO KaKO HEKOH 0/ CIIPOBE/ICHUTE HCTPAKYBaha MOKAXKYBAAT KOJIKY KOPUCHHUIIH JICHEC UMAAT
JoBepOa BO MOJIepHATA TEXHOJIOTHMja HA OMOMETPUCKATa TEXHOJIOTHja 3a MPEMo3HABAhE.

Knyunu 360poBu: Ouomempuja, buomempucka uoeHmugurayuja, npusamuocm, 6e30eoHocm
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METHOD OF FORENSIC IDENTIFICATION THROUGH PATERN
RECOGNITION - BIOMETRICS

Abstract

The biometry is a discipline which in fact of the science development, especially of digital-informatics
technologies, receiving significant part of various social live areas, human work and interests. In fact of this
biometry is increasingly applied in medicine diagnostics (especially parent examination, family relationships),
private protection, motion control in public areas (authentication), person identification, like election control,
state border crossing identification, airport control etc.

The biometry, the recognition based of different traits of personality, have chance to become an irreplaceable
part for every identification system.

This science work has presented the possibility of biometrics use in favor of criminal investigations. Therefore
like it is enchased in this science work there are tree aspects of biometrics - criminological research of
criminology. The first one is the area of biometrics identification, the second one is the area of pathological
identification and the third one is area where the biometrics characteristics have been used with less differential
values in the detection.

The informatics systems and biometry are closely related. The security of the information is especially important
for preserving the anonymity of the data, and it is consist of five areas: physical security, data security, business
cooperation, security check and information system security.

The conclusions of this science work are the perceptions of the clients for biometrics technologies, is some of
investigations indicate the fact that the costumers have confidence in the modern technology.

Keywords:biometrics, biometric, identification, privacy, security

1. Bosen

buomeTtpujata npercraByBa (JaHTACTUYHO HAYYHO M MHXKEHEPCKO IOJpadje, KOe KOPUCTHU 3HACHA O]l
Pa3IUYHU HoJpadja Kako MaTeMaTHYKa CTaTUCTHKA, (DOPEH3UKA, TICHXO0JIOTH]a, 0€30€IHOCT, KPUMHUHAIMCTHKA U
CIL.

buomeTtpujaTa € Miiaza Hayka Hako UMa JaMHEIITHU oYeToId. [locepro3Hn OMOMETPHUCKH UCTPAXKYBakba
Ce 3aII0YHATH J1a ce BpmIat Bo 60-TUTe TOAMHN Ha MHHATHOT BeK. O cpeauHaTa Ha 90-TuTe TOIMHNA HA MUHATHOT
BeK OMOMeTpHjaTa 3HAYUTEIIHO CE€ MPUMEHYBA BO IpaKca.

buomerpuja (rpu. bios - xuBot, metrikos - mepka) mpercraByBa 30Mp Ha aBTOMAaTCKH METOIM 3a
€JMHCTBEHO TPEIo3HaBakhe Ha JIyl'e BP3 OCHOBA HA €]IHA WJIM MOBEKE OJ] HUBHUTE (U3NYKU KAPAKTEPUCTHUKU U
OJIHECYBamA.

Bo nH(opMaTnukaTa TEXHONIOTHja, OMOMETPHCKAaTa aBTEHTHKAIM]a Ce OJTHECYBa HAa TEXHOJIOTHHUTE KOU

' MCpaT U aHaJIu3upaar (1)I/I3I/I"IKI/ITC (OTHC‘IaTO]_[I/I o IpCTHU, OYHA POXHHIA, TPCIIO3HABAKLC HA JIMIIC, I/ITH.) u
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KapaKTEPUCTUKN HA OJTHECYBamETO (paKomuC, MUIyBame, OJICHhe, WTH.) Ha 4YOBeKOT. Mako Omomerpujara
MPBEHCTBEHO CE€ KOPHUCTHU 3a IIPOBEPKa Ha aBTCHTUYHOCT, UCTOTO CE€ MPUMEHYBA U BO JIPYTH 00JIACTH, KAKO IITO
ce Mpeno3HaBamke Ha TOBOPOT HAa KOPUCHHUKOT 3a LIeJI TOOP30 MUIIYBabe.

buomerpujata komMOuHUpa ymoTpeba Ha CHEUUjATHA ypeAu KOW CIeAaT OIpeIcHU (U3WYKU WU
OJIHECYBAaYKU KapaKTCPUCTHKH MPH IITO T aHanu3upaaT noOueHute uHpopmarmu. OBa ce€ COCTaBHHUTE
eJIeMEeHTH Ha OMOMeTpHjaTa - 3eMame MOCTPY (KOHBEPTHpAmE Ha aHAJIOTHH CHUTHAJIM BO JUTHTAIIHHU), KAKO U
BEIITA4YKa UHTEIUTCHITH]A.

Hobuennte mHpopmarmm ce oOpaboTyBaaT BO KOMIIjyTEpPOT, C€ Kpewpa BelITayka MHTEIUTeHIH]a,
KOMITjyTePOT 'l TIPETNI03HABA IPUMEPOIIUTE U T criopeayBa. LlenTa e na ce KOpUCTH KOMITjyTEPCKU CUCTEM KaKo
areHT 3a 3eMame MPUMEPOIH, JOJeKa Mak cOQTBEPCKUOT IMaKeT ja JIOHECYBa OJUTyKaTa ITO Ja MPaBH CO
JUruTan3upanuTe npuMepond. OBa ro BKIyYyBa MEIOKYITHHOT MPOIEC HA TUTHUTATIHM3AINja, TPEMO3HABAMBE
NPUMEPOK, BeliTauka uHTeaureHnuja. Co Ipyru 300pOBH ce KOpUCTAT OMOMETPHCKH CEH30PH U Pa3iIHYHH
AITOPUTMH 32 YIPaBYBake CO OMOMETPHCKUTE MOJATONM MPOYUTAHHM MPEKY CEH30POT HA KOMIIjYTEPCKHOT
cucteM. Cute OMOMETPHCKM TEXHOJOTMH WMAaaT HEITO 3a¢JHUYKO, a TOa € MPOIEeCcOT BIie3 Ha TOAATOIH,
00paboTKa Ha TOAATOLUTE U U3JIe3 Ha TIOAATOLHUTE.

buomeTpuckuTe MeTOIM 3a MIASHTH(UKAIMja CTaHyBaaT c¢ nomnomnysiapHu. Mima ronem Opoj HauWHH 3a
npoOuBambe Ha JIO3WHKA, HO OOMIOT Ja Ce JIXKHpA HEINTO WITO JIMIETO TO MPE3CHTUPa € MHOTY IOroJieM

NPEAU3BHUK U TOKMY TOa € MIPUYMHATA 33 TIOMYJIapHOCTa Ha OMOMETPUCKUTE METOAH.

2. Buomerpuja

bruomMerpujaTa € WHOBaTHBHA TEXHOJIOTHja KOja CTaHyBa CE¢ MOBEKe M MOBEKe MpHCyTHA BO cdepurte Ha
YOBEYKHOT )XUBOT. COBpEMEHUTE BPEMUbA TH OTBOPHja BPATHTE 332 OBOj THUI HA TEXHOJIOTHja M HEj3UHUOT Pa3Boj
Y BXXHOCT pacTar Hacekaje cekoj jaeH. JIyreTo ce coodyBaar co 3roJieMeHH 3aKaHH Kako IITO Ce Tepopu3am,
HamaJ|, 3aKaHu, KpaxOa W Kpax0a Ha HWACHTUTET. 3aroa, MOoTpedara 3a colujaiHa M JUYHa 0e30eHOCT ce
srosiemyBa. JIyfeTo cakaar ja ru 3alTuTaT CBOUTE UMOT, IPEAMETH, (PUHAHCHH, TIOJATOLH U CBOjaTa CUTYPHOCT.
HeonxoHo e 1a ce 3aluTHTaT JMYHUTE KOMITjYTEePH, JIANTOIH, TAMETHHU TeIe(OHH U aKTUBHOCTH Ha MHTEPHET.
Hcro taka, qyreTo cakaar Ja 'l 3alITUTAT CBOMTE BO3WJIA, MAIIMHU U IPYTH BPEJHH MPEJAMETH O HEOBJIACTEH
npucTan uin yrnorpeda. Bo obnacra Ha ¢uHaHcHMUTE MMa 3a 1en Ja cpeun Kpaxda u gancudukysame, a BO
oOnacTuTe Ha 3rojieMeHa 6e30eAHOCT, 1IeNTa € J1a Ce HallpaBH J03B0JIa Ha TPUCTAI 10 PaOOTHH MECTa HCKITY4HBO
Ha OBJIACTEHH JHUA (Ha Mp. BOEHHW Hozpadja). 3a ycrmemHo obe30enyBame Ha COLMjaHA M JIMYHA 3allTHTa
norpedHa e MOTBpJAa HAa WACHTUTETOT HA JIMYHOCTA MPEKy AOKYMEHTH, KaKo IITO C€ BO3aYKH JO3BOJIHU, THUHH
KapTU ¥ KapTUYKH 32 3JPAaBCTBEHO OCUTYPYBambE.

Hcto Taka, moTpeGHO € Aa ce OApKM KOHTpoJjiaTa Ha JieTame. BHOMETpHCKUTE TEXHOJIOTMH IMOKaxkaa
W3BOHpEIHA BUCOKA €(PUKACHOCT U CUTYPHOCT BO OJIP’KYBamETO Ha Oe30eHocTa BO OBUE 00sacTh U cepyu Ha

YOBCYKHOT )KHBOT.
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TpagumuOHAIHUTE TEXHOJOTMM Oa3MpaHW Ha 3HaekHa W MaTepujaliHM TMOCEAM HE MOXKaT jAa Oupjar
(yHKIMOHATHU KaKO OMOMETPUCKUTE TEXHOIOTHH.

BruomMerpujaTa mpBEHCTBEHO € HaMeHeTa 3a MoJoOpyBame Ha Oe30emHOCTa, HO MPHPOAATa Ha TAKBHUTE
MOJATOIM MOXKE J1a OTKpUe MoBeke HH(POPMALKK OTKOJIKY IITO € moTpeOHO. Mako OpojHuTE UCTpaxKyBamba BO
oBaa o0acT Ha OuoMeTpujaTa JOHecoa MPeAIo3H 3a 3alTUTa Ha IPUBATHOCTA, €€ YIITE UMa ja3 IITO ce OHECYBa
Ha MPHBATHOCTA BO OBaa PENaTUBHO Miaaa obmacT. OCHOBHHTE NMPUHLMIM 3a 3aIUTHTA Ha KBAJUTETOT Ha
MOJATOIMTE CE peliaBaaT Ha HAYKMH MOJATOLHTE Aa C€ MUHUMHU3UPAAT, JeKa MOAaTOLUTE c€ TOYHH U LEJIOCHH,
JIeKa IOCTOU KOHCEH3YC, TPaHCIIaPEHTHOCT, TOBEPIUBOCT U 0e30eaHocT. bapamara 3a mpuBaTtHOCT 1 6€30e1HOCT
CEKaKo Ce BKIIYUYeHH BO paHa (haza Ha IH3ajHUpame Ha ONOMETPUCKUTE CUCTEMH.

Tepmunor 6uomeTpujal moTekHyBa 01 rpUKHOT 360p bios mTo 3Haum xuBoT M Metrikos(rpu. 360p) mwTO
3HAaYM MEPKa.

BuomeTrpujaTa e Hayka 3a mpemno3HaBame HAa MOEIUHENOT Koja ce 0a3upa HA WAEHTH(PUKYBame Ha
OJHECYBAHK-€TO M OMOJIOLIKHTE KAPAKTEPUCTHKU HA JIUMLETO KAaKO IUTO ce O0THe4YaTouu 0l NpCTH, riac,
o1eme, JIMIe, HPUC U CJIMYHO. MokeMe J1a KakeMe jieka OMoMeTpHrjaTa Td KOPUCTH GUZNIKUTE U OUOIIOIIKATE
KapaKTEpUCTHKH Ha JIMIETO 3apaau uiaeHTudukauyja Ha gunara. Ce pa3dupa, BaXKHO € Ja C€ UCTAKHE JeKa
cTaHyBa 300p 3a Mepemhe Ha KapaKTEPUCTUKUTE HA JIyTeTO.

bruomerprcka KapakTepuCTHKa MOXe Jla Oue ceKoe YOBEYKO OJHECYBamke M (PU3MYKU M IICHUXOJIOLIKU
0cOoOWHM C€ JI0JIeKa THE TH 33JJ0BOJTyBaaT OapamaTa Ha YHUKaTHOCT, YHUBEP3AJTHOCT, TPAjHOCT U MOYKHOCTH 32
cobupame.

EamncrBeHocTa 3Ha4YM JieKa JBe JIMIA BO CBETOT Tpeba Ja OuaaT pa3IuyHu BO OJTHOC HAa OBHE KapaKTEPUCTUKH.
YHuBep3aaHOCTA 3HAYM JIeKa 0Baa KapakTeprCTUKa Mopa Jia Oujie MPUCYTHA Kaj CUTE JIHIIA.
KapakrepucTukure Ha cTAOUJIHOCT 3HAUAT Jieka THe He Tpeba Ja ce MEHYBaaT CO TEKOT Ha BPEMETO.

W, ce pa3bupa, cmocodHOCTA 3a coOOMpame 3HAYH JIeKa OBHE KapaKTEPUCTUKN C€ KBAHTUTATUBHO MEPIIUBH.

BruomerpujaTa 11enocHO ce moTnHpa Ha Toa Koja € JITYHOCTA U IITO €, U IIITO Taa JIMYHOCT MPaBH, a He Ha
OHa IITO JIMYHOCTA T'O 3HAae, Ha MPHUMEp JIO3MHKA, WM OHA IITO TO MOCEeAyBa Kako JIM4Ha Kapra. Hej3mHata
NPEHOCT € MITO MOXKE JIa ja JIOTOJHH HJIH [IEJIOCHO 3aMEHHU MOCTOeYKaTa TEXHOJIOTHja, a TypH U BO MOMEHTOB
BO HEKOM TEXHOJIOTUH Taa € €AIMHCTBEHUOT OAP>KIIMB MIPUCTAII 32 JIMYHA UACHTU(HKALIY]a.

Kora cranyBa 300p 3a OMOMETPHUCKM W OMOMETPHUCKH METOMM 3a HWACHTHU(UKAIMja TMOCTOjaT B
NPOTHUBPEYHM TPYIIM Ha aBTOPU KOW NPETCTaBYBAaT Pa3JMYHU TOUKU Ha Tielame. EnHata rpyma MUCIH JeKa
CHUTE METOJIU c€ OMOMETPUCKH WACHTH(PHUKATOPH, @ OBHE CE CUTE KIIACUYHU METOJM IPUMEHETH BO JUTUTAIHATA
CpeMHa, J0/IeKa IpyraTa rpyna cMeTa JieKa COBPEMEHHUTE TEXHOJIOMIKH MOXKHOCTH ja OJIECHYBaaT IpUMEHaTa Ha
KJIACUYHM METOJH 3a UAeHTH(HKaLKja, HO ¥ Pa3BOj Ha HOBH.

Buomerpujata e naneky nocurypHa oji TpaJulHOHATHATa TEXHOJIOTHja 3a MPET03HABAbE.

TpaauuuoHAIHUTE TEXHOJIOTHH 32 IPENo3HaBame ce 6azupaaTt Ha KopucHUIKO 3Haewe (IIMH, no3unka)

WM Ha OHAa IITO KOPHUCHUKOT (1)H3I/I‘IKI/I ro rmnoceaysa (Kﬂy‘l, KapTI/I‘IKa). Axo ce KOpUCTAT JIO3WUHKH, CC

1 Usp. Uddin, Jasmin. Matrix of Biometrics // Biometrics, 2016, str. 1. URL: URL:
https://www.researchgate.net/publication/301542522_Matrix_of_Biometrics (2016-06-25)
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npenopadyBa THE YeCTO Ja Ce MEHYBaaT M Ja ce KOPUCTAT Pa3iMYHH JIO3MHKHU 32 Pa3luYHU OOJIACTH KOH
MOBEKETO JIyf'e He TH NPaKTHKYBaarT.

Buomerpujara (Biometrics) npercraByBa aBTOMarcka MISHTHU(HKaIMja HAa JIMIA BP3 OCHOBA HA HUBHHTE
(hu3noNOoMKH, OMOJOMIKHY KapaKTEPUCTHKH WIH KapaKTEPUCTUKH Ha HUBHHUTE OJHECYBamba.

Buomerpucka kapakrepuctuka (Biometric)? e mepnuBa (u3Monomika, GUOJOIIKA KAapaKTEPUCTUKA WU
KapaKTEpUCTHKA Ha OJHECYBame KOja c€ KOPUCTH 3a MPENo3HaBame Ha JUna. bBuoMeTprucKku KapakTepUCTUKY:
cekoe Jmna Tpeda ma Oume JOBOIHO Pa3iiMyHO BO PA3iIMYHU Jyle, a OCTaHe MOCTOjaHO OJHOCHO Ja TOCeayBa
IIOCTOjaHU KapaKTEPUCTHKH BO OZPENICHO BpeMe, MOpa Aa OUIaT MEpJIMBU KBAHTUTATUBHO HE CAMO OIKCHO.
buomeTtpucku cructem (eng. biometric system) e KOMIUIETEH CUCTEM 3a aBTEHTHKaIMja Ha jura. Ce cocTou of
WHTETPUpPAH XapABep W COPTBEp KOj c€ KOPHCTH 3a OWOMETPHCKO 3eMame MPUMEPOIH, OMOMETpHCKa
BepudUKanyja, MICHTU(GHUKALMja U Bpakambe Ha pe3yTaTh”.

Buomerpuckunor moxanurer (eng. modality) e Tun Ha GromeTpucka kapaktepucthka. Ha mpumep, Tpu ce
BOOOHYaeHU OMOMETPUCKH MOJAUTETH: JIMLIE, OTIEYATOK O/ NPCTH, TIac.

MyaTubunomerpuja mpercTaByBa aBTOMAaTcKa HWACHTH(MKalpja Ha JMLIA Bp3 OCHOBAa Ha JBE WM IIOBEKe
OMOMETPHCKU KapaKTepucTHKH. OBUE KapaKTEPUCTHKH MOXKAT Ja OMIAT KapaKTepUCTUKU KOM MpHIaraaT Ha
UCTH OMOMETPUCKH MOJAIUTETH Kako, Ha TpUMeEp, JBa OTIeYaToKa Ha MPCTH WIIM KOMOWHANWja oJ ToBeKke
MOJAIIUTETH, KAKO OTIEYaTOK O MPCT U OMOMETPUKa Ha JIHIIE.

MyntubromeTprjata UMa JIBe TJIABHHU NPEIHOCTH BO OJHOC Ha moenuHeuHata omomerpuja. [IpBo, Moxke na ce
MPUMEHU Ha JIMIIAa CO MOCEOHM MOTpeOM KoM HeMaaT crenuduyHa KapaKTepUCTHKa, BTOPO Ja C€ HaMayar
TpelIKKUTE MpH BepuduKaiuja 1 uaeHTUPHUKALT]ja.

Ipumepok (eng. sample)* e nmpuMepok, MHCTaHIa, MOCTPA Ha KOPUCHUYKHM OMOMETPHCKH KapaKTEPUCTHKH,
coOpaHu €O IOMOIII Ha CEH30D.

[Ipumeponnte ce HenpepaOOTEeHW IUTUTATHH ToAarond. [IpUMEpoOKOT MOKe Jia ce KOHBEpTHpa BO
(6romeTpuCKHM) U MOXKE J]a ce TIOBP3€ CO Ae(pUHHUpame 3a BepuuKaIija uii uaeHTupuKamnmja.

Ila6Ji0H (eng. template) e KOHBEPTUPAH M KOMIIAKTEH OMOMETPHUCKU MOJIEN, CKJIaIupaH BO TuruTainHa (opma,
U € KpeHpaH 3a BpeMe Ha MPOLECOT Ha 3eMamke Ha OMOMETPUCKUTE IPUMEPOLIH.

Pesyarar ox ciopendata (eng. match score) e Hymepuuka BpeJHOCT KOja I'o IIPETCTaByBa CTEICHOT HA CIMYHOCT
Ha J1Ba OMOMETPHCKH NPUMEPOLH (T.€. TEKOBEH IPUMEPOK U 00pa3enoT, mabdaoHoT). Bp3 ocHOBa Ha pe3ynTaToT
Ha criopei0a u cranaapaHu nparosu (eng. threshold) ce monecysa omtyka (eng. match decision) 3a npudakarme
win HeopoOpyBame. Ha np. ako e pesynratot ox cnopendara 50 a mparot e 40, omnykata 3a npudakame Ha
NPUMEPOKOT BaXKH Kako BaluHa (MpudaTeHo e 1eKa Toa € JULETO Koe ro Aaino moxaenot). [lpu npudakame unu
oT(prame, MOKHH C€ JIBE I'PEIIKU: OT(pIieTe TO BUCTUHCKOTO JIUIIE WK npudareTe ro morpemHoTo. Ilpaso e

Jia To npuQaTMe BUCTHHCKOTO JIKIIE U Ja TO OT(PIIMME TOTPEIIHOTO.

2 Dunstone , T. i Yager N. (2009): Biometric System and Data Analysis, Springer, New York

3 Usp. Angeliki-Toli, Christina; Preneel, Bart. Biometric Solutions as Privacy Enhancing Technologies, 2015. str. 1
URL: https://securewww.esat.kuleuven.be/cosic/publications/article-2531.pdf (2016-06-25)

4 Dunstone , T. i Yager N. (2009): Biometric System and Data Analysis, Springer, New York

25



International Journal of Science and Arts - “IDEA”

WneanHnor OMOMETPUCKH CHCTEM cekoram ke padotu 6e3 rpemku. Ho, He mocTou uieanseH OMOMETPUCKU
cucTeM, OMOMETPHCKUTE CUCTEMH CEKOTalll padoTaT Ha ABETE CIIOMEHATH TPEILKH.

JIncra na kanguaatu (eng. candidate list) e nucTa Koja Moxxe Aa ce 1o0ue co OMOMETPUCKH HACHTU(UKATOPU
(He 3a Bepudukaimja), 1 ¢ 30up Ha mabIOHU YMja criopeada co TEKOBHUOT MOJICI aBa Pe3yTaTH MOT0JIEMH OJ1
nparoT, Wid (aaTepHaTUBHO) 30Mp Ha MIa0JIOHM KOM c€ MOJOOpO paHTUpaHU BO crmopeada CO TEKOBHHOT

OpUMEPOK (TIp. PBUTE TET), O€3 ories] Jajiu ro IOMUHAJe MparoT.

3. ABTeHTHKALHja

Cekoe nuiie moceayBa 0COOMHHM KOW CE€ €JUHCTBCHH U TMPEMO3HATIMBU CaMoO 3a HETO M UCTHBE OBHE
0COOWHHM My TIOMaraar jaa ce WAMHTH(GUKYBa. BO KOMITjyTepCKHOT CBET HACHTUTETOT € JAepHHUpaH Kako
,»CIMHCTBEH Ha3WB HA JIMYHOCTA, YPEIOT WIJIM JBaTa IPEMO3HACH O CUCTEMOT . YecTo eqMHCTBEH Ha3WB 3a
uaeHTu(rKanyjaTa 1 BepuQuKaImjara € aBTeHTUKAIFjaTa.

Curyanyjara Bo CBETOT JICHEC ja YUHHU 0e30eTHOCTa KaKo ce MOOMUTHA CTaBKa BO HAIIINTE )KHBOTH, 11 CO
CaMOTO TOA M CEKOjTHEBHATA aBTEHTUKAIIM]a Ma TAJICKY IO 0JIEMO 3HAYEH-E IEHEC OTKOJIKY BO PAHUTE IEPHOIH.

Kora cmcremMOT WiM IMYHOCTA MNpPOBEpPYBa HACHTHTET Ha JPYro IMIE WJIX CHCTEM, CE BpPIIH
aBTEHTHKAIIMja IITO 3HAYM JIeKa CEKOj KOj € aBTEHTHUIIMPAH MOKE Jia TIOTBPAHU JIeKa TOj € OHOj KOj Tpeba u na
Ooune. BaxxHo e ma ce croMeHe Jeka aBTEHTHKAIMjaTa caMoO T'O IOTBPAyBa MICHTHTETOT M HUIITO ITOBEKE HE
IpaBH CO HETO, HUTY TW Je(rHIpa HETOBUTE IIPaBa Ha IPUCTAII.

ITocTojaT nBa THMA HA aBTCHTUKAIIW]ja:

e Bepudukanyja - ce BpIH NOTBPAyBamke HA HISHTUTETOT Ha HEKOE JIUIIE BO CMUCIIA Ha CIIOpElyBamke Ha
JIOOMEHUTE MOJATOLM CO TOYHO OJpeJeH NPUMEpPOK BO Oazara. OBOj OOJMK Ha aBTEHTHKAIU]a
npercraByBa 1:1 cuctem.

e Unentuduraumja® - ce mpoBepyBa MOKJIOMYBABLETO HA JOOMEHHTE NMPHUMEPOLM CO CUTE COYYBAHH
HpUMEpPOIIM BO Oa3ara Ha MOJATOLH CO 11eJT T0OMBabe Ha ITOIaTOIM 33 MASHTUTETOT Ha Hekoe smiie. OBoj
cucreM npercraByBa 1:N wim ezeH HacripeMa MoBeKe CUCTeM Ha aBTEHTHKAIIHja.

JlBata THra Ha aBTEHTHKAlMja C€ KOPUCTAT Kaj OMOMETPHUCKHTE aBTEHTHUKALMOHHM CHCTEMH, a KOj Ke Ouie
yroTpebeH 3aBUCH caMoO O] arutukanujata. [1okpaj oBre Ba OCHOBHHM THIIOBH, IIOCTOM W YIITE €JeH KOj ce
HapeKyBa HeraTMBHa HJeHTH(HKAIMja Kaje KOPUCHUKOT Tpeba Ja MOTBPAU JIeKa HErOBUOT HICHTHUTET HE
oxarosapa co 6apaHuot uaeHTuTeT. M Tyka ce Bpiu npedapysame 1:N, mo3uTuBeH 0AroBOp ce J00MBa caMo aKo
MIOKJIOITYBAaHk-ETO CO MIOT'OJIEMHUOT JIeJl 0J1 IPUMEPOIMTE CE COBIara CO BHECEHHOT MPUMEPOK, BO CIIPOTHBHO CE
npudaka TBpJACHETO JieKa JHUIIETO He € oHa Koe ce Oapa. CHCTEMOT YecTo ce KOPHCTH Ha aepoApOMHUTE Kaje
NATHUIMTE Ce TPOBEPYBaar JlaJid, €BEHTYal HO, c€ Ha I[pHA JINCTA, OJTHOCHO HAKPAaTKO PEYCHO CHCTEMHTE 32

HeraTHBHA WICHTH(HKAIIM]a 0JIroBapaar Ha NpallamkeTo ,,Jam cu TH OHOj KOj KaXKyBalll Jieka He cu™“. 3a pa3iiuka

5 Radmilovié, Zelimir. Biometrijska identifikacija. // Polic. sigur 17, 3-4(2008)
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ol BepudHKanmjaTa Koja MOKE J1a ce BPIIW CO MHMH WU JIO3MHKA HeraTHBHATAa WACHTHU(HKALKja MOXE /a ce

00e30e11 NCKITY4HBO MPeKy OMOMETpUCKA MPOBEPKA.

4. OCHOBHU NPUHUMIH HA pa0oTa HA OMOMETPUCKUTE TEXHHUKH

Bo 0BOj zen ce onmimany HEKOM 0J] OCHOBHUTE €JIEMEHTH Ha KOU Ce TeMeJlaT OMOMETPHCKNTE TeXHUKU. Bo mpB
pel Toa € IUTHTAN3alHjaTa, T.e. IPETBOPAKHETO Ha AaHATOTHHOT CUTHAJ BO AWTUTAJICH, a TOTOA M BEIITaYKaTa
WHTEINTEHIIM]a Ha KOja € MMOTPeOHO /1a ce TeMeNnaT OJIpe/IeHuTe OOIUIN Ha ONOMETPUCKUTE TEXHHUKH.

HajBa)XHHOT MOMEHT BO IIPOIECOT HAa IPENO3HAaBakEe MPUMEPOK € AWTHTaIn3anujata. VMeno, 3a
KOMIIjyTEPCKH IIETH MOAATOIHNTE JOONEeHH CO CKeHUpare UTH., Tpeba Ja ce mpeBeaaT BO TUruTajieH Gopmar co
KOj KOMITjyTepoT Moke na padotu. OBa e mporiec BO KOj aHaJOTeH CUTHAJ c€ KOHBEPTHpa BO JUTHUTAJICH U ja
Iperno3HaBa Iporpamckata omnpema. KoJky e moroneM KBaIUTETOT Ha ONpeMaTa, TOJKY € Ioroyiema
BEpOjaTHOCTA 3a Mpero3HaBame Ha NpUMepokoT. Ce MprMa aHaJOreH CUTHAJ, Ce MPETBOpPa BO JUTHTAJICH CO
KOPHCTEH-E¢ Ha AuTuTalleH ayanoBuaeo koupepTop (DAC). CaMHOT mpoliiec BO CYIITHHA CE€ COCTOH O] CepHja Ha
Oypuesu TpaHcHopMaIK, KBAHTH3ALWHU U APYTH KOHLETITH KOM CE KOPHUCTAT 32 MATEMAaTHYKH I TO MOMPEIHU3HO
na ce onwuie Bine3HnoT curHai. Cure JJAK He ce emnaxBu u kBanmuteTHH. DAC ce Haofa BO CEH30pOT 3a
NpEeno3HaBamke Ha MPUMEPOKOT U KOJIKY CEH30pOT € mojaodap (M 3aroa IMmockail), ce JoOuBa mojodpa MocTpa
IPUMEPOK.

bp3a ®ypuesa tpanchopmarmja wiua FFT (eng. Fast Fourier Transformation) e efxHa o HajiaecHUTE U
HajOp3UTE HajueCcTO KOPUCTEHU TEXHUKH 32 ONUIINYBamke U 00paboTKa Ha CHTHANOT. PaboTu co penaTuBHO Mana
pe3onyiyja, a omucoTH 00paboTKaTa Ha CUTHAJIOT CE M3BEIyBa BO MPOIECOPOT 3a aAurutaneH curHan (DSP
Digital Signal Processor) kopucrtejku ru ®DypueBure TpaHcopmaimu. THe ja omuiIyBaar KpuBata Ha
HNPUMEPOKOT U HETOBUTE XapMOHUIIH ITPEBEACHH BO HEKOJIKY CHHYCOMAATHN (QyHKIMU. TexHuKkaTa € IMeHyBaHa
no Jozed Pypue.

buometpujata Moxke na ce AeuHMpPa Kako MOJEN Ha WieHTH(HKanMja Ha Juia, 0a3upaHa Ha QUIUIKHUTE
KapaKTePUCTHKNA WM KapaKTePHCTHKUTE Ha OJHECYBamara, a Ce OJHECyBa Ha HEIITO INTO Taa JIMYHOCT
€IMHCTBEHO TO moceayBa. Hekoj aBTopu naBaaT ymite moonucHa neduHHIMja 1eKka OnoMeTpHjaTa ce 0aBu CO
UJICHTU(HKAIM]a HA TIOSTHHIIN, TEMEJICjKH Ce Ha HUBHUTE OMOJIOIIKY KapaKTEPUCTUKH WIIN KaPaKTEPUCTUKH Ha
OJIHECYBama, OJHOCHO JIeKa MPETCTaByBa CBOEBUIHA METOOJIOTHja 32 pellaBamke Ha WACHTH(UKAILUja CIIopea
HaBeJICHUTE KapUTEPUYMH.

Ha camuor moueTok Ha u3Bendara U KOPUCTEHETO HA OMOMETPUCKHUTE CUCTEMH, MIPEJHOCTA CE JlaBana Ha
(U3HNYKHATE KapaKTepUCTUKU BO OJHOC HA KapaKTepPHCTHUKUTE Ha onHecyBameTo. Ce BepyBaJlo BO Toa JeKa
(U3HMYKHATE KapaKTEPUCTUKU CE MOCHTYPHH O] OJHECYBameTO, OWJICjKM MMaaT TEHJACHIMja Ja WMaaT Mallu
pas3NIKy BHATPE BO TpyIaTa.

['maBHHTE OMOMETPHCKH METOJM CE HABEJCHW IOJIONY KOM Ce TeMenaT Ha (DPM3NYKHTE KapaKTePHCTHKH M

OJTHECYBAMHETO.
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5. ®usuuka Gmomerpuja

®dusnukaTa OMOMeTpHja € e oJ1 OMOMETpHjaTa Koja BKIyUyBa 3eMamke MOCTPH 0] (PM3MOHOMUjaTa Ha
YOBEYKOTO TEJIO M HEj3MHHUTE YHUKATHU KapakTtepucTuku. OcHOBaTa Ha ¢u3MukaTa OMOMETpHja € YoBeuKara
(u3MUKa eAMHCTBEHOCT LITO UM OBO3MOXKYBa Ha JIyfeTo Jja OMaaT Mpermo3HacH! Bp3 OCHOBA HA MCTUTE U CO
KOPHUCTEH-E Ha COOJIBETHH OMMCH HAa TIPUMEPOLH 3a HUB NpU3HaBame. [Ipu3Hatu Moxeny, mabloHNn MOXeE Aa ce
KOPHUCTAT BO KOMOMHAIMja CO APYT'H KIACHYHHU 3aIIMCH KOU CE €AMHCTBEHH 3a €IHO JIHIIE.
Yurame JHK-3anucn

Uwuramero Ha enuHcTBeHaTa JJHK - neokcupubonykinenncka kucennna (JJHK) e peraruBHO HOBa TpaHka
Ha OroMeTpHjaTa Koja ce 3aHuMaBa co nperno3HaBamke Ha JIHK Ha muarocTa. Co mpeTrmocTaBka iexa cekoe JINIe
conpxu JIHK cBojcTBeHa 3a cebe, mouHaa fa ce usrpagayBaat untaun 3a JJHK-3ammcwn.

bunejku JIHK Ha moeamHenor e oynrieHa, NCTaTa ce CopeayBa co CKIIaTUpaHnoT 3aluc Bo 0a3ara Ha
MOJIATOIM Y TOA € HAYHH 32 aBTCHTUKAIMja HAa KOPUCHHUKOT MPH MPUCTAIT 10 cucTeM. Bo KoMOMHaIHja co Tpyru
OMOMETPHCKY TEXHHUKH, MOXKE JIa ce 00e30e/IM MHOTY BUCOK CTETICH Ha 3allITUTA U MPU3HABALE TATM HABUCTHHA
€ JIMIIETO Ha KOe MY € JIOJIeTIeH ojipe/icH aBTopuTeT. OBaa TeXHUKA MOXKE J1a C€ KOPUCTH U 32 BOCHH U 32 IIUBIITHU
IIEJTH, M TIOCTOH ToJieMa BEPOIOCTOJHOCT 3a MOJATOIHTE.

JHK-ananu3a ce KOpuCTH JIeHEC BO ToeM Opoj chepr Kako MTO ce JOKAKYBame HA TaTKOBCTBO WIIH

CpOJHH BPCKH HUJIU BO CYACTBOTO BO KO€ CC I/IILCHTI/I(bI/IKyBaHI/I MHOT'Y KpUMHWHAJIIH.

OTneyaToum Ha NPCTUTE
[Ipumeponmte Ha mMopuTe M Opa3guTe Ha OTHEUYATOIMTE O] MPCTH CE €AMHCTBEHU 3a CEKOE JIHIIE.
OtnevaronuTe OJf IPCTH C€ YHUKATHH 32 CEKOj MPCT, BKIy4IyBajKu U Omu3Hany. OBa € eqHa 07 KOMEpPIIUjalHO

HajMHOTY JIOCTaITHUTe OMOMETPUCKH TEXHOJIOTHH.

Cnuxa 1: Ipumep 3a udenmugpuxayuja fingerprint

—

r

W3Bop:https://www.livemint.com/Industry/2R8ReDWjL RKTMnPp8gkcSO/Meeting-biometric-authentication-

deadline-a-big-challenge-fo.html
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VYpenu 3a mpeno3HaBame Ha OTIEYATOLM MMOYHAA J1a KOPUCTAT W JECKTON MAlIMHUTE W JIANTOIHTE, AypH U
MOOWIIHU BO MOCJEIHHUTE TOJUHH, U CEra e INUPOKO JOCTAMHH 110 MHOTY MOHUCKH 1IeHH. CO TOoa KOPUCHUIIUTE
noseke He Tpeba Ja BHECYBAaT JIO3MHKU - HAMECTO TOA caMo cO Jomup o0e30elyBa MOMEHTAJIEH IMpHUCTal 0
KOMIjyTepOT MU MOOMITHHUOT.

OtnevaronuTe 01 MPCT MOXKE /14 C€ KOPHUCTAT U BO WACHTH(HUKALMOHEH pexuM. HeKonKy IpxaBu BO
CA/] mpoBepyBaar OTIIEHaTOIM MPH MpPHjaBYBamke 3a COIMjaATHH OeHe(UIINHN 3a Ja ce OCHUTYpH JeKa He ce
pPEeTHCTpUpaHd M Ja 100MBaaT IMPUBWICTHH MOJ (aJlcupUKyBaHH HMHEA TOA C€ INPAaBU IPEKYy METOJO0T

Nperno3HaBamC JIMIaA.

Crnuka 2: Omxnyuysarse Ha meiehon npexy omnevamox 00 npcmu

Hseop: https://www.makeuseof.com/tag/protect-phone-fingerprint-pin/

I'eomeTrpuja Ha 11aHKa

WnenTudukanyjata Bp3 OCHOBA Ha MPEMO3HABALE HA KAPAKTEPUCTUKUTE HA JUIAHKUTE HA paleTe e
JlocTalHa MmoBeke oj jaBaeceT roauHu. Co Iien Ja ¢e MOCTHTHE aBTEHTHKAIMja, CUCTEMOT MOJXKE Jla TH MEpHU
(u3NYKATE KApaKTEPUCTUKU Ha JUIaHKaTa MM MPCTHUTE W TOa BKIy4YyBa JIOJDKWHA, IIUpUHA, AeOeNHA |
MOBPINKHA Ha pakaTa. EIHa KOpPHCHA KapaKTEPHCTHKA € TOa IITO HEKOW CHCTEMH Oapaar Majl OMOMETPHUCKH
Mojies1 (HEKOJIKY OKTeTH). [ 'eoMeTpHjaTa Ha pakaTa € IOCTUrHaTa IMOJI0OHOCT BO OIICETrOT Ha AIIMKAI[UK U YECTO
MOJKeE JIa C€ BUIH BO KOHTPOJIHMPAKETO Ha QU3MIKHOT MPUCTAI BO KOMEPIIWjJIHU U PE3UICHIIN]alTHY alljInKaIuy,

BO BPEMCHCKHU U CEPBEP CUCTEMU, X BOOIILITO BO alUIMKAIIUH 3a JIMYHA IIPOBEPKA.
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Cnuka 3: I'eomempuja na onauka 3a uoenmugurayuja

N |dentification System Scanning
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sxassess SCANNING...

Uzsop:https://www.vectorstock.com/royalty-free-vector/hand-scan-handprint-imprint-finger-print-in-vector-20386264

CxeHnpame poKHULA

CKEeHUpPamkEeTO Ha POXKHUIATA € TEXHOJIOTHja KOja HAjMHOTY c€ KOPUCTH KOra ce KOHTPOJIMpPa B30T Ha
JHMLA BO OJPEAEH IMPOCTOp, CIIPOBEAYBAamE CTATUCTHKA 3a IOCETUTEIUTE W CIMYHU BapujaHTH, UCTO Taka Ce
KOPHCTAT U NPU CKEHUPAKHE KOPUCHUYKY CMETKH U JOKYMEHTH. 36MambEeTO Ha MPUMEPOKOT CE€ BPILIHU CO MOMOII
Ha Kamepa Koja CHHUMa CO 3alliC 33 KOPHUCHHUKOT, a MPETIOCTaBYBajKU JieKa CEKOj € eIMHCTBEH, MOXE Jia ce
KOPUCTH BO CMHCJIa HA HEIBOCMUCIIEHO O3HAYYBAbE.
Jlobuenara cnyka Ha POXKHHUIIATa € ONMIIAHA CO IOMOLI Ha NOCEOHU MPOrpaMy cO MOMOII HA TOYKUTE M J1aBa
MIOroJIeMa MOYKHOCT 32 HEJBOCMUCIIEH OIKMC HA MPpUMEpoKoT. KopucTejku onucHa TeXHOJIOTHja Ha POXKHUIIATA,
MOYKHO € Taa Ja ce onuie co 242 yHUKaTHU TOYKH, JOJieKa Ha IPUMEP BO TEXHOJIOTHjaTa 3a MPero3HaBame Ha

OTIIEYaTOIM Ha IIPCTH, MAOJOHOT MOXKE Jla Ce OMHIIIE CO 7 J10 22 MOCHH.
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Cnuka 4: Crenuparee Ha podCHUYA

1, ,
3 % loading.i'%

1N

W3sop:https://www.google.com/imgres?imgurl=https%3A%2F%2Fbetanews.com%2Fwp-
content%2Fuploads%2F2016%2F08%2Fbiometrics-
600x338.jpg&imgrefurl=https%3A%2F%2Fbetanews.com%2F2017%2F07%2F12%2Fchanging-authentication-
landscape%2F&docid=bzxAZPpld-
WjyM&tbnid=077q2nUFDDipWM%3A&vet=10ahUKEwiVu4rcyKTeAhWIEywKHXU3AWEQMwg8KAAWAA..i&w=600
&h=338&bih=657 &biw=1366&q=verification%20loading%20eye &ved=0ahUKEwiVu4rcyKTeAhWIEywWKHXU3AWEQ
Mwg8KAAWAA&iact=mrc&uact=8

CreHaBa WiIyCTpalyja MOKaXKyBa IPUMEp 32 KOPUCTCHE Ha METOIOT Ha CKEHUPAhe Ha POYKHUIIATA 32
noTpeOuTe 3a MPOBEPKa Ha JCBOjYe BO ABraHUCTAH IITO MPBHAT Ocllle 3a0eekana BO HEj3uHATa MIIAJIOCT BO
1984 romuna. Taa uMa CTEKHATO MOMYJAPHOCT BO CBETOT IOPAJM CBOUTE 3€JICHH OYM M OJ] BOCHATa CUTYallHja
BO ABraHHCTaH, BO K0ja JICBOjKaTa ro 3aHeMapH CO HEj3UHHOT u3pa3 Ha juiieto. Cure 00U 1a ce IpoHajIe Taa
JeBojka Owte HeycnemHu ce 10 2001 kora co MeToJIOT Ha CKEHUpamhe Ha POXKHUIIA JIEBOjKaTa € MPOHajJicHa KaKo

Beke BO3pacCHa K€Ha, BO CBOCTO pOJHO CEJIO.

Cnuka 5: Aéeanucmanka - Hekozaul u 0€H€C, npeno3naeHa no poscHuyama

WsBop:https://www.google.com/imgres?imgurl=https%3A%2F%2Fex-magazin.com%2Fwp-

content%2Fuploads%2F2018%2F02%2Fw873-1-3.jpg&imgrefurl=https%3A%2F%2Fex-
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magazin.com%2F2018%2F02%2F08%2Fnajljepse-oci-svijeta-kriju-pricu-koje-zastaje-

dah%2F &docid=110ZEpMsCsuVdM&tbnid=xCghryF6Jg1j8M%3A&vet=10ahUKEwjXwb3IxaTeAhVMFywK
HVIHCawQMwhCKAUWBQ..i&w=640&h=470&bih=657&biw=1366&q=Djevojka%20iz%20Afganistana%20
1985&ved=0ahUKEwjXwb3IxaTeAhVMFywKHVIHCawQMwhCKAUwBQ&iact=mrc&uact=8

IIpeno3naBame Ha UL

OBaa OmoMeTprCcKa TEXHOIOTHja € eHa O] PENIAaTHBHO MMOEBTHHUTE METOH, OMejKi He Oapa moceOHa
cet orpema. Taa Gapa camo KOMITjyTep U BHIeoKamepa. Bo mpakca Toa e TOBOJHO 3a eHa JIMYHOCT J1a TOMUHE
TpeJl KamepaTa 3a Jja C€ CHUMH IPUMEPOK, 0JIeKa MPET03HaBaheTO Ha JIUIETO CE BPIIH CO MPETI03HaBakhe Ha

OOJIMKOT CO aHAIM3a HA TIPUMEPOKOT CO OABOjyBakhe Ha KIyYHUTE WHANKATOPH, KAPAKTEPUCTHUYEH O/Pas3.

Cnuxa 6: Buomempuja - npenosnasarbe Ha 1uye

TEMPLATE
MATCHING

Face o

ies

HUsBop:https://www.google.com/imgres?imgurl=https%3A%2F%2Fcomps.gograph.com%2Faccess-biometric-face-

recognition_gg80852010.jpa&imarefurl=https%3A%2F%2Fwww.gograph.com%2Fclipart¥%2Faccess-biometric-face-
recognition-
0980852010.html&docid=LFr2qoAwYol5QM&tbnid=NVIYDRjRsQXFgM%3A&vet=10ahUKEwi509WHyKTe AhXBWSw
KHW6iAhAQMwhxKCewJdw..i&w=450&h=282&bih=657 &biw=1366 &q=rface%20recognition%20biometric%20security
%20system&ved=0ahUKEwi509WHyKTeAhXBWSWKHW6iIAhAQMwhxKCewJw&iact=mrc&uact=8

[MoyetHaTa ¢aza ro omdaka CKEHUPAKETO HA OPA30T HA JIMLETO BO PA3]IMYHU Pa3MepH, a MoToa ro
OlIEHYBa KIIYYOT 3a Jia c€ YTBPJHM CO OJIpe/icHa BEpojaTHOCT Jaju JUIeTo € Toa. Bropara ¢a3za ja oapemysa
MO3MIIMjaTa Ha IJIaBaTa Koja Mopa Jia IPeU3BUKa OJIPE/ICHN KOPEKIIMH BO TOA BpeMe U 0apa KOPEKIIUY Ha X, y U
z ockute. Co 1eN 1a ce Tperno3Hae JUIETO TOJIKY JIECHO KOJIKY IITO € MOXHO, ITOXKEITHO € J]a oceyBa CHUMEHa

MOCTpa 0j rojieM Opoj arju.

IIpoBepka Ha BeHHn

buoMeTprckHoT onuc Ha BeHaTa C€ KOPHUCTH KaKO JOIOJIHUTENEH el BO OMHMCOT Ha €AHA JIMYHOCT.
Benute ce roneMmu, HEMPOMEHJIMBYU U PETEKHO CKpHeHH madaoHu. Bo komOnHanuja co reomeTpujaTta Ha pakara
WM TEXHOJIOTHjaTa 3a OTIEeYaToUH O] IPCTH MOCTUTHYBAa MHOT'Y BUCOKO HMBO Ha Ipeno3HaBame Ha jauna. OBaa
TEXHOJIOTHjaTa UCTO TaKa MOXKE Jla C€ KOPUCTH BO (PU3MUKATa KOHTPOJIA IPY MUHYBAH-€ Ha MHTEJIMTEHTHU BPaTH,

6paBI/I 1 CJIIMYHO, (l)I/I3I/I‘-IKI/I 6apHepI/I BO KOU KOPUCHHUIIUTC ;[oal'“aaT BO KOHTAKT CO CBOUTC palc. Ha nmpumMep,
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OaHkuTe BO JamoHMja ja KOpUCTAaT OBaa TEXHOJOIHja Koja € pelleHa co 3akoH. BooOmuaeHO ce KopHcTart
KaMepuTe 3a Mperno3HaBame Ha IA0JOHUTE Ha BEHHTE MPEKYy KOPHCTEHE M Ha MHQpAIpBEH CEH30p KOj '

MMPero3HaBa OHUC ACTAJIM KON YOBEUYKOTO OKO HE € BO MOJXHOCT Ja 'l perucTpupa.

3akayqok

bruomeTpujaTa cexojIHEBHO CTaHyBa CE€ MOYECTa BO pa3HU cepH HA KUBOTOT, A TaKa U KOPHUCTEHETO Ha
ABTOMATCKH CHCTEM 3a TPENO3HaBame Ha HACHTHTETOT CO ClelCHhe Ha (DU3UYKHTE KapaKTePUCTUKU WIIH
OJTHECYBame, BEKe JIONTO BpeMe € JieNl o] peasiHocTta. ['oemaTa mpeaHoCT Ha OMOMETpHUjaTa € IITO TH peru
npobiemMuTe co Jo3uHKUTE. Jlo3WmHKHTE MOXaT nga Oupar u3ryOeHW, 3a00paBeHH WM OOENOJEHETH Ol
MaJIMIIMO3HN KOPUCHHIIM WJIM Hamaradd. 3aroa, Kaje IITO (GU3MYKA € MOXKHO, THE HMIUIEMCHTHpAAtT
OMOMETPHCKY METOJH 3a TPUCTAI JI0 JIOKATHATa Mpeka. Beke e crioMeHaTo Jieka Jypu U 3a OTKIy4YyBame Ha
MOOWIJIHH C€ KOPHCTH OTKITy4dyBambe MPeKy oTheyaTok o npctu, wiu finger face orkiydyBame Ha TeineoHOT o
ToTJIe, OJHOCHO JETEKIMja Ha JINIE, BAKBOTO KopucTeme Ha fingerprint Beke omamHa Haoramie mpuMeHa 3a
CTapTyBambe, OTHOCHO OTKIYYYBakhE Ha JalTOIN U KOMITjYTEPCKHU crcTeMu. Bo Oircka naHnHA ce OUYeKyBa BaKBa
MPUMEHA J]a CE Hajje U BO aBTOMOOWJICKAaTa WHIYCTPHja 3a CTapTYBambEe U OTKIY4YyBame Ha aBTOMOOMJIUTE U
CIIMYHO.

Cenak, OCHOBHAaTa L1eJI Ha OMOMeTpHYjaTa € Ja KOHTPOJIUpPa BIIETYBamke MM U3JETYBambe O/ OApEeIeHH (PU3NIKH
nokanun. Kako Ou OWiio Toa MOCTUTHATO, BO MOMEHTOB C€ TPUMEHYBAaT paziuyHu (OpMH Ha OMOMETPUCKHU
TEXHUKH, HO HAJKOMIUIETHO pPEUICHHE MOXE Jia C€ TOCTHTHE cO KOMOWMHHpame Ha pPa3ludHd METOIU -
MYJITUMOJIaJIHA OMOMETpHja.

buomeTtpujaTa, ucTO Taka, ja Haofa CBOjaTa MPEIHOCT NPU aIUIMKallKja 3a KOHTpoJia Ha pabOTHOTO BpeMe.
KopucTemeTo Ha KapTUiKa HITH JIO3HHKH OCTaBa MOXKHOCT 32 3a€MHA COJIUIAPHOCT Mel'y BpabOOTEHHUTE, KaJe IITO
e/icH BpabOTeH ja MOTBPAyBa aBTEHTUYHOCTA HA JPYT BPaOOTEH, HO CO KOPUCTEHE MPUMEP 3a BICTYBamE U
U3JIeryBambe CO MpHjaBa MPEKy OTIEYATOK Ha MPCT, BakBaTa 310ynoTpeba Ou Omma msdernara. HMcro Taka, ce
OueKyBa Jieka OMOMeTpHjaTa ke MMa 3HauajHa yjaora BO OaHKapCKHOT CHCTEM.

Hako OGuomeTrpujaTa UMa 3HAYUTEIHU MPEIHOCTH, MPBEHCTBEHO 3a 3rojeMyBame¢ HUBOTO Ha 0e30€IHOCT BO
CMICTIa Ha aBTCHTHKAI[Mja HA KOPUCHHUITU, HCTUTE C€ YIITE UMAaT CBOM HEJAOCTATOIU. MIMEHO, HEOTXOIHO € Ja
ce MpUMEHH OMOMETpHjaTa MpeKy CrelujajJu3hpaHa omnpeMa Koja Ke BpIIM M3BJIEKyBambe W 00paboTka Ha
pa3nuyuHH puMeHH nonaroud. OBUE CleNWjaTM3upaHl ypenu MOKe J1a OuaaT CKamu WM HE3TOJAHU TOopaan
HHMBHaTa (PM3MYKA OKOJIMHA.

HUcto Taka, efieH o]l HeJIOCTATOLUTE Ha OJIPE/ICHH OMOMETPUCKH TEXHUKH € MOXKHOCTA 3a JIaKHA aBTCHTHKAIIH]a.
[ToToYHO, KOPUCHHUKOT MOXKE Jla TIOCTABH CHUMKA OJ] pPa3lIMueH Tiac, revaTerme, Na Jypyd U MOTIHC Kora ce
aBTEHTHUIIHPA.

OTTyKa, HE € HEOIXOJHO MPOIIECOT Ha TPOBEpPKAa Ha aBTEHTUYHOCT Jia ce 0Oa3upa caMo Ha €JIeH METO],

crabmwin3upaar padoraTa Ha MO30KOT, a KOU OBJIe HeMa Jia Ou/iaT HaBeICHHU.
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YIIOTPEBATA HA MOJAEJIN HA HEBPOHCKH MPEXMU 3A JTJIABOKO
YUYEILE BO ABTOMATCKOTO ITPEIIO3HABAIBE HA T'OBOP

UDC: 004.85.032.26:004.934 Ipeaneden mpyo

Jamjan MuieBcku

Eeponcku Yuusepszumem Penybonuxa Maxeoonuja - Ckonje

Ancrpakr

ABTOMAaTCKOTO IPENO3HaBak-E TOBOP € MPOIIeC Ha MPeBeIyBamkbe Ha H3TOBOPEHUTE 300pOBH BO TEKCT. JleHec Taa
€ eJJHa O] [VIABHUTE MPEAN3BUKYBAUKHU 3a/1a4H, IIPE ¢ ITOpaIy BUCOKATA 0P KIMBOCT Ha TOBOPHUTE CUTHAIIH.
HeBponckarta Mpeka € TeXHUKA Ha Tpajiebe Ha KOMITj yTepcKa mporpama Koja y4uu off mogatouuTe. Taa BO OCHOBa
ce 0as3upaHa Ha HalIaTa MPETCTaBa 3a TOA KAKO YOBEYKHOT MO30K (DYHKIIMOHHUPA.

['maBHaTa 1e7 Ha OBaj CTPYYCH TPYA € Ja TIOHYJAH OCHOBHH 3HAacHa 3a CUTC OHHME KOM cakaaTr Ja MpHMEHAT
TUNWYHH AJITOPUTMH 32 AJa00KO YYeHme 3a aBTOMATCKO KOHTHHYHMpPaHO Mpeno3HaBame Ha roBop. Hamepara e
3auHTEpECUPaHUTE MPOrpaMepH Jia ce 3alo3HaaT CO LEJIHOT MPOoIeC Ha MPerno3HaBamke Ha TOBOD, Ja pasdepar
Kako (pyHKIIMOHHMpaaT ajJrOpUTMHUTE 3a IIa00KO yUeHmhe W Kako MOXKaT Jia T'M KOPUCTAT BO alUIMKAllUHUTE 3a
NpEeno3HaBamke Ha TOBOP.

Jlmabokoro yuewe (Deep Learning), € npuinuHO HOBa 00JIaCT HAa MAIIMHCKOTO YYCHE KOja CTaHyBa BOJCUKA
TEXHOJIOTH]ja 32 MPENo3HaBamke Ha TOBOP. J[1ab0KOTO yueme TOHEKOoTall YIITe Ce HAPEKyBa PENPe3eHTAICKO
yueme (Representational Learning) mnu yuewe 6e3 Hanzop(Unsuppervised Learning). Toa ctana noMuHaHTeH
MOJIeN 3a TPETo3HaBambe Ha TOBOP M ¢ TMOBEKe MPEOBIaayBa BO UMIUIEMEHTANMjaTa BO MHOTY MHIYCTPHU H
aIUTHKALIH.

Mpeskara e mpercraBeHa Kako KOJEKIMja Ha cOPTBEpCKH "HEBPOHH KOM ce MOBP3aHH Mery cebe W mmaat
MO’KHOCT Ja MiCIIpakaar IopakH eJeH Ha apyr. Taa e mporpaMupana Jia pemm ope/eH npooieM Taka IITo ja
HOBTOpYBa IIOCTANKaTa 0JHOBO M OJIHOBO, HA HAYHMH CO KOj CEKOJIaT I'M 3ajaKHyBa BPCKHUTE ILITO JIOBEAYBaaT 110
yCIeX M TO HaMallyBa BIIMjaHUETO Ha BPCKUTE ILTO JIOBEI0A JI0 HEYCIIeX.

ABTOMAaTCKOTO NPEMIO3HABAE TOBOP JICHEC € €HA OJ1 [NIABHUTE MPEAU3BUKYBAUKH 3a/1a41 BO KOMIIjyTepcKaTa
TexHoJyoruja. Mozgenure 6a3upaHy Ha IpUMEHATa Ha JJIA00KH HEBPOHCKU MPEXXH CTaHyBa JIOMHHAHTEH MOJEI
BO MMILIEMEHTAIMjaTa BO MHOTY UHJ[yCTPHH U aTUTUKAIIHH.

Kayunu 360poBu: Hesporcka, mpedica, 01ab0Ko, yuerve, npeno3Hasarbe, 2060p
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USAGE OF DEEP NEURAL NETWORK MODELS IN APPLICATION OF
AUTOMATIC SPEECH RECOGNITION

Abstract

Automatic speech recognition, is a process of translating of spoken words into text. Today it is one of the major
challenging task due to the high viability in speech signals. Neural Network is a technique for building a computer
program that learns from data. It is based very loosely on how we think the human brain works.

Aim and main target of this article is to give a basic knowledge to those who wants to apply typical deep learning
algorithms for automatic continuous speech recognition. An intention is to make interested developers familiar
with general speech recognition process, to give understanding on how deep learning algorithms works and how
to use them in speech recognition applications.

Deep learning, is fairly a new area of machine learning which is becoming a mainstream technology for speech
recognition. Deep learning is sometimes referred as representation learning or unsupervised feature learning. It
has become a dominant models for speech recognition and prevails in implementations in many industries and
applications at an increasingly larger scale.

The network is a collection of software “neurons” that are created and connected, allowing them to send messages
to each other. It is instructed to solve a problem, which it attempts to do over and over, each time strengthening
the connections that lead to success and diminishing those connections that lead to failure.

Automatic speech recognition today it is one of the major challenging task in computer technology. Usage of
deep neural network models in application of automatic speech recognition become a dominant model which
prevails in implementations in many industries and applications.

Keywords: neural, network, deep, learning, speech, recognition

BoBen

J11aboKkoTO yueme € MeTo/la Ha MALIMHCKO YU€H-€ KOja I'M YUU KOMIIjyTepuTe MPEKy MPUMEpPH, IITO € MPUPOAEH
HAauuH Ha yYee Kaj JyleTo.

Bo nmabokoto yueme, KOMIjyTepcKUOT MOAEN yUH Ja NMpaBu Kiacu(uKaluuja JUPEKTHO O CIUKH, TEKCT HIIH
3ByK. MojienuTe Ha y1abOKO y4eme MOCTHIHyBaaT TOYHOCT BO NPEMO3HABAKHETO KOW YECTO M HaJMHUHYBa
YOBEYKHUTE criocoOHocTH [1,3,4].

Mogenute ce 00ydyBaat co ToJIEeMH MHOKECTBA Ha O3HAYCHH MTOJJATOLM M KOPUCTAT apXUTEKTYpH Ha HEBPOHCKU
MpEeXH KOM UMaat MHOTY Jieepd. [lopaju Toa 1 ce HapeKyBaaT HEBPOHCKH MPEXH 3a JUIA00KO yUeHe.
TepMHUHOT 171a00K0 OOWYHO ce 0JTHECYBa Ha OPOjOT HAa CKPUEHH JIeepH Ha HEBpPOHCKaTa Mpexa. TpaIuiiMoHaITHO
HEBPOHCKAaTa MpeXxa KOPUCTH 2-3 CKpHUEHH Jieepu JoJeKa AmabokaTta HEBPOHCKA Mpexa Moxe na uma u 150

JeepH.
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MO,Z[CJ'II/ITC 3a ;[na601<0 YUCHC ' yuaT CBOj CTBaTa JUPCKTHO O] NTOAATOLHUTC.

ABTOMATCKO Npeno3HaBambe HA TOBOP

ABTOMAaTCKOTO MPEMO3HABAKE HAa TOBOP, MPEBElyBare Ha HM3TOBOPEHHUTE 300pPOBH BO TEKCT, CE YIITE €
Npe/M3BUKYBavKa 3ajia4ya Mopajd BHCOKATa CIOXEHOCTH HECTAOMIHOCT Ha roBopHUTE curHaid. Jlmadoko
yueme (Deeplearning), koe monekorai ce HapekyBa representation learning win unsupervised learning, e
HOBa 00JIaCT Ha MAIIMHCKO y4YeHe KOe CTaHyBa BOJICYKa TEXHOJIOTHja 3a Pero3HaBambe Ha TOBOP. [ J1aBHaTa 11e71
Ha OBaa TEXHOJOTHja € Ja Ce MPHMEHAT THUIUYHHA AITOPUTMH 3a JIAa00KO ydYeme, BKIYYyBajKH ITaO0KH
HeBpoHckn — Mpexxd  (DNN)  3a  aBTOMarcko  KOHTHHYMPAHO  TpENO3HABamke  HA  TOBOP.
ABTOMATCKOTO TIPENO3HABAKEC HA TOBOP, CE YIINTE MPETCTABYyBa MPEAM3BHKYBAuka 3ajadya Mopaad BHCOKATa
BapujaOMIHOCT BO TOBOPHHTE cUrHANK. Ha mpumep, nunarta kou 300pyBaaT MOXKe Jla UMaat pa3iudHy aKI[CHTH,
JIUjalieKTH WJIM M3TOBOPU M Jia 300pyBaaT BO Pa3jM4YHH CTUJIOBH, CO Pa3iMUYCH WHTCH3UTET W BO PAa3IUYHU
eMoloHanmHu coctojou. [IpucyctBoro Ha OyuaBa BO KMBOTHaTa CpeluHa, peBepOepanujajaTa, pa3InyHH
MUKPOGOHU H ypeIlu 32 CHUMAE PE3YITUPAAT CO JOMOTHUTEIIHA BapHjaOHIIHOCT.

[Ipeno3HaBameTO Ha TOBOP € MPUCYTHO CO JACLEHHM, A C€ MMpallaMe 30IITO TOKMY cera CTaHyBa TOJKY
aktyenHo? IlpuunHara e Jieka aNropuTMHUTE Ha JUIA00OKOTO yUeHe KOHEUHO Io HalpaBuja Mperno3HaBambeTo Ha
TOBOPOT JJOBOJIHO TOYHO 32 Jia Ouie KOPUCTEHO HAJBOP O/ KOHTPOIUPAHH CPETUHH - TaOOPAaTOPUH, CTYAH]ja UTH..
[TozHato e meka jocera TOYHOCTa BO TMPEMO3HABAaHkE€ HA TOBOPOT ce ABIkeme on 95% mo 99% TtouHoCT.
bnarogapenue Ha 171a00K0TO yuewe, 0B0Oj 4% ja3 BO TOYHOCTA 3HAUMTEIIHO € HaMaJIeH.

Ja BuaumMe kako Aab0oKOTO YUEHEe € HCKOPUCTEHO 32 MPET03HaBakhEe Ha TOBOP.

Ja npernocraBuTe Jeka MOKEMe Jia TH TpeHeceMe 3ByYHHTE CHT'HAJIM BO HEBPOHCKA MpeXka M JieKa Mpexara

MOXEME /:[aja 06y‘II/IM€ 3a 1a IIPOU3BCIAC TCKCT:
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Cnuka 1. [llemamcku npuxas Ha cucmemom 3a nPeno3HaA8are Ha 300pou

Input Output

Neural Network —» “Hello”

Sound wave of
me saying “Hello”

Plain text

Adam Geitgey, “Machine Learning series of articles”, 2016

Toa e KIy4oT Ha TIpelo3HaBake TOBOP CO JJA00OKO ydeme, HO C€ ymTe He € ce.
I'onem npobrem e mTo ToBOpoT Bapupa Bo Op3uHa. Eqno nume moxe na kaxe "Hello" mHOTY 6p30, a mpyro aa
kaxe "heeeelllllllllllloooooo!" MHOTY 0aBHO, IPOM3BEAYBajKH MHOTY TOJOMT 3By4YeH (pajil co MHOTY TMOBEKe
nonatony. J[Bere 3ByuHU maToTeku Tpeba /ja ce Mpermo3HaaT kKako ToyHo UCT TekcT - "Hello". ABromarckoTo
M3paMHYBambe Ha ayJHO-AaTOTEKH OJ] Pa3IMYHM JIOJDKHHHU BO Mapde TEKCT cO (PMKCHA JOJDKHHA C€ TOKaXKyBa
KaKo IMPUIIMYHO TEIIKO. 3a J1a ce HaJIMIHE 0BOj TIpo0JIeM, TOKpaj KOPUCTEHE Ha iTadoKaTa HEpBHA MpeXxa, Tpeda

Jla KOPUCTHME CIICTIMjaTHI TEXHUKH U JOMOJHUTETHA MTPEIH3HOCT [6,7].

IIpeTBopame HA 3Byl BO OMTOBH

[IpBUOT YeKOp BO NPEIIO3HABAKHETO HA TOBOP € OYHUIJIC/ICH - HUE TpeOa Ja I'M MpeciuKaMe 3ByUYHUTe OpaHOBU
BO KOMIIjyTEpOT.

[a ce mocmyxumMe co MpuUMep Ha cIMKa Koja Tpeda Jja ce BHeCe BO HEBPOHCKATa MpesKa 3a MPero3HaBamke Ha
cimka. CrimkaTa MoXKeMe Jia ja Maripame BO Hu3a 0J1 OpOeBU KOU TIPETCTaByBaaT MHTEH3UTET HA CHBO Ha CEKOj

NHKCEJ O] CIIMKATa , KaKo IITO € J1ajieHo moaoiy. Kako mpumMep ia ro 3ememe OpojoT 8 HammIlaH co paka:
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Cauxa 2. Bpojom “8” nanuwan co paxa
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Adam Geitgey, “Machine Learning series of articles”, 2016

3a 1a ja BHeceMe ClIMKaTa BO HalllaTa HEBPOHCKAa MpeXa €IHOCTaBHO ja TpaHchopMmupaMe ciukaTa on 18x18

MTUKCEIM BO HK3a 011 324 OpojKH.

Cauxa 3. Manupare na cnukama ““8”

[
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ITo ananoruja, 3By4HHOT OpaH MOXKEME HCTO Taka Jia To MPETBOPUME BO HHU3a O OPOEBH.

BpanoBuot 06a1K npu nszrosapame Ha 30opot “Hello” e cneqnuot:
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Adam Geitgey, “Machine Learning series of articles”, 2016
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Cnuka 4. bpanoe obauk npu uzeosaparee na 30opom “Hello”

Adam Geitgey, “Machine Learning series of articles”, 2016

3By4yHHTE OpAaHOBH CE €THOTUMEH3NOHAIHA. BO cekoj MOMEHT, THe UMaaT eANHCTBEHA BPEIHOCT BP3 OCHOBA Ha
BHUCHHATa Ha OpaHOT. [{a 3ymMmupamMe eneH Mai Jen oj] 3BYYHHOT OpaH | Ja MorjieqHeMe. 3a 1a TO MpeTBopaMme

OBOj 3BY4€H OpaH BO OpOeBH, HHE CaMO ja CHUMHWBME BUCHHATA Ha OPaHOT BO TOJIETHAKBO OJIICIICHN TOUKH:

Cnuka 5. Cemniuparbe Ha 38y4HUOM OpaH

0 75 15 25

Adam Geitgey, “Machine Learning series of articles”, 2016

OBa ce HapeKkyBa ceMIulMpame. UnTaMe WijaJHUIM NaTH BO CEKyHJa M CHUMaMe Opoj KOj ja MpeTcTaByBa
BHCHHATa Ha 3BYYHHOT OpaH BO TOj MOMEHT BO BpemeTo. Toa € BO OCHOBAa CHTE HEKOMIIPECHPAHU .wav ayaHo-
JTATOTEKH.

Aymno "CD kBanuret" ce 3eMa Ha npumepok on 44,1khz (44,100 yurama Bo cekynaa). Ho, 3a mpeno3HaBame
rOBOp, CTamKaTa Ha 3eMame npumMepol of 16khz (16.000 mpumepor BO CEKyH/1a) € JOBOJIHA 3a JIa CE MOKPHE
(pPEKBEHTHHOT OICer Ha YOBEUYKHOT roBop. Jla ro ucnurame Hammotr "Hello" 3Byuen Opan 16.000 matu Bo

cexynza. Ese ru npsute 100 npumeponu:
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Cnuxa 6. Cexoj 6poj ja npemcmagysa amnaumyoama Ha 3eyunuom opan 00 1/ 16000. cexynou unmepsan

Adam Geitgey, “Machine Learning series of articles”, 2016

Moske 1a ce IOMHCIHN JIeKa TUTUTATHHOT NPUMEPOK CO37[aBa CaMo Ipy0o0 NMPHOIIKYBamke 10 OPUTHHATHUOT
3By4eH OpaH, OWIejkM Toa € caMO 3eMame Ha TOBPEeMEeHH cocTOjOW. buaejkm mMame NpasHUHU Mery
NOCIMHEYHUTE OTYMTYBakha, Ce OCTAaByBa Mpallame, Il ce ryou nen on nadopmanujara? Jlamu aurutaaHuTe
HPUMEPOILIM COBPIICHO I'0 PECco3/1aBaaT OpUrHHATHUOT aHanoreH 3Byk? 11ITo e co Tue npasuunu? bnaronapenue
Ha Teopemara Ha Nyquist, 3HaeMe Jleka MOXXEMEe Ja ja KOPHUCTHME MaTeMaTHKaTa 3a COBPLIEHO JAa TO
PEKOHCTpyHpaMe OPUTMHATTHHUOT 3BY4eH OpaH c¢ J0AeKa 3eMamkeTO IPUMEPOK € HajMaJKy JBa MaTH moop30 o1
HajBUCOKaTa ()pEKBEHIIMja ITO cakaMme Ja ja cHuMuUMe. OBa ro ClloMeHyBaMe CaMo 3aToa IITO PEYHCH CUTE TO
pa30bupaar oBa MOTPEUIHO U MPETIIOCTABYBAAT JIeKa KOPUCTEHETO HA TIOBHCOKH CTAIIKH Ha 3€Mabe TIPHUMEPOIH

CeKoral Boju 10 nogobap ayauo kBaauteT. Toa He € CeKOjIaT Taka.

IIpepaboTka Ha ceMILIUPAHUTE NOAATOLH

Cera nmamMe HI3a OpOEBH CO CeKOj OpOj KOj ja MpeTcTaByBa aMILIUTYAaTa Ha 3By9HHOT OpaHd Ha 1 / 16.000-troT
JIeT O BTOPHOT MHTepBail. Hue Ou Moxerne fa ru HaxpaHUMe OBHE OPOEBH JJMPEKTHO BO HEBPOHCKATa MpEKa.
Ho, o0unor ma ce mpeno3Haat odpaciure Ha TOBOPOT co 00paboTKa Ha OBHE MPUMEPOIH JTUPEKTHO € TEIIKO.
Hawmecto Toa, MOjkeMe Ja TO HalpaBHMe MPOOJIEMOT TOJIECEH CO M3BEAYBamkEe Ha HEKOja MPETX0Ha 00padoTKa
Ha ayJMO-TIoIaTOIMTE. AjlIe Ja OYHEME CO IPYyIUpamke Ha HAIMOT H30paHu ayiuo BO 20-MIIMCEKYHIU TOJITH

napuumba. EBe v npBute 20 MUTHCEKYHIU ayauo (T.e. HammTe TpBu 320 mpuMeporn):

Cnuxa 7. bpoesume 60 nucmama npemcmagysea KoKy enepauja uma 6o eden pexsenmen oncee 00 50hz

Adam Geitgey, “Machine Learning series of articles”, 2016

3aBpIIyBameTO Ha THE OPOEBHM KaKO €IHOCTABEH JIMHUCKU rpaduk HU JaBa Ipyda NmpHOIMKHA BPEIHOCT Ha

OPUT'MHAJIHUOT 3BY4YCH 6paH 3a TOj 20-MI/IHI/ICGKyHI[CH BPCEMCHCKH IICPUOI:
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Cnuxa 8. Jlunucku epagh na ceMnaupanuom 36y4HUOM ce2meHm
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Adam Geitgey, “Machine Learning series of articles”, 2016

OBaa canmka e camo 1/50 ox cexyrnarta. Ho, mypu u oBaa kpaTka CHIMKa € KOMIUIEKCHA MUHHjaTypHAa Kallla co
pa3nmyHy (PPEKBEHINH Ha 3BYKOT. MIMa HEKOM HUCKH 3BYIH, 3BYIIM OJ CPEICH OIICET, Ma TypU U HEKOH 3BYIH

oJ1 BHCOK oricer. Kora ke ce 3emat cute 3aeH0, OBHE Pa3INIHU (PPEKBEHIINH CE MEIIAaT M 3a€JHO TO COUNHYBAAT

CIIOKCHHUOT 3BYK Ha YOBCYKHUOT TOBOpP.

3a 51a ja oecHUMe 00pabOTKaTa Ha OBUE MOAATOIM 32 HEBPOHCKUTE MPEXKH, K€ TO Pa3/ieMMe OBOj KOMILUICKCECH
3BYYEH CUTHAJ HA COCTABHHM JICJIOBH. J[eNIeheToro npaBuMe Taka IITo IOYHyBaMe O] HajHUCKHUTE ()PEKBEHIIUCKH
OTICE3H U PEIOCIICHO OJIMME KOH MOoBHCOKUTE (hpekBeHnuu. [1oToa 1o1aBamMe MoAaTOK KOJIKY SHEepruja uMa BO
CeKOj 011 oBHE (PPEKBEHIIMCKH OICe3H (O] HUCKO 10 BUCOKO) M Taka CO37aBaMe OTIEYATOIHM 3a IETHOT ayIHo
(hparMeHT.

3aMucrnieTe qeKa cTe Maie CHUMambe Ha HeKoj Koj ceupen C major Ha nijaHo. Toj 3Byk € KoMOHHAIHja O] TPH
my3uuku HOTH - C, E u G - cuTe u3MemaHu 3aeHO BO €/IeH CIIOKEH 3ByK. Hue Tpeba aa ro pasjiokuMme Toj
CIOKEH 3BYK BO TOCIWHEYHUTe 3ammcu 3a Jjga kaxeme geka THe ce C, E wuw G
OBa ro npaBuMe KOPUCTEjKH MaTeMaTH4Ka orepaliija Hapeuena Fourier-osa tpancdopmanuja. ['o paznoxysame
CJIOKEHHOT 3BYYEeH OpaH Ha €JHOCTABHHM 3BYYHH OpPAHOBH IITO T'O counMHyBaaT. OTKako Ke I'M UMame THE
MOCJMHEYHN 3BYYHH OpaHOBH, JOJaBaMe KOJIKY €Hepruja € CcoJIp)KaHa BO CEKOj OJf HHB.
KpajHuoT pe3ynraT e mokasares Ha Toa KOJKY € BaKEH CeKOj (PEKBEHTEH OIICeT, OJ] HUCKW TOHOBH (Ha Tp. 0ac

TOHOBH) 10 BUCOKHM TOHOBH. Cexoj Opoj Mmooy mpercTaByBa KOJKY €Hepruja uMa Bo cekoj S0hz omcer Ha

HamuTe 20 ms ayAuo-KIUIOBU:

Cnuxa 9. Jlucma na épednocmu na enepauja 60 Konkpemnuom ghpexsenmen oncez 00 50hz

Adam Geitgey, “Machine Learning series of articles”, 2016
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Cekoj Opoj BO JIMCTaTa MPETCTaByBa KOJKY SEHEPryja uMa BO TOj ppekBeHTeH oricer o1 S0hz

OBace MHOT'Y IIOJIECHO [a C€ BUU AKO I'O HAIPpTATC KaKo I‘pa(bm(

Cnuxa 10. I'paguuxo npemcmasyearve na enepeujama Ha CEMNIUPAHUOm 38V4eH Ce2MeHm
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Adam Geitgey, “Machine Learning series of articles”, 2016
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Moxe na ce Buau Aeka HammoT 20 ms 3By4eH (pparMeHT UMa MHOTY HUCKa ()PEKBEHTHA CHEPrija U HE MHOTY
eHepryja BO IOBUCOKUTE ()peKBeHIIMH. Toa € THITMYHO 32 "Maiku" TJIacoBH.
AKO o MOBTOpHUME OBOj Mporiec Ha cekon 20 ms 07 ayJJ0 CUTHANIOT, Ke JJ0OHeMe [eNIOCEH CIIeKTporpam (cexoja

KOJIOHA O] JIEBO KOH JIeCHO ¢ efeH 20ms nen):

Cnuxa 11. Llenocen cnekmpozpam na 3gyunuom kaun "Hello"
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Adam Geitgey, “Machine Learning series of articles”, 2016

OBa e 1eTTI0CHUOT CIieKTporpam Ha 3ByuHHOT Kium "Hello"

CrekTparpamMoT € HHTepeceH, OU/IejKH BCYITHOCT MOYKETE Jla TH BHIUTE HOTHTE M JPYTHTE MYy3HUYKH I1a0TO0HA
BO ayauo mojaroiure. HeBpoHCcKaTa Mpeka MOXKe MOJIECHO Jia OTKpHE IMIa0JOHM BO BaKOB BH] Ha MOJATOIN
OTKOJIKY BO MPHUPOJHU 3ByuHH OpaHoBH. ClieHO € OBaa Ipe3eHTalMja Ha TOJATOIMTE Jia ja BHECYBaMe BO

HalaTta HEBPOHCKa MpeExKa.
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AJITOpUTaM 32 NPeno3HaBame
Cera kora uMamMe ayJuo Bo (popmar Koj € JeceH 3a 00paboTKa, ke TO BHECEMe BO HEBpOHCKaTa Mpexa. Bie3ot
BO HEBPOHCKaTa Mpexa ke ouaar 20 MUITMCEKYH/TU ayJH0 CETMEHTH. 3a CEKOj ay/IM0 CETMEHT, MpexaTa Ke ce

obuze na ja pazdepe OykBaTa ITO OArOBapa Ha 3BYKOT KOj Ce€ U3roBapa.

Cruxa 12. Pexypenmna nesponcka mpedica

Input Stateful Model Output
H Likelihood
saying ‘A’

= /

[ R IN | Likelihood
. ecurrentNevral | "

Network
| Likelihood

\ saying ‘C’

And so on...

20ms slice
of audio

The model's current state

influences the next calculation.
Adam Geitgey, “Machine Learning series of articles”, 2016

Ke kopHCTHMe peKypeHTHa HEBPOHCKA MPEXa - T.€. HEBPOHCKA MPEkKa K0ja MMa MEMOpH]ja K0ja BIIHjae Ha MIHHTE
npenBuayBama. Toa e 3aToa mTO cekoja OykBa MITO ja TpeaBuAyBa TpeOa Ja BIMjae Ha BEpOjaTHOCTA HA
npeBUIyBamke Ha cieqHara Oykea. Ha mpumep, ako cme pexie "HEL", MHOTY € BepojaTHO JieKa Ke KakeMe
"LO" no 3aBpuryBameTo Ha 300poT "Hello". MHory e momainky BepojaTHO J€Ka CIIEAHO K€ pedeMe HELITO KaKo
"XYZ". 3Haun uMajku TM BO MEMOpPHja NPETXOAHUTE NPEeABHIYBaka UM IIOMara Ha HEBPOHCKUTE MPEXH Ja
Harpasar MOMPELU3HH NpeaBUIYBamba 3a OHa LITO clleayBa.
OTkako ke ro IOMHHEME LIEJTHOT ayAuOo KIUI HU3 HepBHATa Mpexka (CETMEHT IO CeTMEHT), K€ 3aBpILIUME CO
MaInmpame Ha CEKOj ayIn0 CETMEHT BO OYKBH INTO HAjBEPOjaTHO c€ M3TOBOPEHN 3a BpeMe Ha Toj aen. Ee kako

u3rieqa Toa Manupame 3a 306opot "Hello":
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Cnuka 13. Manuparee 3a 300pom "Hello"
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Adam Geitgey, “Machine Learning series of articles”, 2016

Hmame HEKOJIKY YeKOpH IITO TH CIeIMME 3a Jia TO HCUMCTHME 0BOj u3je3. [IpBo, HUe ke TH 3aMEHUME CUTE
MOBTOPEHHM 3HAIM CO €/IeH KapakTep:

« HHHEE LL LLLOOO cranysa HE L LO

« HHHUU LL LLLOOO cranysa HU L LO

* AAAUU LL LLLOOO cranyBa AU L LO

[loroa ke v OTCTpaHUME CUTE MPA3HUHU:

*HE L LO cranysa HELLO

*HU L LO cranya HULLO

* AU L LO cranysa AULLO

Toa Hu octaBa Tpu MoxHHM TpaHckpurius - "Hello", "Hullo" u "Aullo". Ako ru kaxeTe IJ1lacCHO, CUTE OBHE 3BYLIH
ce cnmnunK Ha "Hello". buzejku Taa npeqBumLyBa eicH KapakTep BO €HHUIA BpeMe, HEBPOHCKAaTa Mpexa Ke I'
najne opue TpaHckpuniud. Ha npumep, ako kaxere "He would not go", Toa Ou Mokeno Ja aje eaHa MOXHa
TpaHckpurja kako "He wud not go". Tpukor e na ce KOMOMHHpaaTr OBHE MpelBUAYBama OazupaHH Ha
W3TOBOPOT CO OIICHKH 32 BEPOjaTHOCT BP3 OCHOBA Ha TroJieMa 0a3a Ha MOJIATOIH O/ MUIIAH TeKCT (KHUTH, CTATUH
o1 BecHuIH U ci1.). Ce uchpiaatr TPAaHCKPHUIIIUKUTE IITO U3IJIeaaT HajMaIKy BEpOjaTHH Ja OUaaT BUCTHHCKU U
ce 33IpIKaT TPAHCKPHITIIUUTE IITO Ce YUHH JieKa € HajpeanHa.On HamuTe MoxkHU Tpanckpunnuu "Hello", "Hullo"
u "Aullo", ounrnenno "Hello" ke ce mojaBu movecto BO TEKCTyaaHaTa 0as3a Ha IMOJaTOIH (a CEeKaKO U BO HAIIIUTE

OpUTHHAJIHM ay1n0-0a3upaHu MoAaTolM 32 00yKa) U Ha TOj HAYWH BEPOjaTHO € TOYHA. 3aToa Ke ro uzdepeme
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"Hello" xako Hallla KOHEYHA TPAHCKPHIIIHAja HAMECTO Apyrute. Moxkeou pasmuciysare "Ho, mTO ako HEKO]
nHaBuctuHa peue" Hullo "? Toa e Banuaen 30op. Moxebu "Hello" e morpemna tpanckpunimja! ". Ce pa3dupa
JieKa e MOXKHO Hekoj 1a kaxke "Hullo" namecto "Hello". Ho, cucteMor 3a mpeno3naBame ToBOp Kako 0Boj (00y4eH
Ha aMEpPUKAHCKH aHTJIMCKH) BO OCHOBAa HHKoram Hema ja ro npousBene "Hullo" kako Tpanckpunmmja. Toa e
TOJIKY HEBEPOjaTHO HEIITO MITO KOPHCHUKOT MOXKE Jia To Kaxke Bo criopenda co "Hello" Taka mro anroputMoT
cexoram ke Muciu faeka senute "Hello", 6e3 pasnuka konky ro Harinacysate 3ByKoT "U". Ako BaHOT TenedoH
€ TIOCTaBeH Ha aMEpUKAHCKH aHTIHCKU, OOHIETE ce 1a TO J0OMeTe AUTHTATHHOT ACUCTEHT Ha BaIlIMOT TeleoH
3a ga ro mnpeno3Haere 30opor "Hullo". He woxere! Cekoram ke 10 pa3depe kako "Hello".
Henpugakamero Ha "Hullo" e pazymMHO ofHECyBame, HO TOHEKOTall K€ HajaeTe CIydad Kaje INTO BAaIlHOT
TenedoH camo onOuBa 1a pa3depe HEIMTO BAJIWAHO IITO TO KaXyBaTe. 3aToa OBHE MOJENH 3a MPEH03HABABE
rOBOP CEKorai ce 00ydyBaaT co MOBEKe MOJATOLH CO LIeJ Ja ' omndartaTr OBUE TPaHUYHU CITydau.

CymupaHo, 0Ba ce KOMIOHEHTUTE KOM ' UMa €/IeH CTaHIapJeH aIrOpUTaM 3a Npero3HaBame Ha roBop[5,6,7].

Cnuxa 14. Lllemamcku npukas na cmanoapoen aneopumam 3a NPeno3Hasarbe Ha 2060p
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Casey Petersen, A Guide to Speech Recognition Algorithms, 2015
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3akay4ox

ABTOMAaTCKOTO MPETo3HaBamke TOBOP KaKo MPOLEC Ha MpeBeIyBambe Ha M3rOBOPEHH 300pOBH JICHEC € eIHa Of
[JIABHUTE TIPEIM3BUKYBAUKU 33/1a4M BO KOMIIjyTepcKaTa TeXHooruja. Monenute 0a3upaHu Ha MpUMeHAaTa Ha
JUTa00KH HEBPOHCKHU MPEKH CTaHyBa JJOMUHAHTEH MOJIEIN 3a IPENo3HaBamhe Ha TOBOP U ce TOBEKe MpeoBiIayBa
BO MMIUIEMEHTAIMjaTa BO MHOTY UHIYCTPHHU W aIlTUKALIH.

Jmaboxkoro yueme (Deep Learning) xkako HOBa 001acT BO MalllMHCKOTO YYEHE CO MOKHOCTHTE KOU TH HYIIU U
€THOCTaBHOCTA BO MMIUICMEHTAIMjaTa O MOKENI0 BO HIHHWHA J1a IPETCTaByBa OCHOBA 3a PEIIaBambe U HA IPYTH

nmpoOiieMu off BemTaukara uHTenurenuja (Al).
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2Auubadem Cucmuna

AmncCTpakT

Komnanuure c¢ moBeke ru cdakaaT NpUAOOMBKUTE O] MPOIECOT HA CIOJCIYBakbe, IIeNajKki IO SHOPMHHUOT
€KOHOMCKH pacT Ha KOMIIAHUUTE KOHM NPBHU IO NMPHUMEHHUIE OBOj MPOLEC HA CHOACITYBambE PECYypcH M 3aToa
CKaH/AI03HO Op30 o MEHyBaaT NPUHLUIIOT Ha paboTa, cO FOAWHU HEer'yBaH. VHBECTHLIMUTE 3a HCTPAaXyBambe U
pa3Boj Bo panute (ha3m BO (apmaineBTCKaTa M aBTOMOOWJICKATa WHAYCTPHja, Y€CTO MPEKy KOH30PIHYM Ha
NapTHEpPH, CO Ha3HAYyBamkbe Ha KIYYHM JIyle, CO3[aBaaT 3a€AHUYKHM IPOCKTH, KOra JHICPUTE ja IienaaT
BUCTHHCKAaTa MOKHOCT 3a Ou3Huc. COBpeMEHUTE TPEHAOBH 3a0e/eKyBaar 03ajMyBambe Ha EKCIIEPTH O APYTH
KOMIIaHWH MPEKy ceoraTHN HAYMHH, IPEeKy TaT(OpMH 3a pa3MeHa Ha BpabOTeHH.

Kayunu 360poBu: geuumauxa unmenuzsenyuja, copmeepcka niamepopma, OusHuc Mooei, Cnooery8are

BUSINESS MODEL - SHARING
Abstract

Companies are increasingly grasping the benefits of the sharing process, looking at the enormous economic
growth of companies that first realized this process of sharing resources and therefore scandalously quickly
change the principle of work, with years of care. Research and development investments in the early stages of
the pharmaceutical and automotive industry, often through a consortium of partners, with the appointment of key
people, create joint projects when leaders see the right business opportunity. Modern trends note the lending of
experts from other companies through comprehensive ways through employee exchange platforms..

Key words: artificial intelligence, softver platform, business model, sharing

Bosen

KoMmmnanuute c€ noBeke ru cdakaar npugoOMBKHUTE O] IPOIECOT Ha CIOACIYBamke, IIeAajKH 0 CHOPMHUOT

E€KOHOMCKH PAacT Ha KOMIIAHMHUTE KOW TPBU ro cdaTuie OBOj MPOIEC Ha CIIOJACTYBamkbe PECypcH U 3aroa
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CKaH/AI03HO OpP30 o MEHYBaaT MPUHIUIIOT Ha paboTa, cO TOAMHU HeTyBaH. VHBECTHLIMUTE 3a HCTPaXKyBambe U
pas3Boj Bo panute ¢a3m Bo (apmaneBTCKaTa M aBTOMOOWJICKAaTa MHAYCTPHja, YeCTO MPEKy KOH30PIHYM Ha
napTHEpH, CO Ha3HadyBame Ha KIYYHH JIyfe, CO3/aBaaT 3aeAHUYKH NPOCKTH, KOra JHICpPUTE ja TiemaaT
BUCTHHCKAaTa MOKHOCT 3a Ou3Huc. COBpeMEeHUTE TPEHAO0BH 3a0enexyBaar Mo3ajMyBame Ha eKCIIEPTH O JPYTH
KOMITaHUH TIPEeKy ceomaTHU HauMHM, NpeKy matdopmu 3a pazMeHa Ha BpaboTeHu. EneH oH-nIajH masap 3a
nepcoHal co koj pakooau Elance u oDesk, pazmenyBa cajToBu 3a XOHOpapHH pabOTHH MecTa, U 3apaboTyBa
750 mMunvoHM nonapu TroAMIIHO. TakBHTe TIATPOPMHU MM OBO3MOXKYBaaT Ha (UPMHUTE A pErpyTupaat
(nekcnOunHa paboTHA cuila, OpHEHTUpaHAa KOH 3a[adaTa, 0e3 ja ce TPIKaT 3a Toa Kako Jia TH 3apXKar, 3a BpeMe
Ha KpH3a.

Bo coBpemeHHOT cBeT, HHEHA €KOHOMHja HE MOXE Ja ce 3aMHUCId 0e3 OM3HUC MOJENOT — CHOo/eJyBaibe,
OJIHOCHO, TIOMYyJapHOTO ,,sharing“. Toa mMa cuiHO BIWjaHWE BO XMBOTOT Ha TpafaHWTE HA OMIITECTBOTO,
Ounmejku mITeqN TapW M YOBEUYKM pecypcu. KapakrtepuctmueH mnpumep € mpeBo3oT mnpeky Uber, wimu
cMecTyBameTo mpeky booking, Airbnb, ciymamero my3uka npeky Spotfy, unu cogenyBame HHPOpPMAIHA Ha
omoror Reddit.

Cure oBue NIEIOBHU MOJENU He OW Mokene na (pyHKIHOHHpaaT, 0e3 TypyTO Ha BeIlITayKaTa WHTEIHUTeHIIH]a,
Danny Lange, naHCKHOT KOMITjyTepCKH HayYHHK, KOj 3acTaHa mo3agu Amazon, Uber, u Unity. Toj my ja game
Ha CBETOT IUIaTopMara 3a MalIMHCKO Y4eHhe Ha OBUE TPU TEXHOJIONIKH T'MTaHTH. JIaHTe HCTO Taka ja HampaBuil
iatdopmara 3a co3aaBame Ha Bugeourpu, Unity, co 1en a ce pa3BuBaat poOOTH, TIOJI0IHA BO CeKoja cdepa Ha

’KUBOTOT U paboTaTa.

CnopaenyBame

TpeHnot Ha crojeNyBamke NPETCTaByBa MCTO Taka IOrojieMa MOXKHOCT 3a MOTpolryBauute. Toa € oTBOpeHa
pa3MeHa Ha pecypcH momery Ou3HUCHTE: MeryceOHa pa3MeHa. 3a caMo HEKOJIKY TOJWHU Ha aKTHBHOCT, CTaHa
JacHO Jieka HeorpaHHUeHaTa pa3MeHa Ha MHAKY HEMCKOPHCTEHU T'OJIEMU CPEJICTBA, BKIIyUyBajKU IO (QU3MUKUOT
MPOCTOP, YOBEUKUTE PECYpPCH M MHIYCTPUCKATA ONMpeMa, UM OBO3MOXKYBAa Ha KOMITAHUUTE 3a CIIOJCNTyBAbE Ja
pabotaT moedHKACHO OJf CBOWTE HE-CIOJCIYBauKd pHBaid. KoMmaHWuTe KOW CEecpAHO To Tmpudakaar
CTOJICTYBAETO HA MATEPHjATTHU CPEJICTBA, MOXE JIa MMAaT KOPUCT OJf Pa3lUueH BHJ] HA MPOMEHH, BO KOH €
BKITy4eHa KyJITypaTa, Koja TpaJii HOBU BUJIOBH BPCKH M COYYBCTBO KOH CBETOT. CO KMHEHE Ha SHJOBHTE - 03
pasiuKa Jaiy ce ,,HeJ0BOJIHO UCKOPUCTEHU TAJCHTU  WIIH ,,AMaMe OJJIMYHO 3HACHhE, HO HE CME CUTYPHH KaKo
Jla TO TIPETBOPUTE BO HEIITO IITO JYI'€TO caKaar Jia ro Kymnart™ - OBHe KOMITAHUW MOXKAT U Ja TH T0JJ00paT CBOUTE
COIICTBEHWYKH Y/IEIH, BO KPajHa JIMHUja U JIa TIPUIOHECAT 332 KOJIEKTHBHOTO J00PO.

BepojarHo, HajpacnpocTpaHeTaTra Ipakca 3a CIOJEITyBakbe Ha KOMIAHHHWTE BKJIYYyBa HEHUCKOPHCTEHU

HCABUXKXHOCTH, IITO € c¢ MmorojieM TOBAp 3a HpO(bI/ITa6I/IJ'IHOCTa. AXO ro yuTaTte OBa BO THIIMYHA KaHuenaija,

Lwww.fastcompany.com By Sean Captain

50


https://www.fastcompany.com/user/sean-captain

IDEA Int. J. Sci. Arts. 2(2018)4: 49-56 International Journal of Science and Arts - “IDEA”

MOJIOBMHA O] KIYIHTE OKOJIY Bac MoOxeOu ce ciobogHu 3a pazmeHa. Ho, Ou3HHcHTe cera MoXaTr Ja Hajaat
JUTUTAHHA TUIATQOPMHU, KOM CO37aBaaT TIIOOATHM BPCKM MEry COINCTBEHUIHMTE M 3aKyIyBauWTe KOU K€ UM
MOMOTHAT, TOE(QHUKACHO A2 TH KOPUCTAT OBHE CPEACTBA.

Ha npumep, Sharemyoffice.co.uk, Hyau yciyra, uzgaBame pe3epBeH AEJIOBEH MPOCTOP, CO KOja TH MOBpP3yBa
KpPaTKOPOYHUTE CTaHAPU CO OU3HUCH.

Cnn4HO Ha TOA, CHHIMPOT Ha XOTENH ,,MapHOT" T IPETBOPH MPa3HUTE KOHPEPEHIMCKHU CATTH BO H3HA]MyBaUKH
paboTHM MPOCTOPH NMpeKy OH-ajH miardopmara LiquidSpace?.

Cero oBa MOXe BeHAI Ja ce cnojenu Ha TButep, LinkedIn, Facebook, Google.

BuctuHckata MOK Ha pa3MeHa MOXKe na ce Hajae Bo B2B Tpancakmmu. Moxe ma ce n3HajMu (CHOJIENN),
MPOM3BO/ICH KamanuTeT win onpema. OBa e BaKHO Ouejku neHemnuTe Gpadpuku paboTar co aHTaKUPaHOCT O]
okoiny 20 mpomeHTH, ToManky oj kamanuteToT. Bo 2011 rognna, Med-Immune (exmauma 3a 6wonoruja Ha
(hapmareBTCcKaTa KommnaHuja AstraZeneca), ce COrjacH Ja TH CIIOJIEH CBOUTE MPOU3BOICTBEHH KAAIIUTETH CO
KOJIETHTE 011 (papMaIieBTCKHOT TUTAHT MepkK.

Kaxo mrTo ce nojaByBaar oH-NajH maThopMu KOU c€ OpUEHTHPAHN KOH WHAYCTPUCKHA KOMIIAaHWH, CE TIOBEKE Ke
Ome M3BOJIMBO Jia c€ CHOAeNaT BUIIOKOT CYpOBUHH, AUCTPUOYTHBHA MH(PACTPYKTYpa U APYTH KAHUTAITHH
tpomori. Ha mpumep, FLOOW2, xomanacku cTapT am, IO OJIECHYBa CIIOJCIYBalkbEeTO Ha OIpeMa,
MPOU3BOJICTBOTO Ha CPEJICTBA M BPEMETO HA BpaOOTEHHUTE, MPAaBEjKH ' TPAHCIIAPSHTHH 1 pa3MEHIIUBH Ha CBOjaTa
OH-NIajH pa3MeHa. KommaHujaTa, MCTO Taka, pa3BHBA COINCTBEHHWYKH TEXHOJOIIKHA IUIATQPOPMHU, KOU HM
OBO3MOKYBaaT Ha KOMIIAHUHUTE [a rpaaar CIOoAC/JyBarbC¢ Ha HUBHUTE IIPOIYKTH. 3aCZIHI/I‘-IKI/ITC HU3BOpH Ha
miarGopMu, UCTO Taka, OM MOXKeJe Ja TM [oxo0par HAmopuTe 3a OAPXKIUBOCT, IITO KE& MM OJICCHU Ha
KOMITaHUHTE /12 ja 3[pyKaT HabaBKaTa Ha MaTepyjalid, CO MaJIO BIIUjaHUE BP3 )KUBOTHATA CPEAMHA.

[Tazapot 3a crioenyBame Ha HEMaTepHjallHA CPEICTBA - MO30KOT, 3HACHETO U WHTEIEKTYATHHOT KaluTal Ha
KOMITaHHUjaTa - MOKaXXKyBa UCTO TOJKY BeTyBama. Bo MHOT'Y KOMITaHWH, HA MIPUMEP, TEXHUYKATA EKCIIEPTH3a €
CEpHO3HO HEIOBOJIHO MCKOPHCTEHA, €THOCTABHO MOpay Toa MITO paboTaTa Ha MEPCOHANIOT HE Ce coBIara co
aKTYyeJIHUTE CTpaTeIIKH INPUOPHTETH Ha KoMmMmaHujata. Ho, HaMecTo 1a TM OTYfM CBOMTE KalaluTeTH,
KOMITaHHjaTa MOYXe Ja TO JeJIHM CBOjOT MEPCOHAJ CO JIPYTH KOMIIAHHH.

Bo m3BecHa cMucna, KOMIIAHMUTE IO MEHYBaaT CBOjOT MO30K Ha OBOj HauMH cO ToauHM. MHBecTuumute 3a
UCTpaXKyBame M pa3Boj Bo paHuTe (asu Bo (papMareBTCKaTa 1 aBTOMOOMIICKATa HHTyCTPH]ja, YECTO CE CITydyBaat
NpeKy KOH30pILIYyM Ha IapTHEPH, CO Ha3HAUyBabe Ha KIIyYHHTE JIyT'e, IITO Ce CIIydyBa KOra JIUJCPHUTE ja riie1aar
BUCTHHCKAaTa MOXKHOCT 3a Ou3Huc. Ho, cera ekcriepTure MoXaT /a ce 1mo3ajMaT Ha JAPYT'M KOMIAHUU Ha MHOTY
NOTEIIKH, Ceon(aTHN HAYMHH, IPEKyY IIaTGOPMH 3a pa3MeHa Ha BpaOoTeHu. EneH oH-TajH masap 3a mepcoHai
co koj pakoBonu Elance u oDesk, pasmMeHyBaar cajToBU 3a XOHOpapHHM pabOTHM MecTa U 3apaboryBaaTr 750
MUIIMOHHU JIOJIapH 3a Taa paboTa ronuHasa. TakBuTe matGopMu UM OBO3MOXKYBaaT Ha GUPMUTE Jla perpyTHpaaT
(nekcnOuTHa paboTHA cHila, OpUEHTHPaHa KOH 3ajauaTa, 0e3 Jia ce TpHKaT 3a Toa KaKo Jia TH 33/IpXKaT 33 BpeMe

Ha Kpu3a. Tue, UCTo Taka, BEpOjaTHO Ke MPHBJICYAT TOBEKE TAJICHTUPAHU JIyI'e, KOU Cera MOXKaT Jia CTCKHAT BAaKBU

2Rachel Botsman noted in the September 2014 issue of Harvard Business Review
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KpeaTUBHH MOXKHOCTH Kaj MOBEKEe KOMIIAHMH, KOW OOMYHO C€ IOCTAalHM caMo Kaj eleH paboromaBau. OBoj
IpHCTall Ha HajJ0OpOTO O IBaTa CBETa MOXeE Jla C€ CMETa 3a Haj3aBUAEH HAuuH 3a paldoTa.

WHTenexTyamHUOT KamuTal € Jpyro HEMaTepujaJHO CpPEeACTBO CO MOTEHLHUjal 3a CHOAETYBAaIbe.
TeXHOMHTEH3MBHUTE KOMIIAHWM HATPYyMyBaaT TOJEMU 3alMXH Ha MAaTeHTH. Bo MpBHUTE MeT aMepHKaHCKU
nateHTHH Aocueja - IBM, Samsung, Canon, Sony u Microsoft - 3aenno moxuene moseke ox 21.000 Bo 2013
roguHa. Ho, camo Man 1en of cuTe NMOJHECEHU IATEHTH Ce CTaBaaT Ha IPOAYKTHBHA yHoTpeba, mopaiu

I/IHBGCTI/IHI/Ij aTa BKITY4YC€Ha BO HOCCH:ETO MPOU3BOJIM Ha Iasap.

HNHoBanuu Bo CBeTCKUTE KOMIIAHUH

Kowmmanuurte Quirky n General Electric muranupaa ga qoHecaT HEKOJIKY IPOU3BOIN Ha 11a3apoT, BKIYYyBajKH Io
Y IAMETHUOT KOHTPOJIMPAH KIIMMATUK; MEepay Ha Pe3epBOapoT Ha MPOIAH KOj MOKaXyBa KOra TOPUBOTO € HHUCKO;
U JIOMAIIeH MOHUTOP KOj MOTPOIIYBaYMTE MOXKAT Ja IO IOCTaBaT 3a Ja I'M ClefaT IBIKCHETO, 3BYKOT,
CBETJIMHATA WM TeMIepaTypara cropea HuBHATa Auckpenyja. (Bo cenremBpu 2014 rogmna, Quirky ro n3ryou
MIPHUCTAIOT A0 naTeHTuTe Ha amapatoT Ha GE, xora Enextpomnykc ro xymu 6usnucor Ha GE, unja nmonynma Ha
Quirky He mobemu.)

[MoTeHnyjanoT Tyka He € caMo Jia ce cobdepaT HlieH oJ] HaJBOPEIIHU MPOHA0Tau, IPEKy OTBOPEHH HHOBAIIWH.
Hury, mak, Toa € HauMH J1a ce OTBOPH IUIardopMa 3a TPETH JIMIA, POrpaMepH Jla ce BOBEAAT 3a MOMOIIHH
MPOU3BOIM B COPTBEP, KAKO KOMITj YTEPCKH KOMIIAHUW KOH T'0 TIPaBaT TOA CO JEIIeHUH. BUCTHHCKUOT MOTEHIHjal
€ Ja ce pa3BUjaT HOBU IUIAT(HOPMU KOM HYJAT €AEH CerMeHT oj 0a3ara Ha MHTEJEKTyallHa COICTBEHOCT Ha
KOMITaHWjaTa, Taka IITO JPYTHTE MOXAT Ja CTOpaT HEIITO CO TOa, a CONCTBEHHKOT Ha MATEHTOT MOXeE Jia
npodurupa. Bo ceramnara ¢opma Ha 0BOj OJHOC, JABETE CTpaHH cOPabOTyBaaT BO MPOHAOTamke WHOBAIMH Ha
na3apor.

Kuneckara komnanuja 3a anapati Haier, Ha mpumep, 'l MOBUKYBa MPOHAOTa4nTe, HAJBOP O]l KOMITaHHMjaTa, Jia
TpeyIaraaT HHOBAIMK IITO OM MOKeNe Ja TH mpousseaar 3aeano.’ Ho, copaboTkarta MOKEOH HE € CEeKOrall
HeonxonHa. Kommanujara co nmaTeHT 3a HOB TUI TEXHOJIOTHja Ha OaTepuu, Ha IpUMEp, MOXKe /1a u30epe Aa He ja
pa3BHBa, HO CO CTaBambE Ha TEXHOJIOIrWjaTa Ha OaTepujaTa Ha pa3MEHa, KOMIIaHUjaTa MOXKE J1a HalpaBH BPCKa CO
Jpyra KOMIaHHja CO KOMIUIEMEHTapHA TEXHOJIOTHja, KOja MHAKy HMKOTall Hema Ja ja HampaBu. Bo Hekom
TEXHOJIOUIKO WHTEH3WBHU HMHIYCTPWH, MOBEKE JIMKBUAEH Ma3ap BO HHTEJIEKTyaJHaTa COICTBEHOCT TIJiena
KOHKYPEHTHTE Ja cTaHat copaboTHuiy. Emn 06jaBu mmpok criektap JOroBOPH 3a JIMIEHLIUPAkEe Ha MaTeHT CO
HTC Bo 2012 roguna. Google n Samsung ce cornacuja ja Il CIIOAaT CUTe HOBU MATEHTH MTOJHECEHU BO TEKOT
Ha clleiHaTa enenyja. IlocTon MOKHOCT 3a TaKBH JIOTOBOPH Ja IIOMOTHAT BO CIIPEUYBAKETO HAa CKAalM MaTeHTHH

BOj HH, OCJ'IO60,I[YBajI’(I/I ' pECYPCUTE CO KO KOMIIAHUUTE MOXKAT Aa CC (bOKYCI/IpaaT Ha MHOBAITMUTCE.

3Art Kleiner, The Thought Leader Interview: Zhang Ruimin,
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HckycTBOTO €O HamopuTe 3a CIOACTYyBambe Ha MOTPOIIyBayMTe Kako Airbnb cyrepupa nexa ydecHHLUTE
CTaHyBaaT MOKOJIETHjaJIHU U COYYBCTBHUTENHH, OU/ICjKM HUBHOTO MCKYCTBO HE € caMO TpaHcakuucko. Hemmro
CIIMYHO MOXeE Ja c€ CIy4YHd BO OM3HHCOT, OMJEjKH PaKOBOAWUTENUTE W BPAOOTEHUTE T'M CIOJETyBaaT CBOUTE
pecypcu, HUBHAaTa MHTEIEKTyalHa COICTBEHOCT, HUBHOTO BpeMe U paboTeH mpoctop. Toa Ou mMoxkeno ga 6uae
HajrojieMa KOPUCT 3a CHUTe, IITO Ke pe3yiTHpa co mnorosemMa e(pUKacHOCT, MOXKECTOKa pabOTHA cuila U HOBU

IMPpON3BOAN U YCIIYT'H KOU Ke T 3a10BOJIaT HOTpe6I/ITe Ha IMOTPOITyBAYHUTE.

Mo:xHoCTHTE Ce OrpaHMYC€HH CaMoO 01 nMarnHaunjaTa Ha HOCUTEJIUTE HA OAJIYKH.

bunejku Tre cozmaBaaT pa3MeHH KOM OBO3MOXYBaaT noBeke B2B Bpcku v v KopHCTaT THE pa3MeHH e(hUKacHO
W KpeaTWBHO, THE K€ HajaaT IMOBeKe W Pa3IMYHA HAYMHH Ja TPOoQUTHpaaT O] HUBHUTE HAIOPH Kako
CIIO/IeITyBarbe¢ HA KOMITAaHUH.

Bo oBoj 6m3HuC Ma oBeke 3apaboTKa, OTKOJKY 3apadoTKa Mo aknuja. KamuramHuTe Tpoionn ce 3aHeMapinB
JIOCT 3a IOMarame Ha KOMIIAHUUTE KO TH 3r0JIeMyBaaT TOTOBUHCKUTE TEKOBH - M HA KPajoT Toa My ce Bpaka Ha
AKIUOHEPOT.

JenoBHuTe Mennymu, GUHAHCUCKUTE aHATMUTUYAPU K MHOTY MEHAIIEPCKH THMOBH, C€ MHTEH3UBHO ()OKYCHPaHU
Ha KOPIOPAaTUBHHUTE MPUXOJU. BU3HIC KOMEHTATOPHUTE CE OTNICETHATH CO MPOPHUTOT HAa KOMITaHUjaTa Mo aKiuja
(EIIC), co ciopenyBame CO MUHATOTOJUITHIOT KBApTaJl M OHA LITO CE€ OYEKyBa Jia OMie BO CIEJHHOT KBapTall.
TuMoOBHTE 3a YIIpaByBambe YECTO I'M pAlOHATN3NPAaT CTPYKTYPHUTE Ha TPOIIOIHMTE 3a JIa MOKAT Jia BOAAT 1o0p3
nopacT Ha 3apabotkata. Kako u na e, cé ymre Kemr e kpaj, a BpeIHOCTa Ha KOMIIaHHWjaTa BO KpajHa JIMHUja €
MIOTTUKHATA OJ] Ma3apHUTE OUYEKYBaha 3a WJIHUTE IAPUYHU TEKOBU. Ha BpPBOT Ha yIpaByBame CO IIPUXOIH,
YIIpaByBalkE€TO CO TOTOBUHCKUTE TEKOBU 3HAYM UCKOPUCTYBALC HA KAITUTATHUTE MHBECTULIMU KOU C€ HAIIpaABCHU
3a TeHepHpamke Ha THE 3apab0TKH, KaKo LITO Ce KyIyBamke Ha onpeMa, (PMHaHCHPAhe UCTPaKyBamba U Pa3BOjHH
TPOLIOIM M TUlaKamke Ha HaOaBKU. Mako KOMIAHMUTE HAlpaBWja TOJIEMH YEKOPH BO ONTHMHU3UPAmETO Ha
NPUXOJIUTE, MHOTYMHHA ce 00paT cO KaMTATHUTE TPOLIOIH.

[MogoOpyBameTo Ha pacnpenendaTa Ha KAUTAJIOT € 0COOEHO BayKHO BO KalIMTATHO-WHTEH3UBHUTE HHIYCTPHH.

Ja nHaBeneme exeH npumep: [lo BoBemyBame Ha cTaHZAapIU3MpaHa paMKa 3a BPEAHOCTH, (OKycHpaHa Ha
KIIyYHHUTE JIBUTATEIM HA BPEJHOCT M BOJCHEC HAa MOPTQHOIMOTO NMPEKy ONTUMHU3UPAH MOJEIN, €IHA rojemMa
eHepreTcka KOMIIaHWja I'M HamMaJiuiia KaluTaJTHUTe TPOIonu 3a 50 0TcTo, a reHepupaa UCT MPUHOC.

HuBoata Ha KamuTaaHM TPOIIOLM 3HAYMTENHO BapupaaT BO MHAycTpujaTa. Bo MHIyCTpuHUTE Kako IUTO ce
KOMYHAaJIUH, €HEpruja, TPAHCIIOPT, TEJICKOMYHHUKAIIMCKNA YCIYTHM M aBTOMOOWIM W KOMIIOHEHTH, KOMIIAHUUTE
peuHBecTHpaar noseke o1 SO MPOLEHTH 0] OTIEPATUBHHUTE APUYHUA TEKOBH BO OU3HUCOT CEKOja I'OMHA, BO BU]I
Ha KalMTaIHU pacxou. IHBECTHIIMUTE ITO TH MPaBU KOMITaHUjaTa, HUBHHOT PacT U BpeMeTo Ha OeHeduiuu ja
OJIpelyBaaT WIHATA BPETHOCT HA KOMIIAaHH]aTa.

Tenemero, MO MaT HA W3HAJMyBame, OAHOCHO CO MOJICNIOT Ha CHOJENyBamke € BUCTHHCKA MPUYHMHA 32

HaMaJlyBakb€ Ha KalIUTAJTHUTE TPOIIOIH.
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THUMOBHTE 3a MCHAIUPAILE YSCTONATH ¢e OOpaT Ja MOCTUTHAT KOH3UCTEHTHHU, MO3UTUBHU PE3yNTaTH, OU/ICiKU
aHaJIM3aTa U ONTHMHU3MPAKETO HA KAIMTATHUTE TPOLIOIM € CJIOXKEeHa 3amada. Toa O0apa MEHAIMEHTOT Ja TU
NPOIIEHH BO HEKOW CJIy4ad CTOTHIIM WHBECTHIIMM M Ja UM JajJe MPHUOPHUTET BP3 OCHOBA Ha TOJeM Opoj
(DMHAHCUCKHN U He(DUHAHCHUCKH OrpaHHYyBarba 3a Ja OJUTyYd KOW MPOEKTH Ke T'M (UHAHCHPAAT, U CIIOpea KOj
penocnen. Ilpomecor Ha pacnpenenba Oapa TpU €JIEMEHTH: pOOyCHa METOAOJIOTHja 3a BpEIHYBAmbe,

coucTHLIMpaHN aJaTKy 3a ONTUMH3aIH]ja U ceor(haTeH NPOLEC Ha YIIPaByBarbe.

BpeanyBame

Kommanmure Tpeba ma 3amodHaT co CTaHAapAW3WpaHa, poOyCHa METOAOJIOTHja 3a BpeAHyBambe Ha
WH/IMBHTyaJTHO HUBO Ha MPOEKTOT, KOja TO omdaka MEeTHOT CHeKTap Ha MPUAOOWBKH, KaKO W PEIEBAHTHUOT
npodniI Ha PU3UK U TUCTPUOYIHja HA TOTEHIMjaTHUTE pe3ynTaTi. OBa € CIMYHO CO aHAIM3HUTE IITO MHOTY
KOMITaHUH 'Y IPaBat Ol IOCTOjHUTE JeIOBHU HOPT(OJIHja U c€ BKOPEHETH BO JIOI'MKAaTa Ha BPEIHO HHBECTUPALE,
npumMep o Boper bader u HEroBHOT NopaHeNeH MEHTOP, HHBECTULMCKN HayuHUK benyamun [peam.*

Ho, pa3bupameTo Ha nunepuTe 3a GUHAHCUCKA BPEAHOCT € camo noderok. Komnanuure mopa na ro cdarat u
KBaHTH(ULIMPAAT MPUIOHECOT Ha CEKOj MPOEKT, 3a€AHO CO KIYYHUTEC HE(PMHAHCHUCKH CTPATEIIKHA BPEIHOCHH
JBUTATEITHN, KAKO IIITO CE PEryJaTOPHUTE €PEKTH U BIMjaHUETO Ha MEPIETIUUTE U 3aCTAlICHOCTa HA 3aCETHATHTE
CTpaHu, 0e30eIHOCTa, JKUBOTHATA CPEIIMHA U 3paBjeTo U 0e30emHocTa. Mlako oBHe KOMITOHEHTH MOYKE TIOTEIIKO

Jia ce KBaHTU(UIMpaaT, TUE MOKAT Jia OMJaT 3Ha4ajHu (aKkTOpH 3a JOJNTOpOYHATa BPEAHOCT Ha KOMIIAaHHjaTa.

CrnonenyBame Ha aBTOMOOMIN, Airbnb, HajrosieMm cHHUMp Ha XoTeIn

CrnonenryBawe Ha aBTomoOmnu (AU, CA u US) e Mozen Ha peHT-a-Kap, Kaje IITO JIy[eTO HM3HajMyBaaT
aBTOMOOWJIM 3a KyCH BPEMEHCKH IMEepPHOAM, YECTONaTH 10 Jac. Tue ce aTpaKTHBHHU 3a KyITyBauWTe KOM Camo
MOBPEMEHO KOpUCTAT Bo3wiIo. OpraHusanyjara mTo ' H3HajMyBa aBTOMOOMIINTE MOKe J1a Ouie KoMepuyjajieH
OM3HKC MM KOPUCHULIUTE MOXKAT J1a OMIaT OpraHu3upaHy Kako KOMIIaHHU]ja, jaBHA areHIMja, KOOIlepaTHBHA HITH
ad hoc rpynammja. CrnozmenyBambeTo Ha aBTOMOOWIIM € A€l OJ IOroJieM TPEHA Ha CHojejieHa MOOWIIHOCT.
CriozienieHaTa MOOMITHOCT 'l BKJTyYyBa CHTE HAUYMHM Ha MaTyBamke KO HyAaT KPaTKOPOUYEH MPHUCTAIl 10 PEBO3
10 IOTpeGHA OCHOBA, WIIM 3a JIMYEH TPAHCHIOPT WJIM UCTIOpaKa Ha CTOKU.® Y CIIYTHTE ce JIOCTAIIHU BO MOBEKE O/
1.000 rpamoBu BO HEKOJIKY 3eMjHU. 3aKiryqHo co gekemBpH 2012 roauna, nmaie okoiy 1.7 MUJINOHHM WIEHOBU 3a
CIOZIeTyBake HAa aBTOMOOMINTE BO 27 3eMju, BKIy4yBajKku T T.H. peer-t0-peer ycmyru, criopen Llentapor 3a

WCTpaXyBare Ha oApkIMBoCT Ha TpancnopT Ha U.C. bepkmu®. On nuB, 800.000 Gea 4eHOBH Ha CIIOJENYBamE

4Aaron Gilcreast and Larry Jones The Real Value of Your Company, October 2, 2017
5 www.pwec.co.uk

6 www.pwc.co.uk
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Ha aBTomMoOmiute Bo CAJl. Bo 2017 roauna, ce hopmupaine car2go, Koja A€HeC € HajroieMara KOMIIaHuja 3a
aBToMoOmIu BO cBeTOT co 2.500.000 peructpupanu wieHOBU U ¢uioTa o ckopo 14.000 Bo3wia Ha 26 nokanuu
Bo CeBepHa Amepuka, EBpona u Aswuja, mo mro cieau Zipcar co 767.000 unenosu u 11.000 Bozuna. Criopen
Hapurant KoncantuHr, npuxoauTe of yCIyTy 3a T00aqHi aBTOMOOWIN JOCTHTHAA eTHA MUJIMjapAa A0JIapy BO
2013 roauHa 1 ke pacTtar J10 6,2 MUIHjapayu aMepruKaHCKu goiapu 1o 2020 roauHa, co Haj 12 MIJTMOHU YJICHOBU
HU3 [ENHOT cBeT. | maBHUTE (PakTOpPH KOW T'O MOTTHKHYBAaaT PacTOT Ha aBTOMOOWIIMTE C€ 3TrOJIEMyBambeTO Ha
3aCTOjOT CO KOM CE€ COOUyBaatT rPaJICKATE KUTEIH; MEHYBAHETO Ha TEHEPAIICKUTE MICITH 332 CONICTBEHOCTA Ha
aBTOMOOWITUTE; 3T0JIEMyBambe Ha TPOIIOIMTE 332 COIICTBEHOCT Ha JIMYHM BO3WIJIA; W KOHBEpPreHIMja Ha OW3HKC
monenn. Carsharing mpugoHecyBa 3a OApPKIIMB TPAHCIIOPT, OMIEJKH TOA € TIOMAJIKy aBTOMHTEH3UBHO CPEICTBO
3a ypOaH TpaHCIIOPT, a cmopen ,,EKOHOMHUCT®, OBOj BHJ TPAHCIOPT MOXE Ja ja HaMalW CONCTBEHOCTa Ha
aBTOMOOWIIUTE CO TPOIEHeTa CTalmka Ha €JeH aBTOMOOWI 3a 3aMeHa, KOj ke TM 3aMeHH 15 Bo3mia BO

COTICTBEHOCT" .

JApymTBoTO 32 cnojenyBame peer-to-peer e mupna B2B peBosynuja

On cpenunata Ha 2000-TUTe, TakaHapeueHAaTa EKOHOMHUja 3a CIIOJCIYBAE CE 3rOJIEMHU Of PEUUCH HMINTO, BO
0a3eHOT Ha TNI00ANHU OM3HHMCH BpPEAHYBaHU BO MHJMjapau nojapu. KoHIENToT - myreTo mTO ja KOpUcTaT
TEXHOJIOTHjaTa 3a Ja MPOHAjAaT U KylaT JOMOJHHUTEIHN PECYPCH O]l €IeH Ha JpYT - MpeTcTaByBa TpUyMd Ha
noBepba. duHaHcuCKUTE (UPMH OIl THMOT ,,KPEAWUTH‘, TPAaHCIOPTHHUTE yciayrdn kako mro ce Uber u
CMECTYBamETO Ha TYPHUCTH, Kako Airbnb, Op30o r'm cMMHaa, KOPHCTEJKHM WHTEPHET-IIATHOPMH 332 AMPEKTHO
NOBp3yBamke Ha JIyreTo 0e3 BHCOKOIUIATEHHTE MOCPEAHMIM. He € HU 4Yy/o ITO WHBECTUTOPUTE CE TOIKY
3aMHTPHUTUPAHH, & OCTATOKOT OJ1 HAC CE& MAJIKY 3aTPYIKEHH OJ1 Taa BO30y1a.

Enna on ’xemkuTe TEMM Jocera oBaa roJMHA € OHA IUTO Ke cTaHe co ycinyrure Ha P2P u exonomujata 3a
crofenyBame. MuHaraTa ronquHa Airbnb craHa HajroleM CHHUMpP Ha XOTEJNU BO CBETOT, YOep ce HpOLIMpPH BO
CTPAHCTBO CO I'OJIEMHU IPOTECTH OJ] aKTYEeITHUTE BO TAKCH WHAYCTpHjaTa, a JIeKyBameTo Ki1yd Ha P2P-naBatenor
Ha KpeauTH 100u Ha koTauuja Ha Bon Crpur. Bo ncto Bpeme, I1BK ja mponenysa ekoHoMujaTa 3a COAETyBakhe
CO TIEJ J]a TeHepupa IpuXoan 10 335 Munujapau aMepruKaHcku gojapu A0 2025 roquHa, a camo Yoep ke oune
nporeHeTa Ha 41 MunMjapaa gonapyd. MujeHnyMcKaTa reHepaluja, HCTO Taka, U3pa3d HeJOCTaTOK Ha JoBepOa
Kaj onepaTropuTe U ’eJbdaTa 3a aJTepHaTHBA, a IPETIIOYUTALIIE 12 UM BepyBa Ha BpCHULIUTE HaJ OpeHposure. Co
npeABHIyBamkaTa Ha EKOHOMHjaTa 3a CIOJeNyBabe KO BIIMjaaT PEUUCH Ha CUTE HHIYCTPHUH, BIOKYBAaUUTEe Ha

KaruTall BJIOXKYyBaaT MHBCCTUIIMU BO OHA IITO, C€ HAaJICBaM, € CIICAHUOT Y66p

"Robert VVaughan, is an economist with PwC’s economics and policy team, and is based in London, www. Strategy Business.com
Reprint No. 0028
Swww. strategy-business. com
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3akiaydox

Co orznen Ha Toa IITO EKOHOMHjaTa 3a pa3MEHa CTaHyBa PACHPOCTPAHETA, UCTO TaKa, CE jaByBaaT KPUTHKU O]
(hyHKIMOHEpUTE, BHUMAHUETO O] PerylaTopute 1 Oapamara oJl yYeCHUIUTE. 3acTHUUKA UMECHUTEN Ha OBHE
peakLuy e Kako ITo Oele HaBeJeHo o1 cTpaHa Ha Harvard Business Review, ieka ekoHOMHjaTa 3a CHOJETyBambe
He € 3a crojenyBambe Boommro. OHa MTO ce Iiega O] HOBUTE YCIYyTd 3a CIOJENyBame, CE€ BCYLIHOCT
KOMEpLIMjalHd TUIATPOPMH KOHM ja IpeHecyBaaT AUCTpHOyUHMjaTa oJ TpaAMLMOHAIHA AUCTpUOyHHja a0
JUTUTAITHA €KOCUCTEMHU. MOKHOCTHTE Ce OTPOMHH, a MOXaT Aa OMaaT orpaHuueHH caMo O] HIMarnHalujaTta Ha

HOCHUTCJIUTE HA OJJTYKH.
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EKOHOMCKHA UMIIVIMKAIIUA HA AT U UHAYCTPHUJATA 4.0 BP3
KOMITAPATUBHATA INPEJHOCT HA HAIIMOHAJIHUTE EKOHOMHWHA

UDC: 334.72:338.45]: 004.896 Ipezneden mpyo

IIpod. a-p 3opan JoneBckn

Eeponcku Yuusepsumem Penyonuxa Makeoonuja — Cronje

Ancrpakr

Wunyctpuja 4.0. ce coctou ox "mamerH Ppadpuku" Bo KO IIPOLIECOT Ha MTPOU3BOICTBO € YIPaByBaH O]l
AaBTOMAaTH3UPAaHU CHCTEMH, POOOTH U BEIITAaUYKa MHTEJETCHLIM]a KOja I'M UHTErpyupa HEONXOAHUTE NHPOPMALIIH
3a aBTOMATCKUTE OJTYKH 3a IPOU3BOJICTBO Ha "maMeTHH npousBoan". HoBHOT Mojen Ha nHaycTpHja ce 6a3upa
Ha MHTErpHpame Ha MallMHU CO KOMIjYTepH, a BelITaykaTa MHAYCTPHja KOj yIpaByBa CO IPOU3BOJHUTE
IIPOLIECH.

Bemraukara nHTEJIETeHIIM]a TPUIOHECYBa 32 IPOMEHH BO OpraHU3aIMCKaTa CTPYKTypa Ha KOMITAHHHUTE,
euKacHOCTa, MPOAYKTHBHOCTA U CTICHU(HUKHUTE HA KOMIIAHUUTE, BUJOT HA CPEJCTBaTa MOTPEOHH 32 HUBHOTO
(yHKIMOHMpake W BIMjae BP3 Ma3apoT Ha padoTHa cuia. BnaauTte He Tpeba ga ce memaaT BO OM3HUCOT, HO
HEOMNXOJHO 11T MOJIPIIKA HA KOMITAHUHTE 332 HCTPaXXyBarbe U pa3Boj U Jia MOCBETaT MoceOHO BHUMAaHUE Ha
CO3/laBarbe Ha YOBEYKH PECYpCH CO BEHITWHHM MoTpeOHM kou Tm Oapa Uumyctpuwjata 4.0. u BemTaukarta
WHTEJICTCHIIN]a.

OBaa MHAYCTpPHUCKA PEBOJIyLIMja CE€ ABMKM €KCIIOHEHIIMjAIHO U BEKE IOYHA CEPHO3HO J1a TO NIPOMEHHU
TUIOT HA MOTPeOHUTE CPEICTBA HAa KOMIIAHMjaTa M OTTaMy KOHKYPEHTHOCTa HAa KOMIIAHHMUTE. 3eMjUTE YUH
KOMIIAaHWH TU KOPUCTAT MpuaoouBkuTe o/ AW u BieryBaat Bo Mpou3BOJICTBEHHOT npouec Uuayctpuja 4.0 ke
OuaaT NOKOHKYPEHTHH Ha Mef'yHapoguute nazapu. Of 1pyra cTpaHa, HAIUOHAIHUTE eKOHOMUHN YUH KOMIIAHUH
Hema Op30 /1a To aHTaKUpaaT U ycBojaT KoHuentotr Uuayctpuja 4.0, kage mro AV mma noMHUHAHTHA yJora, Ke
3a0CTaHyBa BO Pa3BOjOT.

Pa3BuennTe HHAYCTPHCKH 3eMjH Tpeba J1a BI0XKAT HAIIOPH Ja CO3/1a1aT yCIOBH 3a HajMaJIKy pPa3BUCHUTE
¥ €KOHOMHUHTE BO pa3Boj Aa UMaaT KopucT ol Muayctpujara 4.0, BO COPOTUBHO, ja30T Mel'y pa3BHEHUTE 3eMjH U
3eMjHTE BO Pa3B0Oj K& CE 3TOJIEMH.

Kayunu 360poBu: Mroycmpuja 4.0, sewumauxa unmenecenyuja, KOMnapamusHa npeoHocm, npooyKmueHOCH

57



International Journal of Science and Arts - “IDEA”

THE ECONOMIC IMPLICATIONS OF Al AND THE 4.0 INDUSTRY ON THE
COMPARATIVE ADVANTAGE ON NATIONAL ECONOMICS

Abstract

Industry 4.0 is consisted of "smart factories” in which the production process is managed by automated
systems, robotics and artificial intelligence (Al) that integrates the necessary information for making the
automated decisions for the production of "smart goods". The new model of industry is based on integrating
machines with computers, and Al manages production processes.

Al contributes to changes in the organizational structure of companies, the efficiency, productivity and
the specificity of the companies, type of as stets required for their operation, affects the job markets est. The
governments should not interfere in the business, but it is necessary to support the research and development of
the companies and pay special attention to the creation of human resources with skills needed to meet the
requirements of the Industry 4.0. and Al

This industrial revolution is moving exponentially and has already begun to seriously change the type of
company assets needed and hence the competitiveness of companies. Countries whose companies are using the
Al benefits and are entering in Industry 4.0 production process will be more competitive on international markets.
On the other hand, national economies whose companies will not quickly engage and adopt the Industry 4.0
concept, where Al has a dominant role will lag behind in development.

Developed industrial countries should make efforts to create conditions for the least developed and
developing economies to benefit from Industry 4.0 otherwise, the gap between developed and developing
countries will increase.

Key words: Industry 4.0; Artificial Intelligence; comparative advantage, productivity

BoBen

Bemraukara natenureniyja (Artificial Intelligence — Al) e ocHoBa 3a pa3Boj Ha ManycTpujara 4.0, xoja
ja couMHyBaar ,,iaMeTHH (GaOpuku™ BO KOM NPOU3BOJCTBEHHOT MPOLEC € yNpaByBaH OJf aBTOMAaTU3UPaHU
CHCTEMH, POOOTHKA M MPEKy BeLITayKa MHTEIUTeHIIMja T HHTErpUpa N0 TpeOHNUTE NHPOPMALIMU 32 HOCEHE Ha
aBTOMAaTH3MPAaHU OJJTYKH 3a IPOM3BOACTBEHA ,,IaMeTHH cTOKU . HoBHOT Monen Ha uHIycTpuja ce O6a3upa Ha
MHTETpUpak-e Ha MALIMHUATE CO KOMIIjYTEpHUTE, a BEIITauKaTa WHTEIUICHIIMja TH yIpaByBa IIPOU3BOJICTBEHUTE
IPOLECH.

Nunyctpujata 4.0 mpugoHecyBa 3a 3rojieMyBambe Ha MPOJYKTHBHOCTA Ha KAITUTAIOT U paboTHATa CcHila
M CO TOA ¥ Ha KOHKYpeHTHocTa. OJ1 HABPEeMEHOTO BKIIydyBam€ Ha JIPXKABUTE BO 0BAaa MHAYCTPUCKA PEBOITYIIH]ja
3aBHCH MO3UIMOHUPAHETO HAa HAI[MOHAIHATa €KOHOMHja BO CBETCKaTa, OJHOCHO M ke Oupae O/UTydyBaukd 3a

KOMIIapaTUBHATa IPEIHOCT Ha ceKoja HallMOHaJIHa eKOHOMI/Ij a. 3aToa HCOIIXOJHO € KOMIIAHUUTE, HO U IPKABUTEC
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Jia JoHecaT COOIBETHH OM3HHC CTPATEruu, OJHOCHO HAIIMOHAJIHY CTPATETUH 32 HCKOPUCTYBambE Ha MPETHOCTHTE
mrto Tu Hocu UHnyctpuckata peBonyuuja 4.0 U BemrTaykara HHTEIUreHIMja. ['onemMuTe Kopropauud umaat
KarmaluTeT ¥ Pecypcr CaMOCTOjHO Jia BIOXKYBaaT BO MHOBALMUTE, Pa3BOjOT HA HOBH METOJIU Ha MPOU3BOICTBO
CO KOH ce 3rojieMyBa NpoayKTuBHocTa. McTo Taka, ommrecTBara, OIHOCHO AP>KaBUTE Kaje IITO HHOBAaTHBHOCTA
ce CTUMYJIUPA, Kajie ce MOTTUKHYBAaT Jy'eTo KOM MMaaT UIeH 3a MoA00pyBamhe Ha IOCTOjHUTE TPOU3BOJICTBEHU
IPOLIECH MIIM CTOKH, WITH MTaK 32 HOBU IPOM3BOIHU ITOCTANKY WJIM HOBH ITPOM3BOJN M YCIYTH, IMAaT HOTOJIEMU
IIAHCH 3a ycTex u 00e30emyBame momodpa mo3uiija BO CBETCKaTa eKOHOMHEja. 3HAYH 32 YCIICITHO BKITyJyBambe
Ha HAIlMOHAJIHUTE €KOHOMHUH BO TEKOBHTE Ha COBpEMEHATa CBETCKAa €KOHOMHja Tpeba HOB IMoceOeH MHKC Ha
HOJINTHKH, KaKO Ha JP>KaBHO HUBO, TaKa U HA KOPIOPAICKO HUBO, HO M IPOMEHH BO OIIIITECTBOTO.

dakTopuTe 32 MPON3BOJCTBO KAKO HITO CE KAIUTall, pabOTHA CHJIa, IPUPOIHH OOracTBa HE ce rapaHIyja
3a ycrmex BO €KOHOMHMjaTa Koja Op30 M JpaMaTHYHO ce MEeHyBa. Jlypy U TEXHOIOTHjaTa, JOKOJIKY ITEPMaHEHTHO
HE Ce WHBECTHpa BO HEj3WH pa3Boj, HE € Beke rapannuja. HammoHamHaTa eKOHOMHja U OMIITECTBOTO BO €IHA
Ip>kaBa Tpeba Jla ce ompeenaT Jalu ce cTpeMaT na ounar nmuaepu Bo MaaycTpuckara peonynuja 4.0, nanm ke
OmIaT IMIJIEMEHTATOPH, WM TTaK K€ OCTaHaT BO KilacudHaTa ekoHomuja? [lpBara omiyja mpuiInyHo 3aXTEBHA H
camo oJipeJicH Opoj Ha HAIIMOHAJIHU EKOHOMHUU Ke Moxar 1a Ouaar nuzaepu. [locinenHnaTa omniyja, mpoaoKyBambe
Ha (YHKUIMOHUpamke Ha €KOHOMHjaTa U OMIITECTBOTO CO TPAJAUIUOHATHHOT M KIaCHYEH MOJENl € PeLenT 3a
3a0cTaHyBambe BO KOMIIAPATUBHHUTE MPEAHOCTU. ENEH cepro3eH e o1 HallMOHATHUTE EKOHOMHH Ke ce HajIaT
BO KaTeropuja Ha UMILIeMeHTaTopu Ha MHaycTpuckara pesoiynuja 4.0 u Bemraukara nuatenureHnyja. Ho 3a na
MoOXaT Jo0po Ja ce TO3WIMOHHpaaT BO paMKHTE Ha OBaa Ipyna HEONMXOJHO € Jia CO3JaJaT COOABETHO
OTIKPYXKYBam€ BO:

- IPAaBHHUOT cHCTeM (Kaje KIIyYHO MECTO K€ MMa 3allITUTaTa Ha MHTEJEeKTyalHaTa CONICTBEHOCT, ehrKaceH
CYACKH CHUCTEM 3a 3alllTUTa Ha UHTCPECUTE HAa KOPHOPpAIUUTE, IPCABUJIMBOCT HA IIpaBHATA JICTUCTIATHBA
MOBpP3aHa CO EKOHOMCKHOT CUCTEM,IIpaBHa PEryIaTuBa Koja 00e30eayBa (haekcuOnIHN padOTHH OJTHOCH)

- 00pPa30BHUOT CUCTEM, BKIY4yBajKH I'O TyKa U CHCTEMOT Ha XMBOTHO yueme, KOj Ke Ipojaynupa padoTHa
CHWJIa CO BEUITHHU NOTpeOHM 32 HOBaTa MHycTpuja 4.0.

- CO3/1aBame Ha OMIITECTBO BO KOE K€ IMMOYMTYBaaT M 0XpadpyBaar JIMIaTta ¥ KOMIIaHUUTE KOU Ce CTpeMaT
KOH HOBH paOOTH, MHCTUTYLIMH ¥ HHAWBUIYH KOH TIpH(akaat MpoOMEHH, OpraHU3alliy BO KOU Ce 3Hae Kako
ce MEHAIMpaaT MPOMEHHUTE U CII.

Bemraukara uaTtenureniuja (Artificial Intelligence —Al) mpenn3BukyBa 3a CEpHO3HH TPOMEHH BO
OpraHu3alMoHaTa MOCTABEHOCT Ha KOMIIAHWHUTE,BIMjae Bp3 MPOAYKTHBHOCTA M KOHKYPEHTHOCTa Ha
KOMITaHUHTE, HO U Bp3 MOTpeOHUTE KBalu(UKauuu Ha paboTHaTa cuia. [[paBara He cMmee Jla ce Mella BO
OM3HHCOT, HO HEOTIXOJHO € TY MOJAPXKU HCTPAKYBAUKUTE U Pa3BOjHUTE AKTHUBHOCTH Ha KOMIIAHUHTE, & TOCEOHO
BHUMAaHHWE Ja MOCBETH Ha CO3/]aBame Ha KaJpPOBCKUA PEeCypcH TOATOTBEHH Jia OJAroBopar Ha Oapamara Ha

Wupycrpujara 4.0. u AL
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,./I3BemmTajor3a paboTHUTE MECTa BO MIHUHA®, MOATOTBEH 01 CBETCKHOT EKOHOMCKH (GopyM?, yKaxkyBa
JIeKa BO CIIETHUTE 5 TOAWHU Ke 70j1e 10 3HaYajHU MPOMEHHU BO COOTHOCOT Mer'y 3alaunTe MITO K€ T U3BPIIyBaaT
nyfrero u mammHuTe. Taka Bo 2018 roguna Bo 12-Te MHAYCTPUU KOM ce aHAIM3UpaHHU BO 0BOj M3Bemraj, 71%
0]l IOTPeOHOTO BpeMe 3a MPOU3BOJCTBO CE BPIIM Of CTpaHa 4YOBEK, JoAeka 29% ce BpIIM OJ MallMHU H
anmroputmu. Cropen M3semrajot, Bo 2022 roguHa 4OBEYKHOT aHTaXMaH H3pa3eH BO BpeMe MOMHUHATO 3a
MPOU3BOJICTBO HAa OJIPEJICH MPOU3BO ke ce Hamanu Ha 58%, neka mak 42% ke Ouje U3BPIICHO O] MAIllMHU U
AITOPUTMH.

OBa He 3HauM Jeka morpebara o YOBEUKHOT TPYJ K€ ce HaMald BO IeJIMHA, TYKY Ke ce MpoMeHat
KBaJu(UKauuTe MTO € MOTpeOHO Ja I'M MMa padoTHAaTa Cuja 3a HOBHOT BHJ MHAYCTPUCKH M YCIIy>KHU
kommann. OBa ykaxyBa Ha morpebaTa 3a Op3a mpoMeHa Ha OOpPa30BHHOT CHCTEM, HO W MPEMHH KOH T.H.
JIO)KUBOTHO ydeme. lI[poMeHnTe BO eKoOHOMHMjaTa IITO K€ HacTaHaT CIeNHUTE 25 ToauHU Ke OMmaT MHOTY
MIOr0JIEMH OJ THE LITO HacTaHajle MOCIEAHUTE ABa Beka. HeomxomHocTa 3a MOCTOjaHO IOYCOBPIIYBAHE, A U
npekBann(UKyBamke Ha padOTHATA CHJla, K& CTaHe MMIIEpATHB 3a CEeKOja HallMOHaIHa eKoHoMHja. ['omem Opoj
npodecun ce Bo (aza Ha M3yMUpame W Ke OWjaT Mmpe3eMeHH O]l aBTOMaTu3upaHu cucteMu. [loTpebata 3a
MIaJITePCKH paOOTHUIM BO OaHKWTE, TYPUCTUUKHUTE areHUMM M HEKOM APYrH OM3HHCH MOJeKa H3yMHpa.
TpaHCTIOPTOT KOj MOMEHTATHO € €Ha O]l CTOMAHCKUTE TPaHKK KOou BpaboTyBa royieM Opoj JuIa, co TojaBaTa Ha
KaMHOHH, aBTOOYCH W TaKCH BO3WJa KOW Ke Oymar ympaByBaHH co Al comymum npacTHyHO Ke ja HaMaid
notpebara 3a Bo3aun. Ho mapanenHo co oBa ke ce 3rojeMu noTpedara 3a OApKyBambe Ha OBUE CUCTEMH, HUBHO
cepeucupame u ci. Cnopen McKinsey Global Institute Al, poboTukaTa u aBToMaTtu3aiujara co 2030 roauna ke
eJIMMUHMpAaT okoiy 73 Munumonu pabotHu Mecta camo Bo CAJl. Ho uctoBpemeHo, M3BemTajoT ykaxysa
Wupycrpuckara peBoiynuja u Bemraukata HHTEIUICHIIM]a HE CaMo IITO Ke ja 3roJieMH NPOIyKTHBHOCTA, TYKY
ke Kpenpa u MHOTY HOBU pa0OTHH MecTa. Taka criopen uctuot M3semraj 1o 2022 rojuHa ke ce Kpenpaar HOBU
135 MuwinoHu pabOTHU MecTa. 3HAUYM HOBaTa CKOHOMHja Ke CO3/[aBa HOBH pa0OTHH MECTa, HO 3a Jia The Ouaat
TIONIOJTHETH HEOINXOJHO € pabdoTHaTra cuia Jia WMa COOABETHH KBalH(UKAIMM, KOW C€ pa3iMKyBaaT O
JICHEITHUTE. 3a Jla Ce MOCTHTHE YCIeX BO OBaa TpaHc(hopMalldja HEOIIXOJHO € UHIMBUAYUTE, KOOIICPAIIUUTE,
JpXXaBaTta, HO M OMNINTECTBOTO BO IIeNIMHA, Ja OWJAT ONpeAeieHH Ja TW HMCKOPUCTAT MOTEHIHjaIuTe M
MOYKHOCTHTE KOM ce Inpel HuB. MHAuBHAyuTE Tpeba Aa ce CBECHHM M LIEJIOCHO IOCBETEHH Ha M3ydyBame Ha
HOBHTE BEIITUHHU KOM ke Ouaatr moTpeOHM Bo HoBaTa ekoHomMja. Cekoja MHAMBHAYa Tpeba na ro npudaru u
LIEJIOCHO Jia C€ MTOCBETH Ha KOHIENITOT HA )KUBOTHO y4YeHEe, OAHOCHO ITOCTOjaHO HaJrpalyBambe CO BELITHHU KOU
ce moTpeOHU Ha ma3apoT Ha TpyAoT. Kopnopauuute, ucTo Taka, Tpeda OMaaT MOATOTBEHH NMOMHTEH3UBHO J1a
MHBECTUPAAT BO OOYKM M JOKBaNM(HKALMK Ha HUBHUTE BpaboTeHu. [pkaBata Tpeba na ro TpaHchopMmupa
00pa30BHHUOT MPOLIEC, CO 1IeT /1A Ce MPOAYyLHUpa KaJap CO 3HaeHha U BEIITUHH MOTPeOHM 3a HoBaTa MHaycTpuja
4.0 Ga3zupaHa Bp3 BelITayKaTa HHTEIUICHLH]a.

ITont Pomep, enen o nBaTa MOOUTHHUIIA HA HOOEJIOBIH 32 ekoHOMUja 3a 2018 ronuHa, ja moOu HarpagaTa

3a HCTOBUOT MPUAOHEC 3a MpUpOJaTa U 3HAUCHECTO HAa HWHOBAIIMHUTE BO CKOHOMCKHOT pacT. CHOpCI[ HETO

1 World Economic Forum - Centre for the New Economy and Society: The Future of Jobs Report 2018, XXenena 2018 r.
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JELEeHTPAIN3MPaHUTE Ta3apyd HE MOXKelne caMmuTe Ja 00e30eqar MOAJpIIKA 3a pa3BOjOT HAa HOBH HJAEH U
TEXHOJIOUIKY HHOBaMy. HoBuTe naeun ce jaBHO JOOPO M 01 HOBUTE TEXHOJIOTHH MMa KOPHCT LiejaTa eKOHOMH]a,
OJTHOCHO ommTecTBO. Ho MOXHa € cuTyanuja BO KOja THE KOHM T'M CO3Aaje MHOBAIlMUTE Ja HE CE COOABETHO
Harpagend. OBa MOXe J1a pe3yaTHpa BO ONKPYKYBame BO KO€ MHOBAaTOpUTE HeMa Aa OUAaT CTUMYJIHMPaHU 3a
uHoBauu. HemocraTokoT Ha nHOBaumu, ciopex Pomep, Tpeba aa ce pemn mpeky Kpenpame MOJIUTHKU CO KOH
BUCTHHCKH K€ c€ CTUMYJIMpaaT WHOBAIIMUTE, OJHOCHO HHOBaTOpcTBO. OBa He € HOBa Hjeja, Ho PoMep e mpBHOT
E€KOHOMHCT IIITO TO TPETCTaBH BO TPAaeH MOJEN 32 €KOHOMCKH PacT. Bo HeroBurte aHalW3u U MPENOPaKH 3a
MOJUTUKHUTE TO Tpeba 00e30e1aT eKOHOMCKH Pa3B0j Ce MHBECTUITMITE BO YOBEUKHM KaIlMTAall, OIPIIKATa Ha
UCTPAXYBAKHETO W Pa3BOjOT, M HOCCHE W CIPOBEIYBamh¢ HA JIETUCIATHBA 3a 3allTHTA Ha TpaBaTra IITO
MPOU3IIETYBAAT O] UHTEIEKTyallHaTa CONICTBEHOCT.

Crnopen IperoT MHeke Ha YOBEUKM KamuTan’, Koj ro o6japu CeeTcka 6anka Bo oktomspu 2018 nete
poaeHo aeHecka BO MakenoHuja ke nocturie 53% o1l cBOjOT MOTEHIMjaIeH YOBEUKH KalHUTal Kora Ke CTaHe
MIOJTHOJIETHO, BO CHIOpe0a co OHA INTO OM MOXKENO Jia TO IOCTUTHE JOKOJIKY MMa KBAaJIHTETHO 00Opa3oBaHHE U
OwuJie MOTIOTHO 37JpaBo. AKO ce UMa MPEABU/I JIeKa IPUPOJTHUTE PECYPCH, PACTIONOKIMBHOT KAITUTA K HUBOTO
Ha TEXHOJIOUIKH pa3Boj Ha MakenoHHja ce pellaTUBHO CKPOMHHM, TOTAIll YOBEYKHUOT KalWTall € HajBaKEeH 3a
HEj3MHUOT EKOHOMCKHM pa3Boj. AHanm3ata Ha CBeTcka OaHKa MOKakyBa Jieka MakenoHuja Tpeba a HarpaBu
CEpUO3HM HAIOPH Ja IO moxoOpu oOpa30oBHUOT IpOIEC cO 1el Ja Ouje KOHKYpEeHTHa Ha CBETCKHOT masap.
Boeano Heonxoauu ce pehopMu BO BUCOKOTO 00pa3oBaHKe, HO U BO HE(hOPMATHOTO 00pa30BaHuE.

[MocTemeno ke ce MeHyBa M U3IJeNOT Ha pabOTHOTO MecTo. Beke ce riemaar mpoMeHH BO
KOHCYJITAHTCKUTE KOMIIAHWH, KaJle IITO MMOBEKE 0/ HUBHHUTE BPaOOTEHM paboTaT oA fomMa. ['onemuTe ynpaBHU
3rpajy ce TpaHcPOopMUpPaaT BO T.H. XOTeJ KaHIEApUH U Calli 3a COCTaHOoIU. BpaboTeHuTe moBekeTo 3a/1a4u T
W3BPIYBaaT JIoMa KOPUCTEjKM T MEPCOHATHUTE KOMI[jyTEpH, a caMo Kora Tpeba ja oJap»aT COCTaHOK ce
1ojaByBaaT BO HEKOja OJ TPETXOJHO pPE3epPBHPAHUTE KaHIENApUH. Taka eaHa Of TMeTTe HajToJIeMH
KoHcynTaHTcKu KoMmmanuu Bo CAJl, by3 Anen XamuiIToH, 3aJpKa caMoO €lHa Ol TPUTE 3rpaju BO HUBHATA
nenrpana Bo MekKnejn Bo 6nm3nHara Ha BammHrton u nokpaj Toa mro Opojot Ha BpaboTeHH octana uct. Osa
OBO3MOJKYBa moroyieMa (GJIeKCUOMITHOCT KaKko Kaj BpaOOTEHHTE Taka M Kaj MeHaiMeHTOoT. Ho rctoBpemeno Gapa
BJIOKYBamkbha BO IMOCTaBYBarhe HAa MATPUIM 33 3a7a4ll KOM Tpeba Ja Ougar WCIONHETH W CIENcHhe Ha
peanu3upaHuTe MPOEKTH, OJJHOCHO MOCTUTHATHTE IICTIH.

ITonaTaMy, BO UJHUHA Ke ce 3rojieMyBa OpojoT Ha pabOTHM MecTa Kou ke Oupmat ayrcopcupanu. Ce
noMaJt Jieq1 o BpaboTeHuTe ke OUaaT NoCTOjaHO aHTaKUPaHH CO MOJTHO paboTHO. Ce MmoBeke Ke ce aHraKupaat
paboTHUIM, €KCIepTH, WHXKEHEPH W CJ. Ha OIpelesieHO BpeMe, OJHOCHO CaMO Kora Ke umMma mnotpeoda.
OnexcuOunHocTa Ha paboTHaTa cuiia € 0ocoOeHo 3HadajHa. JpxaBure Tpeda Ja I NpOMEHAT PeryJaTUBUTE LITO
ce oJlHecyBaaT Ha TPYJOT, Ja OBO3MOXKAT IorojieMa (IEKCHOMIHOCT, KaKO 3a KOMIIAHMHTE Taka W 3a

Bpabotenute. BoeqHo Tpeba aa ce mpoMEeHH OMIITECTBOTO, JIa ja MPU(ATH PeaTHOCTa JeKa ke HMa Ce MOMAJIKY

2Jle¢pununuja Ha CBeTcka 6aHka 3a FIHAEKOT Ha YOBEUKH KanuTan: MHIEKCTOT € AU3jaHupaH co Lel ONpenein 06eMOT Ha YOBEUKH
KamuTasl IITO K€ 'O MMa JIETe POJACHO JICHECKA Kora Ke HaroJHu 18 roanHu

61



International Journal of Science and Arts - “IDEA”

MOCTOjaHO BpabOTEHH, a Ke ce 3rojeMu OpojoT Ha BpabOTEHW JMLA KOM K€ MMaaT BPEMEHCKH OTrpaHUYCHH
noroopu. OBa MoeOu ke IpeTcTaByBa KyJITYpPOJIOMIKH IIOK 32 CETalllHUTE TeHEepalliy, HO 33 WAHUTE TeHepanuu
Ke cTaHe HopMaJa.

OBaa MHIyCTpUCKa PEBOIYLHja ce ABIKM CO €KCIOHEHIMjaqHa Op3uHa U Beke TIOYHA CEPHO3HO 112 ja
MeHyBa (popMaTa Ha cpecTBaTa Ha KOMIIAHMUTE, a CO TOa U KOHKypeTHOCTa Ha KommaHuute. Taka [lonatan
Xacken n Ctuan Bectnejk Bo cBojata kHura Kanmuranusam Ge3 kamuran’ykayBaaT 3rojeMeHaTa yjaora Ha
HEBHJUIMBUTE CPEACTBA, OJHOCHO HA WHBECTUIMHUTE BO HEBHUJUIMBU CPEJCTBA BO €KOHOMH]jaTa, Koja € moceOHo
u3pa3eHa BO nocieaHara nerennja. Ako Bo XIX u XX Bek WHBECTHIIMUTE O€a IIaBHO BO CPEACTBA KOU MOXKea
Jla BUIAT U JI0NpaT, Kako IITO c€ MAIUHM, 3TPaax, KOMI[jyTepPH U CIMYHO, OCIEAHABa ACLEHH]a ce ITOBEKE ce
BJIOKYBa BO HCTPaKyBambe, Pa3Boj, IN3ajH, COPTBEP, CO3/1aBambe Ha OPEHI0BH OTKOJIKY BO BUIJINBH MaTepHjTHA
naBecTHnny. Kako nmpumep ce HaBemyBa Uber koja € HajroiemMa TakCH KOMITaHH]a BO CBETOT, Ma IMPUCYCTBO BO
OrpoMeH Opoj Ha Ap)KaBHU, HO HE CONICTBEHU HAa HEMA HUTY €JHO TaKCH BO3MIIO, HEMa HUTY €€H BpaOOTEeH BO3a4
Ha TakcH. BpeaHocrta Ha oBaa KOMIIaHHja HE CE IPECMETYBa MIPEKY BUIJIUBUTE, MAaTepHjaTHUTE CPEACTBA ILTO T
pacrionara, TyKy peKy CUCTEMOT IITO MMa Pa3BUEHO 3a KOPUCTEHE Ha TAKCH yCIyTUTE.

Jp>xaBuTe ynm KOMITaHUHM TOOP30 ke MOYHAT Ja ce BKiydyBaat Mamycrpuckara peBoiyiuja 4.0, Bo umja
OCHOBA € BellITauKaTa WHTEIUTeHIMja ke OMIaT MOKOHKYPEHTHH BO Mel'yHapO HATa TPrOBHja U MOA00PO Ke ce
MO3ULMOHUPAAT BO CBETCKaTa ekoHoMuja. On Ipyra cTpaHa HALIMOHAIHUTE €eKOHOMUH, YUH KOMIIAHUH KOU HeMa
Op30 Ja ce BKIyuaT BO TekoBuTe Ha Munmyctpujata 4.0 ke 3aocTaHaT BO pa3Bojor. IIIBeACKHOT IiaBeH
unpopmaruuap, a1-p Asa Zetterberg ucrakuysa: ,,Al e MHOry MOKHa ajaTka M TEXHOJIOTHja KOja OTBOpa
MOKHOCTH 32 HOBU BEILITHHU, METOIH 3a paboTa, OM3HKC WAEH U YCIYTH, IITO ja MPaBU KIIyueH KaTalau3aTop 3a

“4 3a BrnasmaTta Ha

WHOBaIMHU ¥ pa3Boj. OBa MOXKe Jia ja 3ajakHe KOHKYPEHTHOCTa 1 Oy1arococtojoara Ha [1IBeacka
Ounckata Al e ,,HoBaTa cTpyja’, 0JHOCHO cMeTa aeka Al ke moHece MPOMEHM KaKo IITO JIOHECE OTKPUBAHETO
Ha cTpyjara. Munucrepot 3a ekoHoMuja Ha @uHcka Mika Lintild jacHo kaxysa ,,Bemtaukara HHTeTUreHIINja €
KiydeH GakTop 3a ycrnexoT u Ha Ouncka 1 Ha EY*S,

Bo CA/l mpuBaTHHOT CEKTOP MHBECTUpAAT TOJIEMH CyMH BO Al, a u aiIMUHUCTpalnjaTa JoHece MJIaH BO
2016, BO KOj ce BKIIy4eHH J0JITOPOYHH HCTPAXKyBauku nHBeCTUIMU BO Al°, Kananckara Biana, HCTO Taka, BO
2016 roguHa 0JBOM 3HAYUTENIHU CPEACTBA 32 UHBECTHPAHE Al’. In 2017, Kuna ro nonece Pa3zBoeH ruiaH 3a Al,

co 1en 1a 06e36eau Haamok Ha Al 1o 2030 roauua®. EBpomna co Maino 3a01IHyBamk€ [MOYHA J1a IPe3eMa YEKOPHU

3a WHTEH3WBUpPAKkE Ha aKTHBHOCTHTE 32 jakHeme Ha Al. 3a Taa men moBeke o 120 HayYHHIIM TIOATOTBHja

3 Jonathan Haskel u Stian Westlake, “Capitalism without Capital: The Rise of the Intangible Economy*, 2017

4 https://www.government.se/articles/2018/03/artificial-intelligence-will-strengthen-swedens-welfare-and-competitiveness/

5The Al Forum 2018 koj ce opranusupa Ha Aalto University in Espoo na 8—9 Oxromspu 2018.

6 «“Preparing for the Future of Artificial Intelligence”, Executive Office Of The President, National Science and Technology Council,
Committee on Technology, the Office of Science and Technology Policy,12.10.2016, Bammsrron

™Canada funds $125 million Pan-Canadian Artificial Intelligence Strategy", Canadian Institute for Advanced Research, 22.03.2017,
https://www.newswire.ca/news-releases/canada-funds-125-million-pan-canadian-artificial-intelligencestrategy-616876434.html

8 “New Generation Artificial Intelligence Development Plan”, State Council of China 2017.http://www.gov.cn/zhengce/content/2017-
07/20/content_5211996.htm, npeseaero Bo https://www.newamerica.org/documents/1959/translation-fulltext-8.1.17.pdf
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noxyment Esponicka BusujaAl (A European Vision for Al)® co koj ykaxkysaar neka Esporickara Yuunja Tpeba na
JIOHECe cTpaTeryja 3a pa3Boj Ha Al

Bo Useemtajor Ha MIT ,,Bemniraukata MHTETUreHIM]ja BO OU3HUCOT CTaHyBa CTBAPHOCT ® CE& UCTaKHYBa
nexka 88% oj KOMIIAaHWKTE KOM OWJie TMOHEPH BO pa3BOjoT Ha BemTaukara MHTEIWTCHIIMja BO WHBECTHPAIIC
NoBeke TeKOBHATA TOMHA BO criopenda co mperxogHara. [loHataMmy moBeKeTo 0/ OBUE KOMIIAHUH CE€ HACOUYEHH
KOH pelIeHHja KOW K€ MM OBO3MOXKAT Ja TeHepHpaaT IOTOoJeMH IPHUXOJH, OTKOJKY KOH HaMalyBamke Ha
TporionuTe o1 paboTemeTo. Bo 0Boj M3BemiTaj ncTo Taka ce NCTaKHYBa JIeka i KWHECKUTEe KOMIIAHIH arpeCHBHO
WHBECTHPAAT BO BEIITAYKATa WHTEIINTSHIIN]a.

PasBuennTe nHAYCTpUCKH 3eMjH Tpeba 1a HalIpaBaT HAIlOPH 3a CO3/aBarbE YCIOBU HAjMAJIKy pa3BUEHUTE
€KOHOMUH J1a MOXKaT Jia Th uckopuctat 6enedurute ox Mumycrtpujata 4.0 u Al. Bo cipoTuBHO paznukara Mery

pa3BHUEHUTE U 3€MjUTE BO Pa3BOj Ke C€ 3rOJIEMH.

3akiyuok

Wnnycrpujata 4.0 npupoHecyBa 3a 3rojeMyBambe Ha MPOAYKTUBHOCTA Ha KAlMTAIOT U paboTHATA cHJja
M CO TOA U Ha KOHKYPEHTHOCTa Ha KOMIIAHHUHMTE W CO TOa HA KOMIApaTHBHATA MPEIHOCT HA HAIlMOHAJHATA
E€KOHOMH]a.

3a Ja MOXKaT HAlMOHAIHUTE €KOHOMHHU J00po ce mo3unuonupaatr Munyctpuckara pesonynuja 4.0 u
BEIlITa4YKaTa MHTEIUTeHIINja HEOTXOJHO € Ja CO3/1alaT COOABETHO ONKPYKYBambE BO:
- IPaBHHUOT CHCTEM, KaJle KIIy4HO MECTO Ke MMa 3allITHTaTa Ha MHTEJIeKTyallHaTa COIICTBEHOCT, €PUKACCH CYJICKU
CHCTEM 3a 3allITUTa Ha MHTEPECHTE Ha KOPIOPALMHUTE, IPEJABUVIMBOCT HA TIpaBHATA JIETHCIaTHBA TIOBP3aHa CO
€KOHOMCKHOT CHCTEM, ITPaBHA peryJiaTUBa Koja 00e30emyBa (pJIeKCUOMIHN pabOTHH OHOCH
- 00pa30BHUOT CUCTEM, BKIIy4yBajKi IO TyKa M CUCTEMOT Ha KMBOTHO yUeme, KOj Ke Mpoaylupa padboTHa CHIa
co BemTHHH NoTpeOHU 3a HoBaTa MHycTpHja 4.0.
- CO3/1aBambe Ha OIIITECTBO BO KOE Ke IMIOYUTYBaaT M 0XpadpyBaaT JIMIaTa 1 KOMIAHUUTE KOU CE€ CTPEMaT KOH
HOBM Pa0OTH, MHCTUTYLIUH W WHIMBHIYH KOM NpU(akaaT MPOMEHH, OPTaHM3AIMM BO KOM C€ 3Hae Kako ce
MEHaIMpaaT MPOMEHHTE

Pa3BueHunTe MHIYCTPHUCKH 3eMjH TpeDa j1a HarpaBaT HaIloOpH 3a CO3/1aBarbe YCIOBH HajMaJIKy pa3BHEHHUTE

E€KOHOMMH JIa MOXKAaT J1a Tu uckopuctat OeHedurure og Muaycrpujara 4.0 u AL
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Abstract

Technology development has resulted in the use of artificial intelligence in various spheres of public life. It is
increasingly implemented mainly to facilitate work and save resources to achieve higher results and productivity,
especially in the field of healthcare, where many platforms and programmes based on artificial intelligence can
be observed. The use of modern digital marketing platforms and of artificial intelligence (Al) in healthcare
institutions has a significant impact on improving day-to-day communication with patients. An example of a
successful Bulgarian healthcare institution that uses an effective platform based on artificial intelligence
(Darvin.ai) is Dr. Shterev Hospital, Sofia. In future, more and more medical centers will rely on such platforms
that have a positive impact on increasing the patient flow and facilitating the process of making an appointment
with a doctor at any time of the day.

Key words: Artificial intelligence, automation, chatbot, mobile applications, communication channels, patients,

healthcare

Introduction

The term "Atrtificial Intelligence” appeared in the 1950s, but was first used in the 1960s at the First
International Conference on Artificial Intelligence in Washington. Since then, scientists from all corners of the
world have given many definitions of this concept, but, generally, the research work in this area is distributed in
the following directions: evolutionary, informational and biophysical.

Winston defined artificial intelligence as a science of the concepts that allows computers to perform
activities that seem reasonable to the people. Bulgarian authors Nisheva and Shishkov define artificial intellect
“as a science of the views (principles, concepts), methods and tools for the creation of intelligent (sensible)
computer programming systems and for the investigation of the natural intellect through computer systems™?.
One of the first articles on artificial intelligence is Alan Turing’s seminal paper ‘Computing Machinery and

Intelligence’ (1950), which mainly analyzes the question “Can the Machine Think?”2. Potanov uses the term

! Nisheva, M., Shishkov, D. Humuesa, M., [I. Illumkos, X3xycmeen unmenexm, usa. Uurerpan, 1o6pu, 1995, P. 16
2 Turing A. Computing machinery and intelligence// Mind: Oxford: Oxford University Press, 1950. No. 59. P. 433
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“artificial intelligence” to denote “a large field of scientific and applied research™, i.e., the term is associated
with intelligent robots or thinking computers.

Artificial intelligence elaboration continues increasingly; it is implemented in all spheres of public life —
politics, economics, health, education, science, etc. Very often, business organizations deploy artificial
intelligence systems that are designed to facilitate the production or management which has a positive impact on
the business efficiency improvement.

It is a well-known fact that the robots can perform many tasks the ordinary person does, but it is also a fact
that without people this cannot take place. Artificial intelligence can be used as a management assisting tool to
facilitate different processes and reduce costs.

This article presents an example of a successful Bulgarian healthcare institution (Dr. Shterev Hospital, Sofia)
that uses an effectively implemented platform based on artificial intelligence (Darvin.ai).

The hospital is one of the healthcare institutions in Bulgaria that offers quality services, good interpersonal
communication and appropriate facilities. The hospital has highly qualified specialists in the field of reproductive
medicine, obstetrics and gynecology. The corporate image of the healthcare facility is impeccable due to the
marketing and communication policy provided by the management. All this results in the increase of the number
of patients trying to make an appointment in the hospital, which, at one point, makes it difficult for receptionist
to answer all the calls. In order to solve this problem and avoid the negative consequences of missing a number
of potential patients, the management undertook innovation trusting a firm that develops computer software based
on Al. Together with the world-renowned IT company Progress, in April 2017, a tool for chatbots was developed
and implemented through which one can make an appointment in the hospital through “artificial intelligence”.
The name of the tool is Darvin.ai and its goal is to increase the productivity of the hospital by at least 30%. As a
matter of fact, artificial intelligence chatbots favor the automation of business processes within various
organizations.

By using Al and modern digital marketing platforms the day-to-day communication with patients is
improved which is particularly important for the efficiency of the healthcare institution.

According to lvan Todorov, the marketing director of Dr. Shterev Hospital, the reasons for establishing the
contact center are due to the fact that, in 2016, the number of the average daily calls increased (about 250-300
calls per day); “depending on intensity, about 30% to 60% of the calls were missed*; with the increase of the
volume of the online communications with patients, a need for a well-trained team that would interact with
patients on a daily basis emerged.

One year after the introduction of the Darvin.ai instrument, the results show a positive contribution in terms
of an increased number of appointments and, respectively, of patients examined. According to the hospital data®,

the average number of the daily phone calls increased almost double — about 300 to 500, e-mail requests — from

3 Potanov, A. S. TMotanos, A.C. TexHONOIHHM HCKYCCTBEHHOTO HMHTeekTa, YdeOGHoe mocobue, HarMoHaTHbIH Hccien0BaTeNbeKuit
yausepcureT Cankr-Ilereproypr, 2010
4 Todorov, I. High Quality and Digitized E-healthcare in Bulgaria, 13th E-Healthcare Conference, Inter Expo Center, 28 February 2018

5 1bid.
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20 to 40, and social networking comments — about 15 to 30, i.e. phone calls for making an appointment have
increased by approximately 50-60%.

In order to establish the number of Dr. Shterev Hospital patients who use the services of the chatbot based
on Al and what its advantages are, a survey was conducted among 100 persons attending the clinic. The survey
was conducted in June 2018: a questionnaire was distributed using the free application Google Forms.

The results of the survey are as follows: 58% of the surveyed made an appointment through Facebook,
Messenger, Viber, or the Chatbot; 22% of the persons made a phone call; 20% made it face to face going to the
clinic, i.e. more than half of the patients who took part in the survey used the chatbot.

Regarding the advantages of using the platform, 38% of the respondents pointed out the fact that the chatbot
allows connection at any time of the day and, in the busiest hours, patients can freely communicate and make an
appointment; 44% of the patients are happy with the fact that the chatbot saves time and costs.

However, some drawbacks of using the platform based on Al were listed: 26% of the surveyed persons noted
that the chatbot presupposes specific and accurate formulation of the question; 32% suggested that the chatbot
could block at any time (system crash); a small percentage of the respondents indicated as a disadvantage that
they were talking with a robot and that there was no emotional connection and sympathy.

What must be highlighted is that when choosing a hospital, many people (46%) prefer easy communication
and contact with the medical establishment, doctors and staff. Some of the respondents (18%) would not choose
the services of a hospital that does not provide good communication, or if they have to wait for too long. More
than half of the respondents (56%) had to look for another channel of communication to make an appointment
because the telephone lines were busy.

The chatbot based on the Darvin.ai platform has helped to increase the number of appointments with
healthcare professionals. Online appointments are made via Facebook, Messenger, Viber, or the chatbot at
shterevhospital.com. The abilities of chatbots with Al are related to the possibility that intelligent chatbots can
be trained as people, with available goals and concrete steps based on the example of existing systems (such as
Cognitive Flow technology of Progress). The advantages of Al chatbots include: they understand natural
language and skip steps, unlike traditional chatbots that follow a script; quick menus are available to help the
user choose.

Considering the analysis above, some significant data from the results may be presented in Graph 1:
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Fig. 1 Influence of the artificial intelligence on the efficiency of the hospital (Source: authors’ investigation)
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The graph presents the results achieved over a period of one year after the implementation of the platform.
Individual achievements have been ranked as important. It is obvious that the increase in the number of patients
in the healthcare institution is of utmost importance, as well as improving doctor-patient communication and
work optimization. Less important are: the decrease of the number of phone calls and making an appointment via
the chatbot. In fact, by optimizing the work and improving the communication channels, the main goal has been
achieved, namely 100% workflow and maximum patient intake.

The platform is integrated with the Joystick Hospital system which greatly facilitates the work of the
healthcare receptionists. The access to the specialists in the assisted reproduction, obstetrics and gynecology at
the medical center is easy and fast. Viber VoIP technology facilitates making the appointments, checking the
schedules and, when a more specific conversation is needed, patients are redirected to other communication
channels.

The results from the implementation of the chatbot with artificial intelligence for a period of one year show
that the number of patients who communicated via Facebook, Messenger, Viber and the chatbot on the site was
over 3500 patients. About 15500 messages were exchanged between the patients and the chatbot, with about
2000 appointments made.

The benefits of Dr. Shterev Hospital from the introduction of the Al chatbot are the following®:

- the patient flow is increased by about 20% over a period of a year;

- the number of telephone calls for making an appointment or another type of consultation after the
implementation of the service is reduced by about 30%;

- about half of the appointments or other types of consultation are made through the automated system —

online.

6 Todorov, 1. High Quality and Digitized E-healthcare in Bulgaria, 13th E-Healthcare Conference, Inter Expo Center, 28 February 2018
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The Al based chatbot tool can be successfully implemented in other areas of public life, especially in
organizations where the communication policy is not at a good level. The priority of any health organization that
insists on being up-to-date with the global trends must be the implementation and use of such innovations.
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Abstract

In any business context, Robot Process Automation (RPA) is an automated computer process, using smart
technology to perform a specific transactional task. The use of RPA helps to reduce the time spent on
transactional, repetitive, rule-based tasks-the “clicking” type of activities. RPA has seven key “Robot skills”:
Gather and Collate information; Validate; Record data; Calculate; Produce; Orchestrate; Transport and Connect;
and Report. RPA allows automation of repetitive straightforward activities and gives an opportunity for humans
to focus on value-adding, analytical and customer-centric activities. The example of Coca-Cola Hellenic Business
Service Organization is a case that has been presented and analyzed in this paper. The data have been provided
by the company.

Key words: Robotic Process Automation (RPA), Technology, Business, Coca-Cola Hellenic Business Service
Organization (CCHBSO)

1. Introduction

Coca-Cola Hellenic Business Services Organization (CCHBSQ) is a Shared Services Center that
provides financial services and data processing for Coca-Cola Hellenic Group companies — a producer of soft
drinks. The main services presented at the center in Bulgaria are the financial and the human resources. The
company was established in 2011. It operates not only for the Bulgarian market but also for all other countries in
which the group operates. It is a total of 28 countries, mainly European, but Russia and Nigeria, too. Business
Services Organization (BSO) always explores new ways to make its business more agile by making daily
processes faster and more efficient. Recently, it pushed the boundaries of innovation by piloting the use of robots
for handing parts of 5 processes in finance and HR (human resources).

A pilot of this new RPA technology was conducted by BSO in July, in collaboration with Business

Systems and Solutions (BSS) and UiPath — a leading RPA technology provider.
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2. What is RPA (Robot Process Automation)?

Generally speaking, RPA is delivered through software that can be configured to perform rule-based
tasks. Inherently, RPA is computer-coded software. It is also a program that assists humans when performing
repetitive rules-based tasks and cross-functional and cross-application macros. On the other hand, RPA is not a
walking, talking auto-bots, physically existing machines, processing paper or voice recognition and reply
software. RPA has seven key “robotics skills” which explain what RPA actually does; namely: Gather and Collate
information; Validate; Record data; Calculate, Produce; Orchestrate; Transport and Connect; and Report.

The RPA has three main applications — Unattended mode, Attended mode and Hybrid mode. A “software
robot” interacts with these applications and systems like a human employee would do.

- An unattended mode is traditional Robotic Process Automation. It executes repetitive, rules-
based tasks 24/7 which are common in back office and Shared Services use. The robot runs on virtual desktop
without human involvement.

- An attended mode is desktop automation. It is used broadly across different functions. The robot
runs on employee desktop and assists actively in the work. It works alongside the human worker providing
process guidance and ensuring compliance.

- In a hybrid mode, the robot runs in unattended and attended mode. It fits well for contact centers.
The work in this mode enables the passing of work between employees and robots, letting each do what they do
best. The robot does some pieces of work automatically and helps employees to do others.

Fig. 1: The most suitable processes for RPA
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Source: Coca-Cola Hellenic Bottling Company

How does RPA help CCHBSO? RPA offers more benefits than merely cost reduction. The most
important benefits are the following:
- 24]7 Operations. It suggests non-stop performance without queues at the busiest time.

- Valuable work. The Employees do not waste any capacity for routine tasks.
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- Speed increase.

- Quality. Increase quality by avoiding human errors and focusing on exceptions.

- Cost reduction.

- Scalability. The Capacity can be increased without long build-up phase.

- Internal Control. Avoiding human fraud, easily performed Control & Compliance checks.

The approach that enables CCHBSO to identify the most suitable processes to be robotized follows four
basic steps:

Step 1 — Understand. Understand the key selection criteria for robotization and understand how the RPA
process suitability assessment framework and model works.

Step 2 — Process walkthroughs. Detailed process walkthroughs to access the process steps, exceptions,
and systems involved and document manual activities and key process characteristics (volumes, FTEs, etc.),
demonstrated by CCHBSO process experts.

Step 3 — Summarize & confirm findings. It is necessary to summarize and confirm the followings: the
process flow documents, the process characteristics both from a “value” and “complexity” perspective, and the
findings.

Step 4 — Rank and prioritize. This step is connected with identification of the most suitable process for
robotization by ranking and prioritizing based on “value” and “complexity” criteria.

In RPA strategy, each major organizational area (organization, governance, processes, technology, and
people) has its roles and responsibilities. As far as the organization is concerned, they are related to the
organizational setup based on the increased use of RPA solutions (e.g. potential introduction of RPA CoE within
Coca-Cola Hellenic Bottling Company (CCHBC) organization). The role of the governance concerns the impact
and the definition of governance bodies, management of external technology partners (including the license
management) and governance concept for ongoing process changes due to RPA. The processes responsibilities
refer to the definition of workflows, such as RPA demand processes and compliance-related workflow impacts,
including audit procedures and additional management review controls. The technology is related to the long-
term RPA technology strategy, the embedding RPA within existing CCHBC’s IT architecture, the lifecycle
management of RPA solutions, and the RPA security concept. One of the most important roles and
responsibilities belong to people. The RPA strategy needs long-term HR/people strategy based on RPA and,
therefore, changing skill requirements, which includes adjusted training and development structures and changing
the workforce structure.

Based on the experience of CCHBSO, they can teach their insights and lessons learned. The most
important and valuable ten lessons are as follows:

- Selection of the right processes. One must ensure that the process is well defined and the Robotic
Process Automation can be implemented.

- No automatization of broken processes. The processes should be amended and made as efficient
as possible before or during the implementation of Process Robotics Automation in order to minimize the robots

roll-out effort and tool license cost.
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- Agreement on up-front approach to measuring and tracking the benefits. Clear purposes should
be defined and agreed upon prior to implementation.

- Having a checklist in place regarding infrastructure and compliance requirements. One must
ensure that the correct infrastructure is in place and compliance requirements have been met early on in the
project.

- Investment in comprehensive stakeholder management. Stakeholders need to be engaged from
the program's outset to ensure effective buy-in, collaboration and adoption of change.

- Assurance vendor and business vision alignment. The chosen IT vendor should meet the long-
term process automation requirements of the business.

- Considering wider strategic technology initiatives. Selected automation of a process should align
with broader technological investment in the client’s overall IT strategy.

- Providingadequate education and user adoption approach. It is crucial that the robots are adapted
to the business. To ensure proper user adaption, the organization should be educated on the needs and workings
of the Robotic Process Automation.

- Conduction robust testing. Business process testing is required to ensure that any issues which
the robot may have when determining the next step can be identified, before large scale implementation.

- Monitoring the quality of the outputs and invest heavily in exceptions management. The quality
of the output from the robots must be continuously monitored to ensure that they are trustworthy. It is important
for quality purposes to invest heavily in exceptions management.

Conclusion

RPA has achieved good compliance with procedures and policies, as well as with the ability to find
compliance with laws and regulations. Further on, its additional value derives from activities taken from error-
prone humans to automation platforms that do specifically what they are configured to do. Benefits, such as
diminishing the risks from enhanced compliance, are difficult to quantify, but the use of automation as tools for
eliminating errors and proving compliance is steadily increasing.

Similar to the compliance, the positive impact of robotic automation on risk and control is measured
mainly through the reduced numbers of violations or risk exposures experienced by the business. These can be
related to reputation or to fines and penalties. In a nutshell, automation is real; its value is real; its benefits are

measurable.
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BJIMJAHUETO HA HHTEPHETOT
BP3 MEI'YHAPOJHUTE MAPKETHUHI IIPAKTUKHA

UDC: 004.738.5:[339.138:339.9 Ilpeaneden mpyo

Acc. m-p Bepuna HajnoBcka

Eeponcku ynusepzumem- Penyonuxa Makeoonuja - Cxonje
AOcCTpaKT

Bo yciioBu Ha eKClaH3Wja Ha CBETCKAaTa TProBHja, a cO IeJ KOMIIAHUHUTE Ja TIOCTUTHAT OJPIKIINB
pAacT Ha MMa3apuTe KOW CTaHyBaaT III00aHHU WK, TTaK, CaMo 3a J1a MPEXKHUBeaT Ha JOMAIIHUTE Ta3apu, KO ce ce
MOBEKe ,,HamaJHaTU o1 MeI'yYHapOJHUTE KOMIIAaHUH, O]l 0coOC€Ha BaXXHOCT € MCHAlIepUTe Jia ja pasdepar
KOMIUICKCHOCTAa Ha MEI'YHapOJHHOT MAapKETHHI KaKO W Jla pa3BHBaaT BEIUTHHHU, CIOCOOHOCTH W 3HACH:Aa
HEOINXO/HU 32 e(pUKacHO Ja ce HaTIpeBapyBaaT Ha MeryHApOIHUTE riolanHu ma3apu. TOKMy IMojaBaTa Ha
OTBOpEHA CBETCKAa €KOHOMHja, TI00anu3annja Ha BKYCOBHTE Ha MOTPOLIYBAYUTE W MPHUCTAOT HA WHTEPHET
OBO3MOJKYyBa 3rojieMeHa Mely3aBUCHOCTA Ha HAI[OHAIHATAa CKOHOMHja CO eKOHOMHHUTE O] IennoT cBeT. LlenTa
Ha OBOj TPYI € Jia Ce YTBP/AM BIMjaHUETO U KOPUCTA O/ HHTEPHET eKCIIaH3ujaTa Bp3 MEI'yHapOIHUTE MAPKETHHT
NPaKTUKHU MPEKY CHUTyallMOHa aHAIK3a U CTYAMja Ha CIIy4aj.

CBeTCKHMOT Ma3zap He € IMoBeke 30Mp Ha rojeM Opoj HE3aBUCHHU Ma3apu TYKy C¢ IOBeke ¢
MyJITHIaTepalieH, eKOHOMCKO, KYJITYpHO U TEXHUUYKH 3aBUCEH riiobaieH masap. [1o/ 1ejcTBO Ha roJeMUOT 00eM
Ha MH(POPMAIMU KOM Ce 3a METIATh 3roJIeMeHH Bo criopeoa npea 30 roauHu, ce TpanchopMUpaar OueKyBamaTa
U NOoTpeOuTe Ha KyIyBayMTe, a CO TOa BO KOHTHHYHTET C€ MeHyBa IIOOAJHHOT Masap W morpedara of
WHOBAIMCKH MapKETHHT CTpaTervu. YCIHeNIHUTe OPEHIOBH Ce BOJCHM O] jacHa Iejd Koja ¢ (GOoKycupaHa Ha
CO3/1aBarbe 3HAYajHO MO3UTUBHO BIIHjaHUE BO CBETOT.

Kiay4unu 300poBH: MelyHapOI€H, MaPKETHHT, TIIO0AHH Ma3apu, HHTEPHET, MEYHAPOIHHU Ma3apH , BEIITayKa

WHTEIETeHIINja

THE INFLUENCE OF THE INTERNET OVER THE INTERNATIONAL
MARKETING PRACTICES

Abstract

In today’s expansion of the world commerce, for the companies to stay in the run on the home markets, while

being “attacked” by international companies, the management must understand the complexity of the
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international markets and develop skills and knowledge that are necessary to enable the small companies to
efficiently compete on the global international markets. The goal of this article is to prove that the influence and
the benefit of the internet expansion on the international marketing practices through a situational analysis and
case study.

The world market is not a gathering of a big number of independent markets, but, it is a multilateral, economicaly,
cullturaly and thechnicaly dependend global market. Under the influence of the vast information that are up to 5
times bigger than 30 years ago, the demand of the buyers is easily and frequently transformed.

The most successful brands are driven by a very clear goal which is focused on creating positive influence over
the buyers and the world.

Keywords: international marketing, global market, internet, Al

BoBen

BbrnaromapeHyie Ha HHTEPHETOT, MIOOATHUOT TOCTPEN Beke He € pe3epBUPAH CaMO 3a TOJIEMHTE U yCIIEITHU
OpeHIoBH

Bo coriacHocT co ananusute Ha CBerckara Tproeeka opranusanuja (World Trade Organization),
M3BO30T Ha CTOKHM BO 2017 roamHa ce 3romemuna Ha 17,73 aMmepuKaHCKU Iojiapu, cropenaeHo co 16,03
amepukaHcku Jonapu Bo 2016, momeka CBETCKHOT M3BO3 Ha yciyru ce 3roneMun 3a 8% Bo 2017 roauHa,
JIOCTUTHYBajkH 5,28 TPUIMOHU aMEepUKaHCKHU aoiapu. Kako pe3yiTar Ha 3rojeMeHaTa nmobapyBayka Ha CTOKH U
YCIIYTH HH3 LIEIMOT CBET CBETCKATa TProBHja ce 3ronemuia 3a 4,7% Bo 2017 roguna.’

I'moGanauoT maszap nenec (2018) ce coctou ox 7,7 MuiIMjapid HacEICHHE U CIIOPE] MOCICIHUTE
npeBUIyBamka oJ crpaHa Ha O0eMHEeTUTe HAIMK ce o4eKyBa jaa aocturae 10 mumujapau o 2050 roguxa.
IToreke ox 30% oj cBeTcKaTa MOIyJalkja ce THHEJIIEPU KOW IO COUMHYBAaT HAjrOJIEMHOT CBETCKH Ma3apeH
CerMeHT Ha MJIaJIi KYITyBa4H, OJTHOCHO MJIaJiaTa THHE][IepCKa MOITyJanyja Kpenpa riodaiHa MiraJiHCKa KyJITypa
“global youth culture”.? Tokmy kommnanmuure Nike, Coke, Gap, Sony Walkman, Sega, Nintendo, Sony
Playstation, kou ja TapreTupaa miiajata THHEjIIEPCKa MOMyaiuja, OenexaT 3HAaUUTEJICH MOPacT BO Ma3apHUTE
yIenu ¥ MPOGUTH BO UBMHHATHORB TMIEPHO/I.

ToxkMy MiazaTa momyinanuja Kako ma3apeH Taprer, HHTepHETOT U npuctanoT Ha World Wide Web
NOTTUKHA PEBOJIYLIMja BO MEI'yHAPOJHUTE MAPKETHHT NPaKTUKU. KoMITaHHKTEe He3aBUCHO JTAJIU CE MaJld, CPEITHH
WJIY TOJIEMH C€ TIOBEKE COTJIeAyBaar JieKa MOTEHIIN) aJIOT Ha INI00AIHUTE Ma3apy € BO e-TPrOBHjaTa, BO Taa HACOKa
c¢ MOBeKe KOMITAaHUHM PETUCTpHUpaaT BUPTYEIHHU NMPOAABHUIM U T'M MPOJaBaaT CBOMTE YCIYyTH M CTOKU online.

H&M ox ronuHa Bo rouHa ro 3roieMyBa ma3apHoTo yuecTBo 3a 10-15% rogummuo. Enen on dakropure kon

! World Trade Statistical Review 2018, [Joctanuo Ha: https://www.wto.org/english/res_e/statis_e/wts2018_e/wts2018chapter03_e.pdf

2 Cara Heaven And Matthew Tubridy, Global Youth Culture And Youth Identity,p. Jloctamro ma: http://www.ccivs.org/New-
SiteCCSVI/institutions/jpc-youth/youth-open-
forum/Section_for_Youth/Resources_and_tools/Other_documents_on_youth/OXFAM_INTERNATIONAL_YOUTH PARLIAMENT/
Chapter6_Global_Youth_Culture and_ldentity.pdf, ctp.149
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NOTTHKHYBaaT CTpaTeruja 3a riodanHa eKClaH3Wja € MPeKy ONTUMH3Mpame Ha OHNajH Tprouja. Co oHIAjH
npoJaBHUIA JocTanHa Ha 21 mazap, BkiryuyBajku ru 1 CAJl, H&M npaBu cé mrto e Bo Hej3uHa MOK 3a Jia co37aje
JISCHO 3a HaBHUraIyja, MOOMIHO OHJIajH IIOMWHT UCKYCTBO, a CO TOA J]a OCBOHM HOBH Ia3apHu.

Crnopen Internet World Stats 4,2 6unuonu nyre, oqHOCHO 55% 0J1 BKYITHOTO CBETCKO HAaCEJICHHUES
uMaaT mpucTan Ha uHTepHeT. OuekyBaH € MOJATOKOT JAeKa A3HCKHMOT PETMOH € BO IpenHocT co 55% on
TOITyJIallijaTa, HO N3HEeHaayBa (akToT nexa AQpUKaHCKHOT pernoH e npex EBporra co 16,9% nacnpotu 10,8 %

0]l BKyITHaTa IOMyJalyja BO THE PETUOHHU.

Tabemna 6pl. KopucHuIM Ha HHTEPHET BO CBETCKU PaMKH

World Internet Users and 2018 Population Stats

WORLD INTERNET USAGE AND POPULATION STATISTICS
JUNE 30, 2018 - Update
5 Population Population Internet Users Penetration Growth Internet

Rkl o (2018 Est) | % of World | 30 June 2018 | Rate (% Pop.) | 2000-2018 | Users %
Africa 1,287,914,329 16.9 % 464,923,169 36.1 % 10,199 % 11.0 %
Asia 4,207,588,157 551 % 2,062,197,366 490 % 1.704 % 490 %
Europe 827,650,849 10.8 % 705,064,923 852 % 570 % 16.8 %
Latin America / Caribbean 652,047,996 8.5 % 438,248,446 67.2 % 2,325 % 10.4 %
Middle East 254,438,981 33% 164,037,259 545 % 4,854 % 39 %
North America 363,844,662 48 % 345,660,847 95.0 % 219 % 8.2 %
Oceania | Australia 41,273,454 06 % 28,439,277 63.9 % 273 % 0.7 %
WORLD TOTAL 7,634,758,428 100.0 % 4,208,571,287 55.1 % 1,066 % 100.0 %
NOTES: (1) Internet Usage and World Population Statistics estimates in June 30, 2018. (2) CLICK on each world region name
for detailed regional usage information. (3) Demegraphic (Population) numbers are based on data from the United Nations
Population Division. (4} Intermet usage information comes frem data published by Nielsen Online, by the Internaticna
Telecommunications Union, by GFK, cal ICT Regulators and other reliable scurces. (5) For definitions. navigation help and
disclaimers, please refer to the e Surfing_Guide. {6) The information from this website may be cited, giving the due credit
and placina a link back to w ternetworldstats.com. Coovriaht @ 2018. Miniwatts Marketing Groun. All iahts reserved

W3Bop:Internet World Stat, JlocranHo Ha: https://www.internetworldstats.com/stats.htm

Buprtyennara peaqHOCT Ha QUPMH CO MOHUCKU KAalUTAJTHH PECYPCH MM OBO3MOXKYBa 3HAYUTEITHO
Jla TH HaMaJiaT TPOIIOIIUTE 3a OCBOjyBamke Ha METYHApOTHH TIa3apH, 1a TH HaMallaT TPOILIOIUTE 32 Mel'YHapOIHO
peKIaMupame UM OBO3MOXKYBA Jia CTaHaT MI00ATHYU MPOAaBavyH, BO HEKOU CIy4au MPeKy HOK.

bnaronapeHue Ha MHTEPHETOT, TJI00ATHUOT JOCTpPEN BEeKe HE € PEe3epBHpaH caMo 3a TOJIEMHUTE H
yCIIEIIHU OPEHI0BH, TYKY BCYIIHOCT, TJI00aJTHOTO IPUCYCTBO € MOXHO 3a CEKOj OM3HMC CO KpeaTBHA CTpaTeryja
U pa30upame Ha cBeTckuTe masapu. Kommanujata Airbnb, umja mMuicHja e oryacyBame M 3aKyll HA CMECTYBambe
HHU3 cBeToT ¢ ocHoBaHa Bo Can ®pannucko, Kanudopuuja Bo 2008 roauna, a neHec 6pou Hax 1,5 MUIHOHH
oriacu Bo noBeke 011 34.000 rpagoBu. EXCITO3WBHUOT T7I00aIeH pacT Ha OBaa KOMIIaHH]a € Pe3yJITaT yCIIelIHa
ro0aHa MapKeTHHT CTpaTeruja U OpuiivjaHTa MpOMOIlHja MPEeKy COolUjaTHuTe MeaquyMu. ViMeHo, Bo jaHyapH
2015 romuna Airbnb maHcuparie kammnama kako Online ,,rmobaneH comujajgeH eKCIepHUMEHT co e 1a ce
MNOTTHKHE TOCTOTIPHMCTBO 32 HEIO3HATH JIMIIA, a CIIMKAaTa MM BUACOTO OJ1 IJIOTO Aa IO 00jaBaT Ha COLMjaTHUTE
Meanymu co xamrar #OnelLessStranger. CaMo Tpu HEETH 1O 3all0YHYBAamBETO HA KAMIIamkaTa, HaJ 3 MIJIMOHU
JTyl'€ HU3 CBETOT aKTMBHO YYECTBYBAJlE BO KPEUPAMHETO HA COAPYKUHM WM ja CIIOJIENUIIE KaMIarara.®

HuTepHeTOT co31aBa GyHIAMEHTAIHO PA3JINYHO ONIKPY)KyBakhe 3a MeI'yHapOeH MapKETHHT U Oapa

PaJIMKaIHO OMHAKOB CTPATETUCKH TIPUCTAIl KOj BJIMjae BP3 CUTE aCTEKTH HAa MAPKETHHIIKHOT Iporec. *

3 Hannah Fleishman, 13 Businesses With Brilliant Global Marketing Strategies, JocranHa
na:https://blog.hubspot.com/marketing/global-marketing-and-international-business

4 Isobel Doole, Robin Lowe , International Marketing Strategy, Analysis, Development And Implementation, 5th Edition, ISBN: 978-1-
84480-763-5, British Library Cataloguing-In-Publication Data, Uk, 2008, p.44
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MerfyHapoaeH MapKeTHHI MHKC Ha KOMIIAHMjaTa aMa30H

Amazon e ocHOBaHa ¢ BO 1995 roauna, a ieHec ru HaIMHUHA CBOUTE KOHKYPEHTH U CTaHa JUAEp Ha
na3apot, uMa okony 240 MUIMOHM KOPUCHHYKH CMETKH HU3 CBETOT W rinobaneH Hero-mpuxoxa ox 100.764
MUJIMjapau aMepuKaHcku nosapu.’ Criopen MurepOpenn koMnanujara, Amazon Koja TOKMY HCKOPHUCTYBajKU IO
MHTEpHET TPHUCTANOT, MPOCTOPOT M HEroBaTa AOCTAHOCT JI0 MOMyJalujaTa MPEeKy HMILIEMEHTHpame Ha
WHOBAIMCKH MeTyHapoiHU cTpareruu Bo 2018 roauna, ycresa Ja 0CTBapH HajrojIeM PacT Koj € 3a 56% moroyieMm
BO cropenba co mzMuHarata roguna (2017)% u cranmysa HajOp3opacTeuku OpeH BO CBETOT. JleHec JTUYHOTO
OoraTcTBO Ha M3BPIIHUOT ITUPEKTOp Ha Amazon, [led besoc, ce mporenysa Ha oxony 166 Munmjapan monapw,
OJIHOCHO TIPOCEYHO BO JIEHOT 3apaboTyBa 0koIy 260 MUIHOHM AHEBHO' U pabotu co Hax 500.000 TaneHTHpanu
BpaOOTEeHH KOM JIeNaT 3aeJHIYKA BU3Hja 32 KOMITaHHjaTa.

»AMa30H" € Mel'yHapOHa KOMITaHH]ja 3a eJIeKTPOHCKA TPTrOBHja, KOja Ma H3rpaJieHo OrpoMHa 0a3a
Ha IMPOM3BOIM U ITPOJaBa PEUNCH CE, BKITyJyBajK1, KHATH, TUBUIU, MOOWITHH TenedoHn / TabneTw, urpu, ooiieka
3a Maxu/ JKEHU M JIel[a, HAKMT, TPaJMHAPCKa ONpeMa UTH.

»AMa30H" IPBUYHO MOYHA CO MPOAax0ba caMo Ha KHHUTH U JI0 JICHEC € HajrojeM MpojiaBad Ha KHUTH
BO cBeToT. Cnesiejku TM MOTpeduTe HA KyIMyBaylTe M HAMETHYBAjKU TPEeHIOBH, Amazon ro mancuparie Kindly
YUTAYOT HA €-KHUTU CO IITO JOKWBea rojieMa eKClaH3Mja Ha CBOjOT OusHHC. TEeKOBHO MPOJOKYBa Ja TO
MPOIIMPYBa CBOJOT aCOPTUMAH, HCTOBPEMEHO HY/ICjKH KOHKYPESHTHH IICHU Ha KJIUCHTHTE W MOOP3H MCIIOPAKH,
KOPHUCTEjKH KOMITAHUH 32 HCIIOpaKa.

Bonenu on xkenbara a ce peopraHu3upaar M Ja CcTaHaT KOMIIaHHWja Koja Ce TPUIXKHU 32 CBOUTE
KIIMEHTH, Amazon Kpenpaar MapKETHHT alaTK{ cO KOU HE CaMo IITO MOJIECHO U MTOOP30 Ke TH MPOoaiaT CBOUTE
MIPOU3BO/IM TYKY K€ I'0 OJIECHAT KYIyBaWkeTO U K€ OMaaT Bo PyHKIIMja ¥ K& MM ,,CITy)KaT™ Ha MOTPOIIYBAYNUTE CO
1IEJT J1a U3TPAJIaT CUJIHY 3a€MHH PEJIAlliK CO HUBHUTE KIMEHTH.

Bo noyerokot Ha 2000 roguna - npes peyricu 20 rOAUHY - U3BPIIHUOT AUPEKTOp HA Amazon, [led
besoc, ucraknan ngeka: ,Hue cakame Amazon ma Oujpe Hajrojema ’customer-centric’, KOMIIaHHUja Koja €
OpUCHTHpPaHa KOH OCHOBHHUTEC UCTHPU I'PYIIH HA KIIMCHTUTEC: IIOTPOITYyBa4H,

NpoJiaBayH, MPEeTIpHjaTHja U KpeaTOpU Ha COAPKUHM. be3oc Ha CBOMTE COCTAHOIM MOCTaBYBAN MPa3HU CTOJIOBU
BeJICjKM UM Ha BpabOTEHUTE JeKa CEKOj CTOJI MPETCTaByBa KIIMEHT, KOj € ,,HajBa)KHATa JTMYHOCT BO cajara 3a
COCTaHOIH .

Crnenejku M >Kenmburte, BKYCOBHTE M NOTpeOMTE Ha KIMEHTHTE, KOMIIaHMjaTa Amazon BO

KOHTUHYHUTET I'0 PUCTIIOCO0YBa ¥ TOA0OpYBa CBOETO MOPTQOINO HAa TPOU3BOIH U YCIYTH. TOKMY, KaKo pe3yiTaT

Ha MHOBAIIMCKH pemeHHja BO M3MHWHATUOB MIECPHUO/I, Amazon 0BO3MOXH MperjicAHOCT Ha CBOUTC IIPOU3BOJAU 3a

5 Ranking best global brands, nocranno ua: https://www.interbrand.com/best-brands/best-global-brands/2018/ranking/

6 Ranking best global brands, nocranno Ha: https://www.interbrand.com/best-brands/best-global-brands/2018/ranking/

" Brad Tutle, Amazon Just Became the Second Company to Reach $1 Trillion. Here's How Much Jeff Bezos Is Worth Now,
HocranHo Ha: http://time.com/money/5386380/amazon-1-trillion-jeff-bezos-net-worth/, Sep.2018

8 Dave Chaffey, Amazon.com case study — 2018 update, Jloctanso Ha: https://www.smartinsights.com/digital-marketing-strategy/online-
business-revenue-models/amazon-case-study/

9 Charles Trevail, Best Global Brands 2018, crtp.4
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360 crenenu, Fire Phone ro 3amenyBa co Amazon Echo smart speaker, Amazon MP3 cranyBa Amazon Music
Unlimited, a cmopen Mopran Ctennu, MoJieH OM3HUC Ha Amazon cera € BTOp 1o 00eM MpojiaBayd Ha o0JieKa BO
CAJ1.* IIupokoTo mopthoano Ha MPOU3BOIM OBO3MOXKYBA JIECHO JIa Ce IPUCTIOCOOH 3a CEKOj Masap OJIEIHO.

Hajronemara cBercka OHJajH MpoxaBHMIA Amazon, MpU CETMEHTHUPAmkE Ha Ma3zapuTe KOPHUCTH
nemorpadcka u mcuxorpadcka cermMeHTaluja, CerMeHTanujaTa ce Oasupa Ha (PAKTHYKOTO KYMyBaykKo
OJJHECYBame, He OHA IITO KyIyBauWTe MpOjaBHIIe MHTEPEC TYKy IITO BCYIIHOCT mpaBaT. CerMeHramujara Ha
MHUKpPO HMBO Ha Amazon € HacodeHa KOH CeKOj KIMEHT MOEIWHEYHO, JO3BOIYBajKH U HAa KOMITAaHWjaTa N1a TH
IPETBOPH MTOCETUTEIIUTE BO JOJITOPOYHN KIMEHTH CO BUCOKA BpeaHOCT. HajuecTu KyIyBa4m ce THHE|IepH, HIH
IaK ajoJICCIEHTH Of CpeAHaTa M BHCOKA KJIaca KOM MMaaT MCKYCTBO BO OCHOBHATa TEXHOJIOTHja, HO HeMaar
BpEME WJIM HE CAKaaT Jia KyIyBaar o/ pU3NYKU MpoaaBHUIM.

Jypu u ronemute OpEHIOBH y4aT 011 III00ATHHOT e(hUKaceH CTPATETUCKH IIPHCTAIl HA Amazon KOH
JMUTUTATHAOT MapKeTHHT Bo Hacoka Ha kopuctere Ha RACE (Reach, Act, Convert, Engage) pamkara 3a
MapKETHHT IUIaHupame.'?

llennte Ha cTparermjara 3a MapKeTHHT KOMYHHKAIlMM BO KOMIaHHjaTa Amazon ce BO HaCOKa Ha
3roJieMyBam€ Ha ,,c000pakajoT Ha KIIMEHTHTE Ha HUBHUTE BeO-cTpaHuiy, kou Bo 2018 n3HecyBa 76 MUIMOHU
KylyBaud M 1,3 MUJIMOHHM MOHYAyBayd Ha MPOHM3BOJM, 3rOJIEMEHA CBECT 3a HHUBHUTE MPOM3BOIU U YCIIYTH,
yHaIpeayBambe Ha MOBTOPHHU KyIyBarba, Pa3BUBAKE HA CTPATETHH 33 TIOCTENIEHO 3r0JIEMYBAmkhE HA MPUXOIAUTE
KaKo W 33jaKHYBamb€ U NPOLINPYBamke Ha OpeHI0T Amazon.com.

WHTerpupaHnoT IUIaH 3a MapKeTHHI KOMYHUKalMM Ha AMa3oH BKIydyBa ymorpeba Ha
TpaJUIMOHATHUTE W HETpaauiuuoHanHuTe Meanymu. Cekoja Gopma Ha MEAMYMH IITO ja KOPUCTH AMa30H e
n30paHa 3apajy Hej3uHaTa YHUKATHA NpeAHOCTU. TpalulimoHamHuTe GOPMH Ha MEIMYMHU KOU C€ KOPHUCTAT Ce:
BECHHMIIH, CICaHuja, pajauo u TB. Herpanunuonaiaute MennyMu BKITydyBaat online mpukaxyBambe, COIMjaTHU
MEIMyMH, €-M€j1 MapKeTHHT.® TpoIIonuTe 3a peKIaMupameTo U IPYTUTE MPOMOTHBHY aKTUBHOCTH BO Amazon
n3HecyBaar 3,8 muiujapau nonapu (2015), 5,0 munujapau nonapu (2016) u 6,3 Munujapu aMeprUKaHCKH JTOJIApH
3a 2017 romuna.’* Amason, BepyBa [€Ka HMBHHOT Haje()MKACEH METOJl HA MApPKETHHI KOMYHUKALMH €
npenopakara “word-of-mouth” ox HHMBHHMTE KIMEHTH W 3a Taa el KOMIAHHjaTa BIOXYyBa HAloOpH 3a
KOHTHHYHUPAHO MOJ00pYyBame Ha MCKYyCTBOTO Ha CBOHMTE KJIMEHTHUTE. BakBHOT mpucTam cMmeraar Jeka
Haje(heKTUBHO Ke NMPHIOHECEe BO CTCKHYBAak¢ Ha HOBH KJIMEHTH M UCTO TaKa MOKE J]a T'M MOTTUKHE MOBTOPHUTE

INOCCTHU HA KIIMCHTHUTC.

10 Morgan Stanley raises its Amazon price target to the highest on Wall Street, predicts $1.2 trillion valuation, JocranHo Ha:
https://www.cnbc.com/2018/08/29/morgan-stanley-raises-amazon-target-to-street-high-sees-1point2-trillion-valuation.html, 2018

11 Hitesh Bhasin , Marketing mix of Amazon, foctanno na: https://www.marketing91.com/marketing-mix-amazon/, Dec.2017

12 Dave Chaffey, Amazon.com case study — 2018 update, Jocranso Ha: https://www.smartinsights.com/digital-marketing-strategy/online-

business-revenue-models/amazon-case-study/

13 Michael Angelo Quiroz, Amazon.com’s Integrated Marketing Communications, JloctanHo Ha:
https://medium.com/@michaelangelo_g/amazon-coms-integrated-marketing-communications-901a6a2a77ef

14 Amazon annual report 2018, [loctanen Ha: https://ir.aboutamazon.com/static-files/917130c5-e6bf-4790-a7bc-cc43ac7fb30a
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PEST ananu3a 3a ocBojyBame Ha HOBH Na3apu

OI[ KOMHaHI/Ij ara Amazon HUCTaKHyBaaT ACKa Mef‘YHapO)IHI/ITC JCIIOBHHU aKTUBHOCTH CC 3Ha'-IajHH 3a

OCTBAapyBam-€ Ha IOTOJIEMHU HpO(bI/ITI/I 1 CCKAaKO HMBHATa Mef‘YHapO,I[Ha MapKCTUHT CTpaTCI‘I/Ija BO HIHHWHA Ke 614[[6

HaCoO4Y€Ha KOH OCBOjYBaH)G Ha HOBH Mel’“yHapOI[HI/I CCIMCHTH. CTpaTerHjaTa IIPpB Ha HECOCBOCHUTC IMMa3apu HOCHU

BUCOKH TPOLIONM Kako W pu3uK on Hempoduradbunnoct. PEST ananuszara, koja € HampaBeHa O] CTpaHa Ha

MApKCTUHI' MCHAIICPHUTE BO Amazon, YKa)XyBa Ha CJIICAHHMBC PpU3HUIA CO KOU 01 ce coouniie Ha HOBHUTE

MefyHapoHu masapu: ™

* JJOKaJJHA €KOHOMCKH ¥ TTOJUTHYKH YCIIOBH;
*BIIQJIMHA PeEryJialija Ha e-TProBHja, EIEKTPOHCKHM YpEeIu W KOHKYPEHIIUja, U PECTPUKTUBHH BIIAJHHU
MepKH (KaKo IITO e MEPKUTE 3a TProBCKa 3allITUTA, BKIYYyBajKU U3BO3HH JIaBAYKH U KBOTH U I[APHHCKU
JIaBauyKy ¥ TapuQH), HATHOHATN3aM U OTpaHHYyBarba Ha CTPAHCKATa CONICTBEHOCT;

*HECOO/IBETHH TIPABHU CHCTEMH, JIOKAJTHH 3aKOHH, HEJJOCTATOK HA 3aKOHCKH PEryJIATHBH M MPAKTUKU BO
OHOC Ha (U3WYKATA U JUTHTATHATA JUCTPUOYIMja HA MEIMYMCKH TMPOWU3BOJAU M CIPOBEIYyBamhe Ha
MpaBaTa Ha MHTEIICKTYaIHA COTICTBEHOCT;

* 3aKOHH U TIPOTMCH 3a 3allITUTAa Ha MOTPOIIYBAYUTE U MOJATOIUTE, PUBATHOCT, MpEKHa 0e30eIHOCT,
CHKPUIIIH]ja, PECTPUKIINU HA IICHUTE WX TIOMYCTHTE;

 Oaparba 3a JICMIOBHU JIMIICHIIM WIA cepTH(UKATH, KAaKO HA NPUMEp 3a YBO3, M3BO3, BEO-YCIYI'H U
CIIEKTPOHCKH YPE/IH;

* HECOO/IBETHA TEXHOJIOIIKA HH)PACTPYKTYPA;

* MOHNCKH HUBOA HA KOPHUCTEHE Ha HHTEPHET;

* IOHKCKY HUBOA Ha MOTPOIITYBAYKa U TTOMAJIKy MOXKHOCTH 32 pacT Bo cropenda co CA/I;

* MOHNCKW HUBOA HAa KOPUCTEIHE Ha KPEIUTHH KAPTHUKHU U 3rOJIEMEH PHU3KK 34 TTakarbe;

* TEIIIKOTHH BO KaJPOBCKO EKUITHPArhe, Pa3BUBAIE 1 YIIPABYBAE CO CTPAHCKHUTE OMEPAIHH KaKO PE3YIITaT
Ha JTaJIeYrnHa, ja3uK U KYJITYPHUTE Pa3iInKH;

* pa3JIMyYHU OJHOCH MOMel'y BpaOOTEeHH/paboTo1aBauH U IOCTOCHE HAa pAOOTHH COBETH U CUHJIUKATH;

* YCOTJIACEHOCT CO 3aKOHOT 3a CTPAHCKH KOPYNTUBHU MpakTHKU Ha CAJ|

* 3akoHM M noiautuku Ha CAJl M Opyru jypUCOMKLIUM KOU BiIMjaaT Bp3 TProBHjaTa, CTPAHCKHTE
WHBECTHUIINH, 3aCMUTE U JAHOLIUTE; U

* FCOMOJIMTUYKH HACTAHH, BKIIYUYHUTEITHO ¥ BOjHA U TEPOPHU3AM.

Kako pe3ynrar Ha pacToT Ha Mel'yHapOJHAaTa e-TProByja U APYrUTe OHJIAjH U BeO-yCIyTrH, KOMIIaHKjaTa

Amazon O4YCKYyBa JICKa KOHKypeHLII/IjaTa Ke ce HWHTCH3UBHPA, BO Tad HACOKA JIOKAJITHUTC KOMIIAHUU MOXKAT Ja

UMaaT 3HAUYUTCIIHA KOHKYPCHTCKA MPEAHOCT KaKO pE3yJITaT Ha HUBHOTO IMOT'OJICMO eTa6anaH,e 1 IpCIIO3HABAKLC

O CTpaHa Ha JIOKAJIHUTC KJIIMCHTHU.

15 Amazon annual report 2017, [loctanHo Ha: https:/ir.aboutamazon.com/static-files/917130c5-e6bf-4790-a7hc-cc43ac7th30a
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KoonepaTnBHa MapKeTHHT CTPaTernja co meJ NOCTUTHYBaKe HA KOHKYPEHTCKA MPeIHOCT

Kommnanmnjara Amazon co cBojaTa oJIyKa Jia c€ OpHEHTHpaaT Ha Mel'yHapOAHHUOT Ma3ap Co3/1aBa
TakBa MeryHapoJHAa MapKeTHHI CTpaTerdja Koja MM OBO3MOKYBa pPallMOHAJIEH MPHUCTAll Ha MOOAJCITHHUTE
CerMeHTH Ha Mel'yHapoJHHOT mazap. KoomeparnBHaTta paMka Ha MapKeTHHT CTpaTerHjara ce MOKaKala Kako
KIIyYHO CTPAaTETHCKO DELICHHE BO OCTBApyBame HAa KOHKYPEHTCKa MNPENHOCT Ha ma3apor.’® Ycmemmoro
JIejCTBYBam¢ Ha ME'yHAPOIHUOT Ma3ap € pe3yNTar Ha MapTHepPCTBa M OCTBAPYBamke Ha 3aeHUYKA copaboTKa co
rojeM Opoj KOMITaHUH BO Pa3IMYHH CEKTOPH, Kako Ha mpumep: Drugstore.com (amreka), Living.com (meben),
Pets.com (Mmunennunma), Wineshopper.com (BuHa), HomeGrocer.com (HamupHauim), Sothebys.com (aykunm ),
Kozmo.com (yp6ana ucnopaka noma), Waterstones, Toys R’ uTH. AMa30H ycmeBa ga ja KOHCOTUANPA CBOjaTa
CHJIa BO Pa3NIUYHU CEKTOPU MPEKY CBOUTE MAPTHEPCKU apaHXKMaHU W MPEKYy KOPUCTCHE HAa TEXHOJOTHja 3a
OJICCHYBambE Ha MPOMOIMja U TUCTPHOYIIMja HA TIPOU3BOAU MPEKY OBHE MAPTHEPCTBA, KOPHCT MMaaT W JIBaTa
JIEJIOBHU CY0jEeKTH.

Ha mpumep, Bo Benmka bpuranuja, Waterstones (www.waterstones.co.uk) emHa on HajroieMuTe
TpagulluOHAJIHU KHHWXKapHHUIH C€ COOYMJIa CO I'OJIEMU TPOIIOLM 3a Hpoaa>K6a Ha CBOHUTEC KHUI'HN online, HO CO
NapTHEPCKUTE JOTOBOPH CO ,,AMa30H ja KOpUCTAaT TpProBcKaTa Iuiatdopma Ha ,,AMa30oH” BO 3aMeHa 3a
CIpOBeyBamke Ha MapPKETUHT aKTUBHOCTH U OBJIACTyBame Mpu online npoaaxo6a. CiuueH 10roBop UMaat U co
xommnanujata Toys R’} Baksure mapTHepcTBa MM mNoMaraar Ha ,,AMasoH“ 1a TW NPOIIMPAT CBOUTE
acCOpPTUMAaHHM BO MIMPOYMHA U BO JU1abourHa U, ce pa30Kpa, Ha KOPHUCHUIIMTE KOW KYITyBaaT BO €/lHa KaTeropuja,
KaKo IITO ce KHUTH, UM CE OBO3MOXKYBaar Jia KylmyBaaT U MPOM3BOJM KaKO IITO ce: 00JIeKa, eIEKTPOHUKA HUTH.
Ha oBoj HauwmH ,,AMa30H“ ja HamyIITa KOHIICIIIMjaTa Ha H30JIallMja W ja 3ajaKHyBa CBOjaTa IO3HUIMja Ha

rJI00ATHUOT Ma3ap MpeKy copaboTKa U MOBP3yBambe.

3akay4dox

CBeTCKMOT ma3ap HE € MoBeke 30up Ha rojeM Opoj HE3aBUCHU Ma3apu TYKy c¢ IIOBeke €
MyJITHIaTEpaIeH, EKOHOMCKO, KyJATYPHO M TEXHHUYKHU 3aBUCEH IT100aJIeH 1a3ap, a HpUCTamoT 10 HHHOpMaLKu BO
MeTyHapOAHUOT MapKeTHHT € MoK. [loeke ox1 30% on cBeTcKaTa momyJsanyja ce THHEj[Iepy KOM 'O COYMHYBaaT

HajFOHeMI/IOT CBCTCKU IMa3apCH CErMCHT Ha MJIalU KYyITyBadH.

16 Amazon annual report 2017, Jocranso Ha: https://ir.aboutamazon.com/static-files/917130c5-e6bf-4790-a7bc-cc43ac7fb30a
17 Dave Chaffey, Amazon.com case study — 2018 update, locranHo Ha: https://www.smartinsights.com/digital-marketing-strategy/online-
business-revenue-models/amazon-case-study/
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TokMy MianaTa momyinanuja Kako ma3apeH TapreT, HHTEpHETOT u npuctanoT Ha World Wide Web
NOTTHKHA PEBOITYILHMja BO Me'yHapOAHUTE MapKeTUHT npakTuku. Criopen Internet World Stats 4,2 Ounnonu mnyre,
OITHOCHO 55% 0] BKYMHOTO CBETCKO HacelieHHE MMaaT MPHUCTAll Ha WHTEPHET U MPETCTaByBaaT MOTCHIH]aTHH
online kymyBaun. biarogapenne Ha UHTEPHETOT, TTIO0ATHHOT JOCTPEIN BEKe HE € Pe3epBUPAH CaMO 3a FOJIEMUTE
U yCHEIHU OpeHI0BH, TYKYy BCYLIHOCT, INIOOQJIHOTO TPUCYCTBO € MOXHO 3a CEKOj OM3HHUC CO KpeaThBHa
CTpaTervja u paz0upame Ha CBETCKUTE Na3apu. IHTepHeTOT co3aaBa (pyHIaMEHTATHO PAa3UYHO ONKPYKYBAE
3a MefyHapoIeH MapKeTUHT 1 0apa paJuKaiHO MOWHAKOB CTPATErMCKU MPHCTAI KOj BIMjae BP3 CUTE aCIEKTH Ha
MapKETHHILIKHOT MPOIIEC.

KopucTtejku ro MHTEpHET MPUCTAIIOT, IPOCTOPOT U HEroBaTa JOCTAITHOCT A0 MOITyJIalyjaTa MpeKy
MMILUIEMEHTHPAke Ha MHOBAINCKU Mel'yHapoaHu crpareruu, Bo 2018 roguHa, KoMmaHujata ,,AMa30H ycrieBa
Jla ocTBapH HajroseM pact Bo 2018 roauna, xoj e 3a 56% mnoronem Bo cnopenda co uaMuHarata roguna (2017)

Y CTaHyBa HajOp30pacTeyku OPEH/T BO CBETOT.
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Abstract

Throughout history, when a new technology promises amazing progress in work efficiency, personal safety and
happiness, the public often greets the development with trepidation. If a machine can perform a task better than
humans can, the thinking goes, do we still need humans on the job?

New uses and applications of artificial intelligence (Al) are developed every day, bringing us closer to an
unparalleled future — a future that we could have never imagined.

Keywords: Artificial Intelligence, digital marketing, internet, e-commerce.

1. Search

How will artificial intelligence (Al) affect digital marketing in 2018?

In 2005, if you “searched” an e-commerce store to find a product, you had been unlikely to find the result
you had in mind unless you knew its name or title in full. Today’s “search” is much smarter, and its improved
capacity not only helps you find information on Google, but it helps you find the right products on Amazon or
Target.com, the right movies on Netflix, etc.

Ten years ago, typing “men’s flip flops” at Nike.com may not have yielded the results looked for. Today,
it very much does.

Search improvement for e-commerce and marketing has improved due to the same underlying factors that
have improved “search” at large, including:

e Technologies like Elasticsearch are now relatively mainstream, allowing any small e-commerce stores to
have search that goes beyond simply matching keywords;

o Data-as-a-Service companies (like Indix, among others) make it easier than ever to draw from search data
from other larger sources, informing your own online product search without having to train your own search
models from scratch;

e Other misc improvements, such as: Software to detect common misspellings is now more commonplace,
and can calibrate for misspellings by context (IE: “Season cikets” can be understood to mean “season
tickets”, while “cikets” alone might be more difficult to discern without context).

Google has done good work in simplifying and explaining some of their own search improvements and

developments in their “Inside Search” writings.
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In the future, consumers can expect even more e-commerce sites to follow the footsteps of Google and
others in implementing autosuggest, suggested corrections, “advanced” search options, and other similar

improvements.

2. Self-Driving Cars

Have you ever heard of cars that drive without a driver, that are only guided by artificial intelligence
technologies and automatic learning?
Tesla was one of the first automotive brands to launch a self-driving vehicle, and Audi, Cadillac, and

Volvo have been already developing their own models. But that’s not all. Uber already made the first 50,000-

beer delivery with a self-driving truck.

The Japanese carmaker Toyota is to invest $500m (£388m) in the ride-hailing company Uber as the two
companies expand their partnership on the development of self-driving cars. It deepens the existing relationship
in a bid to catch up with rivals in the race to design and produce autonomous vehicles for the mass market. The
aim of the partnership is to use technology from both companies in purpose-built Toyota cars to be deployed
across Uber’s ride-sharing network from 2021. Toyota’s investment values Uber at $72bn, despite mounting
losses that totaled $4.5bn in 2017.

3. The Fortune Teller That Will Know It Before You

One day, Al may know more about people than you ever imagined.

Al can assertively predict if someone is gay or straight based on the photographs of their face. A Stanford
University study discovered an algorithm that can correctly identify which men are gay and which are not with
81% accuracy and with 74% accuracy for leshian women.

The research found that gay men and lesbian women tended to have “gender-atypical” features,
expressions and “grooming styles”, essentially meaning gay men appeared more feminine and vice versa. The
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data also identified certain trends, including that gay men had narrower jaws, longer noses and larger foreheads
than straight men, and that lesbian women had larger jaws and smaller foreheads compared to straight women.
Yet, that’s not all. Facebook is using artificial intelligence bots that can save the lives of people at risk
of committing suicide. As an article by Fast Company explains, the company announced a pilot project in the
United States that used Al to proactively identify Facebook posts that could indicate suicidal tendencies.
Facebook’s Al technology identified over 100 cases that required intervention. How is it possible that these kinds
of things can be anticipated or predicted with this level of accuracy? Even if you’re thinking about quitting your

current job, Al may know it before Human Resources does. IBM has a solution that uses predictive analytics to

identify personnel retention problems. This program can find common factors that cause its staff to quit, creating

a quality score for each employee based on the projected probability that they will leave the company soon.

4. The Smartest Investor

In 2009, Ira Sages from Businessweek magazine challenged the Director of Quid Al, Bob Goodson, to
program a computer to choose 50 companies that no one had heard of and turn them into the most successful

startups.

Almost 8 years later, the magazine reviewed the list to see how accurate “Goodson and his machine”

were. The results surprised even the creator: Evernote, Spotify, Etsy, Zynga, Palantir, Cloudera, OPOWER, and

the list continuous...

20% of the companies the computer chose were valued at a billion dollars.

5. The Marketing Guru

Al is becoming the “right hand” of marketers and retailers around the world.
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Through Al and machine learning, the most profitable audiences can be found for any advertisement.
This means that intelligent algorithms are able to learn, detect, and predict which types of users are more likely
to become clients at a lower cost per acquisition.

Adext is software that functions as a service that applies Al to find the most profitable audience for any
advertisement. Using machine learning algorithms, it manages, optimizes, and automatically updates the digital
campaign budget in over 20 different demographic groups per advertisement and on several platforms. With 480
daily adjustments to every single advertisement, its advanced Al has been able to increase advertisements'
conversion performance by an average of 1265%.

With respect to content marketing, more and more intelligent tools are being created that provide, and

even perform, the task of creating content. In fact, a few years ago, Gartner predicted that by 2018, 20% of content

would be generated by machines. So, now, in 2018, one may have already read posts on social media or articles

that were written by artificial intelligence.
Organizations like BBC, CBS, the New York Times, Forbes, Associated Press and Reuters are already

using Al on a daily basis to develop and present their news publications to the public.
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These kinds of advances are also tangible in email marketing, where Al can personalize emails based on
preferences and user behaviors to obtain a better interaction that can turn into a sale. Companies such

as Phrasee and Persado even determine what email subject, text for the email body, calls-to-action, and sending

times will help prompt the user to make the desired action.
Al can even design website from scratch, like Grid does. The only thing you have to do is provide the
text, images, and calls-to-action. The app is in charge of everything else and will make your website look

professional and 100% functional.

6. The Sales And Customer Service Genie

We have already seen how Al is revolutionizing marketing, but sales are not far behind. What is the best

price for a product or service? With automatic machine learning, price trends can be correlated with sales trends
through an algorithm that aligns other factors, such as category management and inventory levels. The
establishment of dynamic prices driven by Al will mean higher profit margins for companies.

Al is also becoming a retailer’s best friend since there are already Al platforms that monitor the habits

of sales representatives, giving them recommendations to improve their performance.
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These intelligent CRMs allow them to have a better overview of all the elements involved in the sales
process and discover sales opportunities in an unprecedented way. For example, it’s been proven that cold emails
are 20% more effective on Tuesdays, and that making a follow-up call 10 minutes after an online registration
leads to more conversions.

What about customer service?

For many companies that offer a monthly subscription service (such as Netflix, Spotify, gyms, etc.),
attracting clients is only half the process. Keeping them is another story. Predictive analysis can be used to know
which clients will unsubscribe, making it possible to contact them ahead of time to offer them incentives and
provide them with specialized care to change their minds.

In this same field, chatbots have been extremely useful since they make it possible to quickly and
efficiently respond to the customers’ main worries, questions, or problems. The most advanced chatbots are
already able to answer open questions by using the natural language process and automatic learning to respond
in a human-like way.

Even brands like Sephora and H&M use chatbots that serve as sales consultants and, believe it or not,
they’re extremely useful to the users. Sephora, for example, lets its users “try out” their cosmetic products (such
as lipstick, eyeshadows, highlighters, etc.) on a photo of themselves that they share with the bot. The bot’s
artificial intelligence technology can identify the user’s facial features and then use augmented reality to apply

these makeup tests.
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Hi ., welcome to
Sephora!

Get makeup tips and
reviews by chatting with
us i &

Do you want to take a
short quiz so | can get
to know your makeup

style?

On the other hand, H&M helps users who visit its e-commerce platform find exactly what they’re looking for by

making suggestions on what they might like or look good on them according to their preferences.

Conclusion

In the future, consumers can expect more and more e-commerce sites to follow the footsteps of Google
and others in implementing autosuggest, suggested corrections, “advanced” search options, and other such
improvements.

The advantage of cognitive technology isn’t that it can do the work a human can; it is that it can handle
vast amounts of structured and unstructured data with a speed and accuracy that a human could never achieve.
Watson-powered tools and APIs can help humans work much better and more efficiently. Given all the time in
the world, no human could process thousands of resumes enough to find the themes and insights that might turn
out the optimal candidate.
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BJINJAHUETO HA BEHITAYKATA UHTEJIUTI'EHIIUJA BP3
EKOHOMMJATA

UDC: 004.8:334.72.012.63/.64 Ipezneoen mpyo

M-p Kupjy Hukosiockn

Onwmuna Kucena Booa — Cronje

Ancrpakr

Bemrtaukara nHTENHMTeHIMja O MOJKETa 1a OBO3MOKH HEBEPOjaTeH pa3B0Oj HA EKOHOMHHTE Ha IPIKABUTE
0CO0EHO Ha BOJCYKUTE CBETCKU CHIIH.

Pacnpoctpanerocta Ha BemTaykaTa MHTEIUTEHIMja MOXE J1a AOBeAE J0 Moe(hUKACHO KOPUCTEHE Ha
pecypcute, HO Toa He Jjoara camo oj ce0e TYKy 3aBHUCH O]l CeKoja 3eMja oceOHo. McTpaxkyBameTo U pa3BojoT,
NOTTUKHYBambETO HAa KOMIIAHUUTE 32 aBTOMAaTU3allhja Ha pollecuTe Oapaat rojieMd HHBECTHIINH.

Bemrraukara I/IHTGHI/II‘GHHI/Ija u pO6OTI/IKaTa MOXAT J1a OBO3MOKAT HC CaMO I'OJICMUTC TYKY U MaJIUTC U
CpeIIHU MpETIpHUjaTHja 1a ja moaodpar onTUMHU3aldjaTa.

Kayuynn 300poBHM: aBTOMaTH3anuja, poOOTHKA, HCTpaXXyBame M pa3Boj, MAIM U CpPEJHU NpETHpHjartuja,

ONITUMH3ALIN]ja

THE IMPACT OF ARTIFICIAL INTELLIGENCE ON THE ECONOMY

Abstract

The artificial intelligence could allow an incredible development of the countries’ economies, especially those of
the leading world economies.

The prevalence of artificial intelligence can lead to using the resources more effectively, which by all means does
not come by itself, but it depends from every country separately. The research, development and encouragement
of companies to automatize their processes require massive investments.

Artificial intelligence and robotics can enable not only large companies, but also the small and medium ones to
improve their optimization.

Key words: automatization, robotics, research and development, small and medium companies, optimization.
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BoBen

Bemraykara MHTENUreHNnyja Kako IpaHKa oJf KOMIjyTepckara Hayka MOKe Ja ce IepUHHpa Kako
NpOYyYyBame U IW33jH HA CHCTEM CIIOCOOCH 3a MEepLMITUpah-e Ha OKOJIMHATA U MIpe3eMarhe Ha aKTHBHOCTH KOH
My T MaKCHMH3HPaaT HIAHCUTE 3 YCIIeX.

HcrpakyBameTo BO JEJIOT Ha BEHITAUYKaTa WHTEIUTCHIIM]ja € O]l BUCOKOTEXHUYKH U CIICIHjan3UpaH
KapakTep, BO OCHOBa IMoOJeNieH BO moaobnactu. Hekow on momobmactute ce okycupaarT Ha pellaBame Ha
cnerduueH mpoOiem, Apyrd mak, ce (OKyCHpaHH Ha €IeH O] MOXXHUTE MPHCTAU WIA KOPUCTEHC Ha
KOHKPETHA aJlaTKa WM IaK HACOYCHU KOH pealn3upare Ha COOABETHA aIuINKaIHja.

IlenTa Ha UCTpaXKyBamkETO BO 00JIaCTa HAa BENITAYKaTa MHTEIUTECHIMja € MHTETpalrja o] Pe30HUpAbE,
3Haewe, INIAHUPAbE, YIeHhe, KOMyHUKAlHja, epluenurja Kako 1 CIIOCOOHOCT 3a JBIKCH-E 1 MAHUITYJIHPAHE CO
HpeIMETH.

Bbpojor Ha amaTkuTe KOpPHCTEHHM BO BeIITaYKaTa WHTEIWTEHIMja € TOJeM, BKIydyBajKd BUIOBU
npedapyBama, MaTeMaTHIKa ONTHUMH3AIIH]ja, JJOTHKA, METOIN 0a3WpaHd Ha BEPOjaTHOCT U €KOHOMHKA, U MHOTY
ApYTH.

KoMmmuiekcHnuTe peamHu mpobieMu ce modecto OapaaT MHTEIMICHTHH CHUCTEMH KOW KOMOWHHpaaT
3HAeHE, TEXHUKH U METOIOJIOTHHU O Pa3iIMYHK U3BOPH. MIHTEIUTeHTHUTE cCHcTeMHU Oa3upaHd Ha TEXHUKUTE Ha
BeIlITa4uKaTa MHTEIUICHIIMja MOXKe Jla 00aByBaaT MPOLECH Ha yUCHE, 3aKITydyBamba U pelllaBamke Ha Pa3HOBUIHU
npobiemu. BakBure cucTeMHu, KOM aBTOMAaTCKM MOXKE Ja HW3BPINYBaaT 3ajadd 3ajaJicHH OJf CTpaHa Ha
KOPHUCHUIUTE, CE€ HAPCKYBAAT UHTCIIMI'CHTHU arCHTH.

CaMoCTOjHO, HHTEIUTEHTHUTE areHTH MOKaT MHOTY YCIICIITHO JIa U3BeJIaT HeKoja mpedapyBauka padoTa
BO UME€ U 3a MOTpeOUTE HA Pa3HU KOPUCHHUITH.

[Mopanu eprkacHOTO coOMpame, MAaHUITYJIHPAkHE U YIIPaByBambe CO TOAATOLN OBUE CO(DTBEPU MOXKAT Ja
OWJaT MHOTY WHTEPECHH O] aCTIEKT Ha MHTEIIMTEHTHA aHaJli3a Ha MOJATOIM BO MHOTY 00JacTH. AHanu3ara Ha
MOJIATONUTE COOpaHM O] CTpaHa HA MHTEIIMICHTHUOT areHT (COTBEpCKH pOOOT) MOXe Ja OuJe KOpHCHA 3a
MHOTY pabOTH Kako, Ha MPUMED, Ha MOJIETO Ha KPUMHUHAIIOT, a 0c00EHO cajoep KpUMHHAIIOT, 0e30eJHOCTa Ha
coo0pakajoT, BOHPETHH CHTYaIluH U JIp.

On npyra crpaHa Tpeba 1a ce ICKOPHCTAT METOIUTE Ha BEIITAYKaTa HHTEIUTEHIIN]a KOU OBO3MOKYBaaT
IpOHAOlamke Ha TOIaTOIM IIPH MHTEIMICHTHA aHaIi3a Ha nojaTolH (data mining) koja Haora MMpoOKa NpUMeHa
BO 00J1acTUTE Ha pabOTEHETO Ha MIPETIpHUjaTHjaTa, EKOHOMHUjaTa, MEXaHUKaTa, TeHeTHKaTa, Coo0pakajoT U cil.

WurenureHnujara — pa3yMOT Ha XOMOCAITMEHCOT KaKo KpylMjaiHaTa KapakTepUCTHKA Ha JIyreTo, MOXe
Ja Ouze mpenusHo oOpaboTeHa, 10 TOj CTEIeH, a MOXKe Jia Oujie CUMyJIHpaHa oJl CTpaHa Ha HeKOoja MallliHa.
OsBa ru mokpeHa ¢pu030(pcKkuTe Mpamama BO BPCKa CO NMPUPOJaTa Ha YMOT, KaKo M OJIEIOT Ha €THKara, BO
CMHCJIa Ha KpEeHpame Ha BEUITA4YKO CYIITECTBO, Mpalllakbe KOe JaTupa O BPEMETO Ha MHUTOBUTE, aHTHYKATa
¢unozoduja u ¢antactuka. JleHec Taa cTaHAa HEHM30CTaBEH /e OJf TEXHOJIOIIKaTa WHAYCTpUja |

HAjKOMIUTUIUPAHUOT IIPOOJIEM BO KOMIIjyTepcKaTa HayKa.
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BemraukaTa MHTEJNIeHIMja I1aBeH GaKTOp BO CBeTOT Ha OM3HMCOT BO HIHUHA

Crpyumanure Beke IOA0JIT0 BpeMe OIIOMEHYBaaT Aeka poOoTUTe ke ja 3eMart paboTara Ha JyfeTo, ma ce
MOCTaByBa MpaIlameTo MTO JyfeTo ke paboTaT 1 OJ1 ILTO Ke KUBear.

Haxo OpojHH cTpydmsaly co TOAMHE ONOMEHYBaat IITO He YeKa BO HIHIMHA KOTa pOOOTHTE U BeIlITauKaTa
WHTEINTEHIIMja Ke HU ja 3eMaT paboTara (Toa ce CilydyBa W JECHEC), BO MOMEHTOT HeMa HEKOe KOHKPETHO
pelIeHre Kako Ja ce IOCTaly BO JaJieHaTa CUTyauja. McTo Taka ce mocraByBa IMpalIamkeTo OJf MITO JIyTFeTo Ke
’KMBeaT ako He paboTar.

3a oBoj mpobnem 30opyBame u John Sculley mopanemen mperctaBHUK Ha Pepsi ko) kaxa meka
“BelITavKaTa MHTEMIEHINja ke OuIe OCHOBA 3a C€ INTO Ke Ce CIydyBa BO CBETOT Ha OM3HHMCOT BO MAHUHA ! U
JieKa KOHIIENIMjaTa Ha paboTaTa BO MIHWHA Ke M3IJIea cOCeMa Pa3IndHO BO OJHOC HA JICHEIIHHOT HaYWH Ha
paborta.

Bemtaukara nHTEIMreHIja OM MOJXKeNa /1a IMa TOJIEMO BJIMjaHHe Ha IeJIOKymHaTa paboTHa cuma. Ce
npernocTaByBa Aeka 3a 10 go 15 romuam poboTrTe OM MOXKeNe Ja MHUITyBaaT Mog00pu coPTBEPCKU KOJTOBHU O]
HajnoOpuTe mporpamepu. Hekon MOMEHTaHH MpenBUaAyBama 300pyBaat 3a Toa kako Bo CAJ] no 2030 rox.
ckopo 40% ox paboture Ou Moxkele 1a T o0aByBaaT poOOTH | jeka 3a 120 rom. poboTure ke ru obaByBaar
CKOpO cHUTE pabOTH Ha CBETOT.

Kako enno ox pemieHujata 3a JIyreTo KOM HeMa Jla MMa IITO Ja paboTaT W OJ INTO Ja >KUBeaT ce
CIIOMEHYBAaar T.H. YHUBEP3aJIHA OCHOBHH IPUXO/IH T.€. IApH KO Jp)KaBaTa Ke TY JaBa Ha JIy[eTo Kako 01 umase
OapeM HEKOj M3BOpP Ha NPUXOAW 3a NpexuByBame. Celak NMpUMeHaTa Ha €IHO TaKBO pelieHue Ou Omia
HEBEpOjaTHO KOMIUIEKCHA, Ma OM Tpebajo MOTIONHO Ja ce MPOMEHM HAaYMHOT Ha KOj KOMIIaHWUTE ja
KOHIIENITyalln3upaaT paboraTa, a Taka KOMIIAHHUTE W JIpiKaBaTa ce Mpell TOJEMH MPEAU3BHIM H Mpallamke €
KaKo Ke TH pelar.

Hcro Taka, ce nmpeTnocraByBa JjeKa MHO3MHCTBOTO OJ1 JIyI'eTo He Ou Ouiie 3aJOBOJHHU CO TAKBHOT HAYMH
Ha ’)KMBOT 3aT0a IITO HUIITO HEMa Jia padoTaT M HeMa Jia ce YyBCTBYBaaT KOPHCHH TyKy caMo OH Jo0uBaje napu

3a MIPC)KUBYBAC.

Bemraukara nHTeJIMIeHIUja NOTTUKHYBA4 HA Pa3BojoT Ha BpyTo JoMAaIIHKMOT NPOU3BO

I'moGanuuot Bpyro nomamen npoussox (B/II) ce mpernocraByBa aeka 1o 2030 roguna ke nmopacHe 3a

14% OnaronmapeHue Ha BelITaukara MHTeNWreHuuja. [Ipecmerano Bo mapu Toa 3Hauu ‘‘3rosiemyBame 3a 15,7

OMJIMOHM aMEPHKAHCKH JIOJIapH IITO ja MpaBW BeIITaykaTa MHTEIUICHIM]ja HajrojieMa OM3HHMC IMPHIMKA BO

https://naslovi.net/2017-12-30/nova-ekonomija/vestacka-inteligencija-ce-biti-glavna-u-poslovnom-svetu-u-buducnosti/20996569
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JeHElIHaTa ~ Op30  NpPOMEHIMBA  €KOHOMHja™?>  cHopel  HCTPakKyBameTo  Ha  KOMIaHUjaTa
“PricewaterhouseCoopers”.

BakBOTO 3rojieMyBame KOe Ce HaBeyBa BO COOMIITCHUETO, a € Pe3y/ITaT Ha BEIITaAYKaTa HHTSIUTCHIIN]ja,
€ MOTr0JIEMO OJ CETalllHOTO 00CTMHETO Mpou3BoACTBO Ha KuHa u MHnuja 3aemHo.

Ce ouexyBa 3rojeMeHa eKOHOMCKa TOOMBKA 07 BEIIITAYKaTa HHTEIUTCHIIM]a U TOA TPEKY 3roJIeMyBambe
Ha MPOAYKTHBHOCTA Ha paboTaTa W 3rojieMeHa MmobapyBadka Ha MOTPOIIYBAYUTE KOja MPOU3JIEryBa OJ

HO)IO6pyBaH)eTO Ha KBAJIMUTCTOT HAa IPOU3BOAUTE.

Kako Bemraukara ImTeeremmja MOZKE 1a 6]’[2[6 01 KOHKpeTHA KOPHUCT 324 KOMIIAHUUTE

ITo moBekeAeIEHNCKH BETyBamba U TOPKU pa3ovapyBarba BEIITAYKaTa HHTEIUT CHIINja KOHEYHO TIOYHYBa
Jla IM HOCH KOHKPETHa KOPHCT Ha KOMIIAHUHTE KOW Mery MPBUTE IMOYHAA Ja ce 0aBaT M MHBECTHpAaT BO OBaa
obnact. Taa jeHec HAa MAIIMHUTE MM J1aBa Pa3IMYHU CIIOCOOHOCTH 3a KOM JIOJTO BPEME Ce CMeTalle JeKa My
HpUIaraaT UCKIyYHBO Ha YOBEUKHOT POJI.

JurnranHo WHOBaTHBHHUTE KOMITAHMH KOHM ce 0aBaT co Majompoaaxda mmaar poboTH Kou padoTar BO
HUBHUTE MaralfHy, 1a JypH U aBTOMAaTCKH HapadyBaaT CTOKM KOra Ke ce HaMayaT KOJMYMHUTE Ha Jlarep 10
KPUTUYHUTE TPaHHIIH.

KomyHanHuTe mpeTnpujatdja ja KOPHCTAT BelITayKaTa MHTEIMICHIMjA 3a J1a ja MPOSKTHUpaaT
nobOapyBaykaTa 3a CTpyja, BoJa, KOMYHAJICH CMET U CJI., & IPOU3BEIyBAUYUTE Ha aBTOMOOMIIH ja yroTpeOyBaar BO
aBTOMOOMITH 03 Bo3ad.

30up Ha pa3nuuHU (aKTOpH MOTTHKHA HOB OpaH Ha pPa3BOj HA BEIITAaYKaTa WHTEJIHWICHIIW]ja.
KommjyTtepure ce c€ MOMOKHU, alrOPUTMHUTE U MOJICIUTE CTaHyBaaT ce MOCOPHUCTHUIIMPAHU U HITO € MOXKEOU
HAjBaKHO C€ TeHEpUpaaT HEKOTalll He3aMHUCIUBY KOJHMYMHH Ha MoaaTony. HajroneMuot fien ol WHBECTUIMHTE
o1 obacra Ha BellTayKaTa HHTEIUMTICHIIM]ja Ce COCTOjaT OJ1 MHTEPHH TPOIIIOIH 32 UCTPaXKyBare U pa3roj. Toa ce
KOMITaHUM Ha KOW HE MY HEJO0CTacyBaaT Mapd W KOM CBOETO paboTeme ro OazupaaT Ha JAUTUTAITHOTO
OIIKPYKyBambe.

HacripoTu cute THe MHBECTHIIMH TOJIEM JIe] Ha IOYETOK Ha MPUMEHaTa Ha BeIlTayKaTa HHTEIUTeHIIHja
HaJBOP OJI TEXHOJOIIKHOT CEKTOp € ce YIITe BO paHa, eKcrepuMmeHTanHa (asa. Bo cryaujara mro ja o6jaBn
Ino6anunor uuctuTyT McKinsey, “Bemirauka MHTENMIeHIMja CiIeHa UTUTAIHA TPaHUIA™, a Koja ondaka
aHanm3a Ha moBeke ox 3.000 koMmaHMM KOW Ce 3al03HA€HM CO BEIITAYKaTa MHTEIWICHLHja BO LEJIUOT CBET
YTBPJEHO € JIeKa KOMIIAHUUTE KOM Mel'y IPBUTE MIOYHAA CO MPUMEHA Ha BeIITayKaTa MHTEIMIeHIIMja OOUYHO ce
NOOJIMCKY 10 JUTUTAIHATa TPaHMLa, eKa ce Mel'y BoJeuknuTe (PMpMHU BO CBOMTE IPaHKH, ja mpuMenyBaat BU Bo

CUTC TCXHOJIOLIKU I'pylH, a4 UCTO TaKa Jia T 3rojicMaT NpuxXoAuTe U HaMaJlaT TPOIIOLUTE.

2http://ekonomski.net/pwe-vestacka-inteligencija-ce-podstaci-rast-bdp-a.html
Shttp://bif.rs/2017/10/kako-vestacka-inteligencija-moze-da-bude-od-konkretne-koristi-kompanijama/
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Komnanuute xou ce ymre He ja uMaaT BoBeeHO BU Bo moronem o0eM mity BO HajBaKHHOT CETMEHT O]
HUBHOTO padoTeme He ce yOeeHH JeKa IIOCTON apryMeHTalHja Bo npuiior Ha B HUTY ce yBepeHH BO TOa KaKBH
NpUHOCH OM MOJKelNe 1a OYeKyBaat o]l HHBecTHLMHUTE BO BU, mokaskaine pe3yaraTure o] HCTPaXKyBambeTo.

Bucoxopa3Buenute ekoHomMHHd, Kako Ha mpumep ['epmanuja, co Bucok B/III mo rmaBa Ha XuTen U
NpeU3BHULIN KaKo, Ha MpUMep, MOMyianyja Koja Op30 crapee, HCTO Taka Ke Mopa MoBeKe Ja ce HacouyyBa Ha
aBTOMaTH3alMja Ha 0a3a Ha BeIITayKa MHTEJIUICHLMja Kako OM MOXKeja a TY MOCTUTHE LIeJIUTE BO MOIJIe] Ha
B/I1. Oxony emna TpetuHa o npoektupanuoT b/II1 Ha ['epmanuja 3a 2030 rof. 3aBUCH O] 3rOJIEMYBamkETO Ha
HPOIYKTHBHOCTA, @ €/ICH OJ] HajBAKHUTE M3BOPHU HA NMPOIYKTUBHOCTA € aBTOMATH3annjaTa Ha 0a3a Ha BEIITa4yKa
uHTenurennyja. Paborure xou ce ob6aByBaaT Ha 0a3a Ha BeMITauKa MHTEIUTEHIMja OM MOXKeIle J1a ja 3rojeMar
npoxykTuBHOCTa Ha I'epmanuja 3a 0,8 o 1,4% rogumso.

Co Toa mTo e Mel'y IpBUTE 3eMjH KOja ja BOBEJIE BO yIoTpeda BellTaukaTa HHTENNTeHIrja, | epmanmja
0u MOXena oypH U Aa ja mpomaiin cBojara ues Bo norien Ha bJIII Bo 2030 rox. u Toa 3a 4%. Mefyroa noKoJKy
3eMjara mob6aBHO ja BOBEJIE BO yIIOTpeOa BelITauyKaTa MHTEIUTeHIH]a, a TPOTyKTUBHOCTA HE CE 3rOJIEMH 10 HEKOj
npyr nat, miaaupaduoT bII1 3a 2030 rox 6u Mmoxken na moTdpiu 3a eIHa TPETHHA.

Hcto Taka mpema U3BeITajoT Koj To nodapana Bnagara na Benuka Bputanuja Hej3auHata ekoHOMHja co
npuMeHa Ha BU ke 3a0enexu nopact on 837 munujapau foiapu Bo cinenuaute 20 roguan. Kopucremero Ha BU
ke joBeze /10 moe()MKacHO KOPHUCTEHE Ha PECypCHTE.

Ce paz0upa Toa He goara camo o] ceOe TYKY 3aBHCH 0J1 CeKoja 3eMja moce0Ho. IcTo Taka KOHCTAHTHOTO
UCTPaXKyBamke¢ M Pa3B0j U MOTTUKHYBamkhe HA KOMIIAHMHMTE HAa aBTOMarTH3aiuja 0apaaT OrpOMHU MHBECTHIIWH.
Benuka bpuranwja Bo MOMEHTOT ce Haora Mely BOJEUKHTE CBETCKM 3€MjU BO TIOTJIE[ Ha BeEIITA4KaTa
MHTEJIMTeHIIMja ¥ BO OBOj MOMEHT € BO TeK Op3a TpKa BO pa3BOjOT HA TEXHOJIOTHHUTE TaKa IIITO JIyF'eTO MOXKAT J1a

T'M KOPUCTAT HEj3MHUTE MPEAHOCTH Ha Ce MOrojeM Opoj HAuMHH.

3akay4dox

Moxe na ce 3akiIy4d JeKa apryMeHTalMjaTa BO BpPCKa CO NpPHMEHAaTa M Pa3BOjOT Ha BelTaykaTa
MHTEJIMIeHLIMja U TOA KaKo IOCTOH, T.€. McTaTa MOXe Ja Oue O KOHKPETHAa KOPUCT Ha KOMIIAHUUTE KOU Ce
CIPEMHH Ja ja ynorpedar BO pa3iMyHHU acleKTH Ha paboremero. CripeMa HCTpaxyBambara, KOMIAHUUTE KOH
Mery IpBUTE MOYHAa Jia ja MpUMEHyBaaT BeIUTaykaTa MHTEIWICHLH]ja U KOM NOKpaj 3HAYajHUTE IUTUTATHH
KalaluTeTH UMaaT U aKTUBHU CTPATErMH MOXKAT J1a ce mogaiaT co MorojaeMu NpoGUTHA MapruHu.

CekTopuTe KOM Ce€ Ha BPBOT Ha paHr-aucrata 1o MHAEKCOT Ha JUrMTaiM3alyja Ha JIjHOCTa Ha
I'mo6amauot nacTUTYT McKinsey, kKako Ha IpUMep BUCOKOTEXHOJIOIIKUATE U TEIEKOMYHHKAIIMCKUTE KOMITAHHH,
KaKo M OHUE KoM ce 0aBaT co JjaBame Ha (PMHAHCUCKH YCIYTH UCTO Taka ce U Mel'y BOJICUKUTE KOMITAHUH KOH ja
npumenniie BU 1 nmaar HajaMOMIIMO3HN MHBECTHUIIMCKH TTAHOBH.

Taka, Ha mnpuMep, TPOHW3BENyBaUMTe Ha aBTOMOOWIM ja Kopuctar BU 3a ma ro ynampenar

MPOM3BOCTBOTO W J1a pa3BHjaT BO3Wja 0e3 Bo3au J0jCKa KOMIIAHUUTE KOW J1aBaaT (PMHAHCHUCKU YCIYTH ja
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kopuctat BU Bo ¢yHKUMHTE KOM ce OAHECYBaaT Ha MCKycTBaTa cO KiHeHTHTe. DupMuTe KoM ce MmoBeke ja
kopuctat BU 1 cobupaar moBeke nofatonu ke Ouaart Bo rojiemMa npeIHOCT BO OJHOC HA OHKME KOU BO IpUMeHaTa
Ha B ponnar.

Wnnunara na BU ke 6une nnosatuBHa. CAJl u Kuna ycBomja HalMOHaJHHU CTPaTEIIKH IUIAHOBU CO
3Ha4yaeH Hariacok Ha B Bo Hekow ciyuan co MOAApIIKA Ha MHHULU]aTUBU 3a QuHaHCHpame Ha BU Bpennu
noBeke MuIHjapau gonapu. CIMYHU TaKBU CTPATEIIKH TIIaHOBH ycBouja u JyxkHa Kopeja u Benuka bpuranuja.

3HavajHaTa KOpPHCT € Ha JodaT Ha pakara. 3a MHOTY KOMIIAHMM, TOa NoJpa3z0mpa 3a0p3yBame Ha
AaKTUBHOCTH Ha TIOJIETO HA AWTHTANHATa TpaHcpopmauuja. Bemraykara nHTeIWreHIMja HEMa Aa JO3BOJIM Ha
KOMITaHUHTE 113 ja IPECKOKHAT (pa3ara Ha BOCIIOCTaByBambE HA JUTUTATHA OCHOBH HA IIPAaB HAUMH TYKY K€ MOpaaT
Jla TpuOaBaT COOIBETHH JUTUTAIHU CPECTBA M BEIITHHH KaKo OF MOXelle Jja ja IpuMeHyBaaT OBaa TEXHOJIOTH]a.

[pxaBure MCTO Taka MoOpaaT Ja ApKaT YEKOp CO OBHE MPOMEHU NPEKy YCBOjyBam€ 3aKOHH U
uneHTr(rKanyja Ha paboTHTE 3a KOM ITOCTOU HajTOJIeMa BEPOjaTHOCT JAa OMIaT aBTOMATH3NPAHH, a UCTO TaKa U
00e30enyBame Ha IpOrpaMu 3a MpeKBamuduKaIja 3a JIyfero yrja padoTa e Mo pU3rK OJl aBTOMAaTH3aIlHjara
nopanu npuMmena Ha BU. Ha BpaGoTenuTe Tpeba 1a UM ce 0BO3MOXKHM Ja CTEKHAT COOJIBETHH BEILTHUHH 32 12 HE

ce TpKaar TyKy Aa paboTar CO MalllMHHUTE.
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COBUPAILE HA ITOJATOIINA 3A ITOJIOKBATA HA
MAPIMHAJIM3UPAHUTE I'PYITH KAKO MOKHA AJIATKA BO BOPEATA
IMPOTUB JMCKPUMHNHALIMJATA U COIIMJAJTHATA HCKIYYEHOCT
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IIpod. n-p Aranac Koszapes, /I-p Po3a I'ypmemeBuk

Eeponcru Yuusepsumem Penybauxa Maxedonuja
AmnCTpakT

CHCTEeMaTCKOTO COOMpamke M aHATH3UPAmke Ha ceon(aTHH MOAATOIH 3a €IHAKBOCTA U PETHCTPUpAe HA CUTE
¢bopMr Ha UCKpPUMHHAIMja TPETCTaByBa MOKHA alaTka BO Oopbara TpOTHB IUCKpPUMHHAIMjaTa |
MCKITy4eHOCTa, KaKO ¥ BO PAaCBETIIYBAmHETO HA COCTOj0aTa BO KOja ce HaoraaT TPYIUTE KOU Ce U3I0KEHH Ha PU3HK
on muckpuMuHanyja. IlomaronmTe 3a mosokOaTa Ha MaprUHAIM3UPAHUTE TPYIMH BO CHUTE oONacTu Ha
OIIITECTBEHUOT JKHUBOT, KaKO IITO Ce BpabOTYBameTO, COIMjaHAaTa 3aIlTHTA, 3PABCTBOTO, 0OPa30BaHUETO,
JIOMYBambETO M IPaBOCYJICTBOTO, MPETCTABYBAaaT HEOIXOJCH MPEAYCIIOB 32 OOJIIMKYBambe U CIIPOBEIyBambe Ha
MEpKHTE 3a MPOMOIMja HA €IHAKBOCTA HAa CHTE rpafaHd, 0e3 orjiea Ha pacara, eTHHYKOTO MOTEKJIO, MOJIOT,
BO3pacTa, CeKCyaJHaTa OpHEHTaIlHja, MHBAJIMIHOCTA WM HEKOj Apyr craTyc. HemocTatokoT Ha oBHe TOAATONN
BJIMja¢ Ha MEPCHETO Ha CTENEHOT Ha JUCKPpUMHHAIMjaTa M HEEAHAKBOCTa, KAKO M Ha MPOCKTHPAHmETO Ha
e(UKacHU 3aKOHHM ¥ TIOJHMTHKH 3a OopOa MpOTHB TUCKpUMHHAIMjaTa. Bo MHOry ciydan BO 3eMjUTE IUPYM
EBporma, HEIOCTATOKOT HAa COOJBETHHU MOJATOIM 3a TOJ0XKOaTa Ha OCETIIMBUTE TPYIH NPETCTaByBa €JeH O]
TJIABHUTE TIOKa3aTelln 3a Hee(pUKACHOCT Ha MOJUTHUKUTE HA PaMHONPABHOCT W HEIUCKPUMHHAIU]ja BO CHUTE
00JacTy Ha OMIITECTBEHUOT KUBOT.

Kiayunu 300poBM: ocemausu epynu, ocemausu nooamoyu, NOAUMUKU HA eOHAKEOCM, OUCKPUMUHAYU]A,

COYUjanHa UCKIy4eHocm
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DATA COLLECTION ON THE SITUATION OF MARGINALIZED GROUPS
AS APOWERFUL TOOL IN THE FIGHT AGAINST DISCRIMINATION AND
SOCIAL EXCLUSION

Abstract

Systematic data collection and analysis of comprehensive data on equality and registration of all forms of
discrimination is a powerful tool in the fight against discrimination and exclusion, as well as in clarifying the
situation of groups at risk of discrimination. Data collection on the situation of marginalized groups in all areas
of social life, such as employment, social protection, health, education, housing and justice is an essential
prerequisite for the adoption and implementation of measures for promotion of equality of all citizens, regardless
of race, ethnic origin, gender, age, sexual orientation, disability or any other status. Lack of data collection affects
the measurement of the degree of discrimination and inequality, as well as the adoption of effective laws and
policies to combat discrimination. In many cases, in countries across Europe, the lack of adequate data on the
situation of vulnerable groups is one of the main indicators of the inefficiency of policies of equality and non-
discrimination in all aspects of social life.

Keywords: Sensitive groups, sensitive data, policies of equality, discrimination, social exclusion.

1. IIpamameTo HA JIECFTKHTUMHOCTA HA cOOMPabe HA NOJATOLM 32 eIHAKBOCTA U 3J10yNIOTPpedaTa HA TAKBUTE

MoAATOLH

JuckpuMuHaIjaTa ¥ HEETHAKBOCTA KOU C€ MPUCYTHH BO CUTE 00JIACTH HA OMIITECTBEHHOT KHUBOT CE
pe3yaTar Ha MHOIITBO (haKTOPH KOM JieNTyBaaT 3aeHo. THe NpeAn3BUKYBaaT HEraTUBHU MOCIIEINIH U IITEeTa Ha
MIPUITaJHULINTE Ha OJIpe/ieHa Irpyla BO OJHOC Ha OCTAHATHTE MPHUIAJHULM Ha HACENIEHHETO, KOM MOXar Ja ce
yTBp/IaT MO TAaT HAa KBAHTHUTATHBHU WM KBAIUTATUBHH CTYyIWH. TakBUTE CTYAMHM HAjYeCTO T'M OTKpPHBaaT
MOKa3aTeJINTE Kako MITO Ce: Pa3iMKWTE BO IUIATHTE Ha MPHUIAJHUIMTE Ha OJIpe/ieHa Ipyla BO OJHOC Ha
OCTaHATUTE CIIMYHO KBATM(HUKYBAHH MPUTIAJHUIIM HA HACEJICHHETO, PA3IMKUTE BO KBAIUTETOT Ha JIOMYBamhe,
pa3IMYHUTE HUBOA Ha 37paBje, HUBOTO Ha 00pa30BaHKe KO€ € IOHKWCKO OJ1 TPOCEYHOTO UTH. Y TBPIYBAmHETO Ha
CUTyallMUTe Ha HEEeJHAKBOCT, KOe caMo Mo cebe He JIOKaKyBa JeKa HEeJHAKBOCTHTE C€ pe3ylTar Ha
JTUCKpUMHHAIM]a, UMa ToceOHa BaKHOCT OWCjKM Ha TOj HAYMH UM CE TpYXa IOMOII Ha KpeaTopuTe Ha
MOJIMTUKUTE JIa YTBPIAT MEPKHU Ha TOJIPIIIKA HA TPYITUTE KOM C€ HAaoraaT BO HETIOBOJHA MOJI0xk0a, co e Ja ja

HaIMHWHAT ucTrarta. !

1 GLAUDE, M.: Eurostat /Directorate F, Director Social statistics and information society, 2007, p. 3.
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bes Mepeme Ha cTeneHOT Ha IOUCKPUMHHAIMja M HEEIHAKBOCTAa BO OMNIITECTBOTO HE MOXKEME Ja
ocurypame e(UKacHU pellleHHja Ha MpPOOJIEMHTE CO KOW HajuecTo C€ COOuYyBaaT NpPUIAJHHUIUTE Ha
MapruHANIM3MPAaHUTe W AUCKPUMUHHpaHWUTE TpynH. J[OKONKy HemaMe MOJaTOIH KOJKY POMCKH Jela ce
3alWIIaHu ¥ TOCETYBaaT HACTaBa BO YUMIIUILITE HE MOKeMe ehUKacHO Aa ce OopuMe MPOTHB Cerperanujara Ha
Pomute Bo obpasoBanuero. Bo obnacta Ha BpabOTyBameTo 0€3 MOCTOCHE HA MOJATOLM 332 €THUYKATa WIN
BepCKaTa MPUMAJHOCT Ha BpaboTeHUTE paboToAaBINTE HE OM MOXeIe J]a Kpenpaar u CIpoBeIyBaar epukacHu
TIOJIUTUKY Ha Pa3InIHOCT Ha paboTHata cuia. McTo Taka He € IOBOJIO CaMo KpeHpame U YCBOjyBambe Ha 100pH
AHTUIMCKPUMHUHAIIMOHH TIOJIUTUKHA ¥ MEPKH 3a O0pOa MpOTHB AMCKPUMHUHAIIM]aTa U UCKIyIeHOCTa, Oe3 HHBHA
edukacHa mpuMeHa. 3a Jia J03HaeMe JJalTd HAaBUCTHHA TAKBUTE IMMOJIMTHKH H MEPKH C€ CIIPOBETyBaaT BO IpaKcara,
MOTpeOHN HU Ce€ TONATOIM 3a COIMO-eKOHOMCKaTa cocToj0a Ha TPYNUTE KOM Ce€ UYeCTO JKPTBH Ha
JTUCKPUMHHAIIH].

Bo Opojum u3BemrTan Ha €BPOICKWTE MHCTUTYNWH, BKIY4YYBajKM TW W W3BemITanTe Ha EBpomnckara
KOMHCHja U AreHiijaTa Ha EBporickara yHuja 3a OCHOBHH MPaBa, JICTAITHO ¢€ YTBPACHU PHYHHNATE IOPaIU KO
COOHMpamEeTO HAa BAKBUTE MOJATOIM MOXE Jla TH YHAIIPEAHN aHTHIUCKPUMHHAIMOHUTE areHIu Ha Ap)kaBuTe. Bo
TOj KOHTEKCT aKTEpPHTE 3a 3aITHTa U IPOMOILIMja Ha €IHAKBOCTA BO OMIITECTBOTO HATJIaCyBaaT JeKa MOJaTOIHTe
3a JIHAKBOCTA M PETUCTPUPALE Ha CUTE (JOPMHU Ha AUCKPUMUHAIIM]a TTOCEOHO TIoMaraar Bo: a) 00e30e1yBameTo
Ha JIOKa3u Ha CYZIOBUTE BO CIIyYaWTe KOra ce padOTH 3a CHCTEMaTcKa JUCKpUMHHAIM]ja; 0) HHHOPMHUPAmHETO U
KpeupameTo Ha e(hUKacHH jaBHH MOJUTHKH; B) MPOLICHKATa Ha MOJUTUKUTE HA €IHAKBOCT M MHTErpaluja; I)
3roJeMyBambETO HA MHIUKATOPUTE 3a CJe/Iehe Ha TONUTHYKUOT HAPENoK UTH. MeryToa, 3a jKai, BO IIOBEKETO
EBPOTICKH JPKaBH, BKIYYUTEIHO U Kaj HAC, TAKBUTE MOJATOIM c€ MOBEKe HelocTacyBaaT M Ha TOj HAUYWH IO
JOBeJyBaaT BO TMpallamke HCXOJO0T Ha Oopbara MPOTHB JUCKPUMHHAIMjaTa BO CYAOBUTE, HEBIAJUHHUTE
OpraHu3alluy U TeJlaTa 3a MPOMOIIHja Ha €IHAKBOCT, KaKO U e()MKAaCHOCTa Ha jaBHUTE MOJUTUKY 32 60pOa MpoTHB
JIUCKPUMMHAIIM]a ¥ POMOIIH]ja HA TPUHITUIIOT HA €JIHAKOB TpeTMaH.2

EnHa o/ rIaBHUTE MPENpeKy 3a UMIUIEMEHTAIH]a Ha CTAHAPNUTE 3a COOUPame Ha ceon(aTHH MOIATOIH
3a MOTpeOMTE Ha CICACHE HAa eJHAKBOCTA M MEpPEHhe Ha CTENeHOT Ha JUCKPUMHHAIMjA € I[IHPOKO
pacrpocTpaneToto chakambe Mely Ip)KaBHUTE aKTepH W OPraHU3alMUTE HA IMBUJIHOTO OIIITECTBO JICKa
HAIIMOHAJIHUTE 3aKOHU 3a 3allTHTA Ha MOJATOIUTE 3a0paHyBaaT coOUparme Ha ,,0CETIHBH  MOJATOIM KOH IO
OTKPHUBAAT PACHOTO WK ETHUYKOTO MOTEKIIO, TTOJIUTHIKOTO MUCIICHE, BEPCKUTE WM PUII030(CKUTE YBEPYBakha,
YJICHCTBOTO BO CHHIMKATHUTE, TCHETCKUTE U OMOMETPUCKHTE MTOIATOIH, KAKO M MOJATOIH BO BPCKa CO 3/]PaBjeToO
Ha JIy'e€TO U CEKCYAIHUOT XHUBOT. MeryToa npaBoto Ha EY (BKIyd4nTENHO N HALIMOHAJIHUTE 3aKOHH Ha JPKABUTE
uyeHky Ha EVY), cemak n03BonyBa coOMpame Ha ,,0CETIMBH " MOJATOLM, MOJ OAPEIEHH YCIOBH IIPBEHCTBEHO
NpONHUIIaHu co oApendute Ha upektuBata Ha EBpornckuot napiaameHT u Coserot 95/46/E3 on 24 okroMBpH
1995 ronuHa 3a 3alITHTa Ha rparaHUTE BO BpCKa CO 00paboTKaTa Ha IMYHUTE MTOIATOLHU U CII000THOTO JIBUKCHEC
Ha TakBUTE mojaTon (JlupexTrBa 3a 3amTUTa Ha JUIHUTE TIOIATOITHN), a MOA0IHA cO oapenouTe Ha Ommrara

perynarvBa 3a 3alllTHTa Ha JTMYHUTE Nojarony Ha EBpornicknot napnament u Cosetot 2016/679 (ycBoena Ha 27

2Abdikeeva, A: Measure, Plan, Act: How data collection can support racial equality, ENAR 2014, p. 5.
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anpwi 2016 ronuna, a cramuia Bo cuia Ha 25 maj 2018 roxmHa) co koja e 3ameHera JlupekTruBaTa 3a 3alTHTa
Ha TMYHKTE nojaronu. Bo unenoBute 2a u 7 Ha JlupekTuBaTa 3a 3alITUTa Ha JIMYHUTE MTOAATOLHN OMIIO YTBPACHO
Jexa ,,00paboTkata Ha JUYHWTE MOAATOLHM, OJHOCHO MH(OpManmuuTe BO BpCKa cO (U3UUKOTO JIMIE KOE €
YTBPACHO WJIM MOXE Ja ce YTBpAHW (JIMIe Koe € MmpeaMeT Ha oOpabdoTkaTa Ha MOAATOLUTE) ITUPEKTHO WU
WHIUPEKTHO € JIETUTHMHA I10]1 CTPOTH yCJIOBH, BKIYYHTEIHO U IO YCJIOB JIMIETO KOE € MpeAMeT Ha 00paboTKa
Ha T0JIaTOLUTE Ja JaJI€ CBOja M3PedHa COrIacHoCT.

o cramyBameTo Bo cuia Ha OnimuTara peryJiaTHBa 3a 3alITHTa Ha TUYHUTE nojaTtonr JupekTusaTa 3a
3alTHUTa HA JUYHATE nmojaronu 95/46/E3 Ouna neHTpaieH 3aKOHOAABEH MHCTPYMEHT 3a 3alITHUTa Ha JIUYHUTE
nonatony Bo EY. MefyToa, co ornen Ha GakToT /ieka Taa He ycrealna Ja ro o0e30eau moTpeOHUOT CTETeH Ha
XapMOHH3alMja Ha 3aKOHOJABCTBOTO HA AP)KAaBUTE WICHKH Of 00J1acTa Ha 3aIITUTATa Ha JIUYHUTE ITOJATOLH CO
3aKOHOJAaBcTBOTO HA EY, HUTY mak ycneana na octBapu eukacHa 3alITUTa HA JUYHUTE OAATOLHU BO YCIOBUTE
Ha qurrTanuianyja u pa3eoj Ha UT uamycrpujata, EY mpucranmna koH peopma Ha IpaBHATA paMKa 3a 3aIlTHTa
Ha JMYHWUTE TOJATOLM CO YCBOjyBame Ha OmmTara peryjaruBa 3a 3alllTUTa Ha JIMYHATE MOJATOLM H
HupextuBara Ha EBponckuor mapimamednT u CoBeror 2016/680 om 27 ampunm 2016 roguHa 3a 3amrTura Ha
MNOEAVHIUTE BO BPCcKa co 00paboTkaTa Ha JIMUHUTE MOJATOLM OJ] CTPaHa Ha Ha[UIC)KHUTE OpPraHM 3a LEJIUTE Ha
CIpedyBame, UCTpara, OTKpUBAbE WM FOHEHE Ha KPUBUYHUTE JA€jIa WIN U3BPIIYBakhE Ha KPUBUYHUTE CAHKLIUU
¥ 3a cJ1000IHO JBIKEHE HA TAKBUTE MTOJATOLIH.

Bo cornmacHocT co wien 9, cras 1 Ha OminTaTa peryjaTuba 3a 3alliTUTa Ha JJUYHUTE [TOIaTOIH 3a0paHeTa
¢ obpaboTkara Ha ,,0CeTJIMBH  MOJATOLHN OJHOCHO ,,00pa00TKaTa Ha JIMYHHUTE MOAATOIM KOU T'O OTKpPHBAaT
PacHOTO MM €THUYKOTO MOTEKJIO, IIOJIUTHYKOTO ONpeAeIyBambe, BepckuTe win (puino3odcekurte yoeayBama nin
YJIEHCTBOTO BO CHHIMKATOT, Ka0 M 00pa0OTKaTa Ha TEHETCKUTE MOAATOIU, OMOMETPHUCKUTE MOJIATOIH CO eI
€/IMHCTBEHA HJICHTU(UKAIHM]ja Ha (PU3NYKOTO JIMIE, TOJATOIUTE 3a 3/[PaBCTBEHATA COCTOj0a HITH MOJIATOINTE 32
CEKCYaJIHUOT JKUBOT MJIM CEKCyalHaTa OpHeHTaldja Ha pu3nukoTo yuie. Merfyroa, wieH 9, ctas 2 Ha Omnmirara

peryjatvBa 3a 3allTUTa Ha JIMYHUTC IMOJATOLM IpaBU HCKIIYYOK OJ IMPAaBUJIOTO Ha CTaB 1, )Z[O3BOJ]}/BajI’<I/I

3Kora € Bo mpamame 06paboTKaTa Ha ,,0CETIMBH" TOJIATOIM JI0 CTAyBAaKeTO BO cuia Ha OIIITaTa peryiaThBa 3a 3alITUTa Ha JIMTHUTE
MOIATOLH JIp)KaBUTE WieHKH Ha EY HajuecTo ce moBMKyBase Ha 4ieH 8, cTaB | Ha JlupeKkTHBara 3a 3allTUTa Ha JMYHHUTE MOJATOLHU KOj
prima facie ro 3abpanyBa coOupamero Ha ,,0CETJIMBH TOJATOIN KOW r0 OTKPHUBAAT PACHOTO HJIHM €THHYKOTO MOTEKIIO, HOJMUTHIKOTO
MHUCIICHE, BEPCKUTE WM GUII030(CKUTE YBEPYBamka, WICHCTBOTO BO CHHAMKATUTE M 00paboTKa Ha MOAATOIUTE BO BPCKa CO 3[PaBjeTo U
CEeKCyaTHHOT KMBOT. Meryroa, wieH 8, ctaB 2 Ha JlupekTrBaTa IpaBu HCKIy4OK OJ] TPaBUJIOTO Ha CTaB 1, 103BOJyBajku 00paboTKa Ha
,,OCETJIUBH“ TIO/IATOLIH TIOJT OJIpEeICHH YCI0BH. Toa 3Hauu eka o0paboTkaTa Ha ,,0CeTIINBH " OAATOIM MOJKeE J1a Ou/ie 3aKOHNTA 0] YCIIOB:
a) JIMLETO YMH IOAATOLH ce oOpaboTyBaaT jAa Jajae CBOja M3pEYHa COTJIACHOCT 3a 00paboTKa Ha THE MOJATOLH, OCBEH KOra co
3aKOHOJIABCTBOTO Ha JP)KABHTE WICHKH € MPEIBUACHO JieKa 3abpaHara o cTaB | He MOJXKe Jia ce YKHHE Ha HauHMH JIMLETO YHHU MOAATOLH
ce o0paboTyBaaT aa nazie CBOja COTNIacHOCT; 0) 0OpaboTkaTa J1a € oTpedHa CO el U3BPIIYBamhe Ha 0OBPCKHUTE M TIOCEOHHTE TpaBa Ha
HaJ30pPHUKOT BO 00J1acTa Ha 3aKOHOJIABCTBOTO 32 BpabOTyBame BO OHaa Mepa BO KOja € T0a J03BOJICHO CO HAIIMOHATHOTO 3aKOHOIABCTBO
KOE TIpY’Ka COO/IBETHA 3alITUTa; B) 0OpaboTkaTa Aa e moTpeOHa Mmopaay 3alITHTa Ha BUTAIHUTE HHTEPECH Ha JIMLETO YUH MOAATOLHM Ce
00paboTyBaaT WM JAPYro JIMIE KOra JIMIETO YU MOAATOlM ce 00paboTyBaaT He € (PM3MUKM WM MPaBHO CHOCOOHO Ja Jaje CBoja
COTJIACHOCT; T) 00paboTkaTa Ja € CIpOBE/IeHa BO PAMKHTE Ha CBOMTE 3aKOHHUTH aKTHBHOCTH CO COOJIBETHA 3allITUTa HA YCTAHOBUTE,
3IpyKEeHHjaTa Wi HEKOoe JPYro Hempo(UTHO TeNOo CO MOJIUTHYKA, puino3odcka, BEpCKa WM CHHANKAIIHA LIeJ, U [0 yCIIOB 00paboTKaTta
€IMHCTBEHO J1a CE OJIHECYBa Ha WICHOBHTE Ha TeJaTa WM Ha JIMIaTa KOM Ce BO PEIOBEH KOHTAKT CO HEro BO MOTIJIe] Ha HUBHUTE LIENH, U
MOIATOLIMTE Ja He Ce OTKPHBAaT Ha TpeTa CTpaHa 0e3 COINIACHOCT Ha JIMLIETO YMM TOJaTolH ce 00paboTyBaat; a) obpaboTkara 1a e
MOBp3aHa CO MOJATONMTE KOM TH 00jaBWIIO JIMIETO YHU HOJATOLM ce 0OpaboTyBaaT WiM € MOTpeOHa MOpaad BOCIIOCTaBYBambe,
CIIpOBelyBame WM 010paHa Ha mpaBHuTe Gapama. Bua. Directive 95/46/EC of the European Parliament and of the Council of 24 October
1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data, 1995 (Article
8, paragraph 2).
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00paboTKa Ha ,,0CETIMBUTE® MOATOLM MOJ onpeaeHn ycnosu.* Toa 3HauuM jgeka Ap)kaBu wieHKM Ha EY
OBO3MOJKYBaaT cOOMpame Ha MOJATOIM 33 €IHAKBOCTA, CE JI0/IeKa TAKBUTE MOJATOLH CE JaJeHH JOOPOBOIHO U
BO COTJIACHOCT CO CTaHJIapJIWTe 3a 3allTHUTA Ha mojaTonute. 3a pasnuka on Jupekrusara 95/46/E3, Omnmrara
perynaTuBa 3a 3allITUTa Ha JIMYHUTE MOAATOLHY € MPaBHO 00BP3yBauyKa U JUPEKTHO MPHUMEHINBA BO APKABUTE
YJICHKH, IITO 3Ha4YM Jeka He Tpeba Ja ce TpaHCIOHHpAa BO HUBHHUTE HAIMOHATHHM 3aKOHOAABCTBAa. 3HA4ajHa
HOBHHA BO ofHOC Ha JlupektuBata € ¢akToT Aeka OmiuTara peryjiaTtuBa I'o cTaBa IHOEAWHEIOT BO IPB IJIaH U
HaMEeTHYBA LIeJ1 CIIMCOK Ha OOBPCKHU 3a 00e30eayBame Ha COOIBETHA MIPaBHA paMKa U IIPaBUjla HAa OJHECYBAE
Ha CUTE IPaBHU CyOjeKTH KOM Ce 3aHHMMAaBaaT CO JIMYHUTE MOJATOLM Ha rparanute Ha EY, He3zaBUCHO oX Toa
KaJle M ce Haora CeUIITETO.

[loxpaj JJupexTuBara 3a 3amtTuTa Ha JUYHATE IOAATOLH, OfHOCHO OmIiTaTa peryiaTuBa 3a 3alliTUTa Ha
JUYHUTE TOJATOIM, nupekTmBuTre Ha EY 3a emHakoB TpermaH (kako mTo ce [lupektnBara Ha CoOBETOT
2000/43/E3 on 29 jyau 2000 ronvHa 3a mprMeHa Ha MIPUHITMIIOT Ha €THAKOB TPETMaH Ha ITOeTHAINTE HE3aBUCHO
O]l paCHOTO WM €THUYKOTO MOTEKNIO — JlupexTuBa 3a pacHa enHakBocT; JupextuBara aa Coserot 2000/78/E3
on 27 moemBpu 2000 ronrHa 3a BOCIIOCTaByBamkE HA OMINTA PaMKa 32 €HAKOB TPETMaH MpU BPabOTYBamkETO H
BO Mpodecujata — JlupexTrBa 3a €THAKBOCT MPpH BpaboTyBameTo; Jupextusara va Coeror 2004/113/E3 oxr 13
nexkemBpu 2004 roauHa 3a MpuMeHa Ha MPUHIMIIOT HAa €JHAKOB TPETMAaH Ha KCHHUTE W Ma)KUTE BO IOTJICH Ha

JIOCTAITHOCTA W HCIopakata Ha Jo00pa m ycnyrw; U JlupekruBara Ha EBporickuor napiameHT u CoBETOT

4 O6paboTKaTa Ha MOCEOHM KATEropvH Ha JIMYHH MOJIATOIH € 3aKOHHTA aKO € UCIIOIHET €JIeH OJ1 CJIEJHUTE YCIIOBH: (2) JIMIETO Ha KOE CE
OJIHECYBaaT MOJATOLMTE JAJI0 U3PEUHa COIIACHOCT 3a 00paboTKa Ha THE JIMYHH MOAATOLM 3a €lHA MJIM TT0BEeKe KOHKPETHH LIeNH, OCBEH
KOTa MpaBOTO Ha YHHMjaTa WK MPaBOTO Ha JP)KABUTE WICHKH MPOIHIIYBa JieKa JIMIETO Ha KOe e OJJHECyBaaT MOAATOLUTE HE MOXeE Ja
oTcramu oj 3abpaHata oz c1aB 1; (6) o6paboTkara e morpeGHa IIopaan U3BPIIYBakE Ha JOJDKHOCTA U TIOCEOHUTE ITPpaBa Ha PAKOBOAUTEINIOT
WM JIMIETO Ha KOE ce OJHEeCcyBaaT IOJaTOLUTE BO 00jacTa Ha MPABOTO Ha BPabOTyBame M NPABOTO Ha COLMjalHO OCHIYPYBame H
COLIMjaJIHA 3alITHTA, aKO TOA I'0 J03BOJIYBa MPABOTO HA YHHjeaTa WM APXKaBUTE WICHKH WIN KOJEKTUBHUOT JOTOBOP BO COIIACHOCT CO
NPaBOTO Ha JAP)KaBUTE WICHKH KOE MPOIMIIYBa COOJIBETHH 3aIITHTHH MEPKH 32 OCHOBHHUTE IIpaBa M MHTEPECH Ha JIMIETO Ha Koe ce
oIHecyBaaT mozgarouuTte; (B) oOpaboTkara e moTpeOHa MOopaay 3allTHTa Ha KABOTHUTE MHTEPECH HA JIMIETO HA KOE ce OJHecyBaar
HOJATOLMTE WIM APYTo JIMLE KOTa JMIETO Ha Ce OAHEeCyBaaT nojaTtonuTe GU3MYKH WIH NIPAaBHO HE € CHOCOOHO Ja AaJie COrICHOCT; (T)
00paboTKaTa BO paMKHTE Ha CBOMTE JIETHTUMHH HHTEPECH, CO COOJIBETHH T'apaHIINH, ja BpIIH (oHIANHN]a, 3APYKEHIE HITH OHIIO0 KOE APYTO
HenpoQUTHO TEJIO CO MOIUTHYKA, (uio3odcka, Bepcka WM CHHIUKAIIHA Lel, M Toa 110]] ycJIoB 00paboTKaTa ja ce OHeCyBa UCKIyYHBO
Ha WICHOBUTE Ha TOA TEJIO WM Ha JIM[A KO UMAaT PEIOBHH KOHTAKTH CO HEro BO BPCKa CO HETOBATa I1eJT M JIMYHHUTE HOJIATOLH Ja He ce
OTKpHBaaT HAaJBOP O TOA TeJO Oe3 COTNIACHOCT Ha JIUIETO Ha KOe ce OJIHecyBaaT momarouure; (1) oOpaboTKkara ce OHeCyBa Ha JTMYHH
HOJATOIM 3a KOM € OYHIJIHO JeKa T'M 00jaBMIIO JIMLETO Ha KOe ce OojHecyBaaT mnojarouute; (f) oOpaboTkara € HEONXOJIHA 3a
BOCIIOCTABYBamk€, OCTBapyBame MM OJ0OpaHa Ha MpaBHHUTE Oapama MM KOra CYIOBHTE IOCTAaIlyBaaT BO IPAaBOCYTHO CBOjCTBO; (€)
o0paboTkara € HeOIX0/iHa 3a IIOTPeOUTEe Ha 3HAUAjHUOT jaBEH MHTEPEC, HA OCHOBA Ha MPABOTO HAa YHHjaTa WM IPABOTO HA JPKaBUTE
YJICHKH KOE € CPa3MEPHO CO CaKaHara LeJl M CO KOe Ce MOYUTYBa CYIITHHATA Ha MPaBOTO Ha 3allTHTA Ha MOJATOLMTE U ce 00e30eayBaar
NMPUMEPEHH M MOCeOHM MEpKH 3a 3alliTHTa Ha OCHOBHUTE IIpaBa M HHTEPECH HA JIMIETO Ha KOE Ce OJHeCyBaaT Iojarouute; (k)
obpaboTKkaTa € HeonmXxo/Ha 3a NOTpeOHTe HA MPEBEHTHBHATA MEIWLIMHA WM MEIUIMHATA HAa TPYAOT MOPAJaAM MPOIeHKa Ha paboTHaTa
CrIOCOOHOCT Ha BpaOOTEHUTE, MEANIIMHCKATA [IMjarH03a, PYKamke Ha 3[paBCTBEHA HJIM COLIMjaJIHa 3aIlTHTA W JICYCHE HIIH YIIPABYBaHke
CO CHCTEMHTE U yCIIyTHTE Ha 3/[paBCTBEHA MM COLMjAJTHA 3allTHTA HA OCHOBA Ha IPABOTO Ha Y HUjaTa WM IPABOTO Ha JIP)KABUTE WICHKU
WK BO COIVIACHOCT CO JIOTOBOPOT CO 3APaBCTBEHHOT PAaGOTHHK M CIIEICTBEHO CO YCIIOBHTE M MEpPKHMTE Ha 3allTHTa Of cTaB 3; (3)
obpaboTKkaTa € HEeONmxoJHa O] IPUYMHA Ha jaBHHOT HMHTepec BO obracta Ha jaBHOTO 3/paBje, Kako IITO € 3allTHTa O] CEPUO3HH
NPEKYrpaHNYHU 3aKaHU 3a 37PaBjeTo WiK 00e30e/lyBambe Ha BUCOKH CTaHAApAN Ha KBAIUTET U 6e30€HOCT Ha 3paBCTBEHATA 3AIUTUTA U
JIGKOBHTE M MEIHUIMHCKUTE CPEACTBA, HA OCHOBA Ha MPABOTO Ha YHHMjaTa WM NPABOTO Ha JP)KaBUTE WICHKH CO KOE CE MPOMMIIYBaaT
COOZIBETHHU M ITOCEOHN MEPKH 32 3allTHTA Ha MpaBaTa U cII000ANTE Ha JIMLETO HA KOE Ce OJIHECYBAaT MOAATOLUTE, a IIOCEOHO UyBambe Ha
npodecroHanHaTa TajHa; (s) 00paboTKara ¢ HEeONMXOJHA 3a MOTPeOUTE Ha apXMBHPAKE BO jaBEH WHTEPEC, MOTPEOUTE HAa HAYYHO WITH
MCTOPHUCKO UCTPaXKyBare WK CTATUCTUYKHU MOTPEOU BO COIIACHOCT €O wieH 89, cTaB | Ha OCHOBA Ha NMPaBOTO HAa YHHUjaTa MM PABOTO
Ha IPKaBUTE WICHKH KOE € CPa3MEepHO CO CaKaHaTa IIeJl CO CO KOe Ce MOYMTYBa CyLITHHATa Ha IPABOTO Ha 3allTHTa HA MOJATOLUTE
o06e30eryBaaT IpUMEPEHH 1 ITOCeOHN MEPKH 3a 3allITUTA HA OCHOBHUTE NPaBa M MHTEPECH Ha JIMIETO Ha KOE CE OJJHECYBAAT MOIATOLUTE.
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2006/54/E3 on 5 jynu 2006 roguHa 3a MprMeHa Ha MPUHLUIIOT Ha €IHAKBU MOKHOCTU U €IHAKOB TPETMaH Ha
MaXXHTE W J)KCHUTE BO Mpallamara Ha BpaOoTyBame U npodecujata — JlupekTrBa 3a pojioBa paMHOIIPABHOCT)
UCTO Taka coApxar pedepeHny 3a coOupame Ha CTaTUCTWUKH mojmaTonu. Ha mpumep, maparpad 37 Ha
npeamOynata Ha JlupexrtuBata Ha Coeror 2006/54/E3 mponwminryeBa neka ,,3a IoaoOpo pa3dupame Ha
Pa3IMYHOTO MOCTANyBalkEe CIpeMa MaXHUTE U )KEHUTE BO Mpalllamkara Ha BpadoTyBame U paboTa, Ou Tpedaio u
MOHaTaMy Jia ce U3paboTyBaar, aHaJM3Upaar U Jla ce CTaBaT Ha Pacrojarame Ha COOBETHH HUBOA CIIOPEITUBH
CTaTUCTHUKH PACUIICHETH CIpeMa MoJoT.

Bo Teopmjata moctojaT TiegumuTa Aeka coOMpameTO Ha MOJATOLHM 3a €IHAKBOCTa He Mozpasdmpa
BOBE/IyBamb-€ Ha HOBU CTPYKTYPH, IITO OM 3HAUEIIO U3JIOXKYBAmbE Ha Jp)KaBaTa Ha JOMOJIHUTEIHH TPOIIONH, TYKY
peBU3Mja Ha KaTETOPUUTE KOM TMPH CEKOj HACTaH MOMHHYBaaT HU3 MPOIECOT Ha PEBHU3Hja, HA MPUMEp 3a CEKOj
HONHC WM TIPOIIEC Ha COOMpam-e Ha MOAATOIH (3 AMUHUCTPATUBHU PETHCTPH, HCTPAXKyBama Ha JOMAaKHHCTBATA,
BpaboTeHocTa u ci1.) Taka Ha mpuMep ucTpakyBameTo Ha EY 3a paboTHara cuia koe 00e30eryBa moaaToIH BO
BPCKa CO BpaOOTYBAamETO 0OJ1 CHTE JAp>KaBH WICHKH Ha EY ncToBpeMeHO i pacuiieHyBa I0JaTONUTE IO BO3PacT
1 11oJ1. Bo 0BOj ciry4aj 3a mennTe Ha NOJMUTHKHATE Ha €JHAKBOCTA MOXAT J]a CE J0JaIaT M KaTEeTOPUHUTE KaKO IITO
ce eTHUYKA WJIM BEPCKa MPHUITAIHOCT CO IIeJ J1a ce YTBpAAT M U3MepaT nojapadjata Ha mporpec, 0e3 IpH Toa 1a ce
JI0/1aBaaT HOBM MHIMKATOPH MM TIpamama.’ MelyToa, Of mpakcara Ha 3€MjUTE KOM MMaaT Pa3sBUEHO J100ap
CHUCTeM Ha coOupame Ha mojartonu (Ha mpumep DuHCKa) Tpou3ieryBa JaeKka COOMPameTO Ha MONATOLH 3a
€/IHaKBOCTa Cemak 0apa OApeNeH M3HOC Ha PEeCcypcH KaKo IITO ce MEepPCOHANOT, CTPyYHOCTa W (pUHAHCHUCKUTE
peCypcH, BKIIYYHTEIHO M 3HAEHETO, KOM YECTO HEA0CTacyBaar.®

Haxo cucteMaTckoTo coOMpame Ha MOJATOIH 3a €AHAKBOCTA IIoMara BO YTBPAYBamkETO Ha Pa3TUUHUTE
o0NMIM Ha JAWCKPUMHWHAIM]A, JOKAXYBAaKETO Ha JAUCKPHUMHUHANMjaTa BO CYJOBHTE M KpPEHPameTo Ha
AHTUMCKPUMHUHAIIMOHHUTE TMOJUTUKA W areHjad, 4ecTo ce CllydyBa Jia JojJe 10 3J0ynorpeda Ha BaKBHTE
MOJATOIM W TOA Ha ITETa HA JUCKPUMUHHPAHUTE TPynu. TakBUTE TUCKPUMHHHUPAYKU MPAKCH, KaKO IITO CE
pacHoTo podrIHpame U HelpaBUIIHATA YIOTpeOa Ha TMYHUTE OCETIIMBY MOIATOIM O/ CTpaHa Ha MOJIHIIMjaTa,
KoM ce BooOMuaeHM BO EBpoma, JomprHecyBaaT KOH 3rojieMyBame Ha HeloBepOaTa Ha MalIMHCTBaTa BO
cobupameTo Ha ojaronute. PacHoTo npoduimpame € TMCKpUMUHHUPaYKa Tpakca Koja BOJM KOH HEeJJHAKBOCT
Kako pe3yiraT Ha CTHTMaTH3alMja Ha IieJa rpymna Ha Jiyre. EBporckara KOMHCHja NPOTHB pacH3aM M
Hetonepanija (EKPU) nmox mouMoT pacHo npoduimpame mojapa3dupa CUTyallud BO KOW ,,IIOJIAIHjaTa TpU
BPIIIEHETO Ha CBOjaTa JIOJDKHOCT, 0€3 HUKAaKBO 00jEKTUBHO HIIM Pa3yMHO OIIPaBAyBamkbe, ja KOPUCTH pacTa, 6ojara
Ha KO)Kara, ja3UKOT, BEPOHUCIIOBECTA, HAIMOHAIIHOCTA, OJHOCHO HALMOHAIHOTO MJIM €THUYKOTO IOTEKIIO KaKo
OCHOBA 3a CIIPEOBE/YBAbE Ha KOHTPOJIHH, HAJI30PHU WM MCTPAKYBAUKH aKTHBHOCTH. !

Enna on riiaBHUTE pa3iiuKy MoMery COOMPameTo Ha IOJIATONH 32 €JHAKBOCTA U OCTAHATUTE MPAKCH BO
KOM 4ecTO Jloara 10 370ynoTrpeda Ha MMOJATOLMTE € MOYUTYBambe Ha OCHOBHUTE NPUHIIMITK Ha KOM CE€ 3aCHOBA

CO6I/IpaH>€TO Ha 1moaaTronuTe, a moceOHO NPUHIHUIIOT Ha CaMOI/IHCTHI/I(i)I/IKaLII/Ija " MMPUBATHOCT HA MOCAUHIUTEC.

5ENAR, EQUALITY DATA COLLECTION: FACTS AND PRINCIPLES, Open Society Foundations, 2015.

6 Mayrhofer, M.: DOBRE PRAKSE U PRIKUPLJANJU PODATAKA O (NE)JEDNAKOSTI, Zagreb, 2017, str. 33.
" ECRI General Policy Recommendation N°11: Combating racism and racial discrimination in policing, 2007, para. 1.
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Bo ciryuante Bo kou goara g0 310ymnorpeda Ha MOJATOLMTE, KAKO LITO € CIydaj cO pacHOTO MpoQuiInpame, He
ce MOYHTYBa NPUHLMIOT HA CaMOWACHTHU(HKALMja, HUTY MaK ce JaBa rapaHivja Ha eJHakBocTa. Bo Toj
KOHTEKCT, BaKHO € J1a ce HallOMEHe MOJAEJIOT Ha coOMpame Ha IMOAaTOLH KOj To mpeayara EBporickaTta Mpexa
nporuB pacuzam (EHAP) koj ce 3acHOBa Ha IECT KITyYHH TPHHIIHIIN:

1) Camoudenmugpuxayuja — nnentudukaujara Tpebda nqa Ouge 3aCHOBaHA Ha MOCIMHEYHO MHUCIICIHE Ha
Cy0jeKTOT Ha MOJATOIIUTE BO BPCKa CO HEj3MHOTO/HETOBOTO €THWYKO WIJIM PACHO MOTEKIIO WM HEKoja Apyra
3aIITUTEHA KapaKTePHUCTHKA;

2) Jlobposonno yuecmeo — CeKoj TOSIUHEI] UMa MPaBO a OMpa BO COOpameTo Ha momatomu (Hema
nmoTpeda 1a ce OCTUTHE KOHCEH3yC Mel'y CHUTe 3aeTHHIN/TIOEINHITN ), M HUKO] HE MOXKe Ja Onjie MpHUCHIIeH /1a
00e30enn ocemmBH nojarory. IloenuHnure na OMmaT W3BECTEHM JEKa HEYyYECTBYBAHETO BO IPOIECOT HA
coOupame Ha OAATOIM HEMa Jla IPeIN3BIKa HUKAKBH HETaTHBHU MOCIICINLIN;

3) Tajnocm na nuunume nodamoyu - OCETIUBHUTE TIOJATOLM CEKOralll Tpeba /1a ce TpeTUpaaT J0BEPIUBO.
Toa mompa3dupa aHOHIMH3ANH]ja HA CUTE MHPOPMAIIMK BO BPCKA CO OCETIMBHUTE TIOJIATOIIH;

4) Ungpopmupana coznacnocm — CEKOj MOEAUHEI] Aa NOOWE jaCHU, TPAHCIAPEHTHH HH(MOPMAIMH BO
BPCKa CO IIeJITa Ha COOUPAmETO HA MOJATOIUTE M 32 OCHEPUIIMUTE M PU3UIUTE OJ HUBHOTO y4ecTBO. [loToa
Tpeba na OunaT mpalraHy Jajiv ce CIIPEMHH J1a 1afaT CBOja COTIAaCHOCT WM HE;

5) Yuecmeo na 3aednuyama — rpynute Ko ce W3JI0KSHU HA PU3HK OJ] TUCKPUMHHAIIMja TpeOa aKTUBHO
Jla y9ecTByBaaT BO TEKOT Ha LIEJIMOT MPOILIEC, TUPEKTHO HITH CO MOCPECTBO Ha pENpPE3eHTATUBHH OpTaHU3alIlH,
noceOHO BO MoOrJe Ha JeUHUpPAmkEeTO Ha KaTeropuuTe, aHAIM3UTE U eBajlyalyjaTa Ha coOpaHUTe TOAATOLH,
KaKo W IIMPEHETO Ha TIOAATOLUTE;

6) Ilosexexpamuu ocnosu/udenmumemu — Cy0jeKTUTE Ha TIOAATONNTE Tpeba 1a UMaaT MmpaBo Jaa Oupaar
MOBEKEKPaTHH U MHTEPCEKIIMOHATIHUA HJCHTUTETH W Tpeba Ja ce OBO3MOXKH KOMOWHAIMja Ha OCHOBUTE IPH
anHanusa Ha mojaronure.®

Hako moBekeTo eKCIepTH CMEeTaaT JieKa COOMPAmEeTO Ha MOJATOLM 32 €THAKBOCTA HE JlaBa TOYHA CIIMKA
3a TUCKpPUMUHAIMjaTa co OrJie/l Ha (haKTOT JeKa HajuecTo e 3acHoBaHO Ha ad hOC ocHOBY Ha TUCKpUMHHALjA U
MHOTY 3€MjH BO CBETOT HEMAaT yCBOCHO IMOJHUTHKH Ha COOMparme Ha IOJIaTOIM, BA)KHO € Jla Ce HallOMEHE JieKa
J0OMBaETO HA BEPOJIOCTOJHU U 00jeKTHBHH MOIATOIM 33 PAa3IMYHUTE aCIIEKTH Ha TMCKPUMUHALIMjaTa € JajeKy
0]1 JIecHa 3aJa4a. AKO ce 3eMaT BO MPEIBHI Pa3IMYHHUTE OOJIHMIM Ha AUCKPUMHHALM]A (JUPEKTHA M MHUPEKTHA,
BO3HEMHPYBam-E, YIATCTBa 3a AUCKPUMHHALIM]A U CII.), KaKO U (PaKTOT JieKa JUCKPUMHHAIIMjaTa ce OJIBUBA BO
pa3nuuHH cepy Ha OIIITECTBEHUOT KUBOT (BpabOTyBame, 3ipaBCTBO, 00pa30BaHKe, JOMYBAbE, IPYKambe Ha
YCIIYTH U CJL.), COCEMa € jacCHO JIeKa MOBEKETO MOJIENIM Ha COOMpare Ha OAATOLN HE C€ IPUMEHIIMBH BO OHOC
Ha CHUTE OCHOBM Ha JUCKpUMHUHAIMja (KAaKO IITO ce, Ha MPUMEpP, MHBAJIHMIHOCTA, BO3pAcTa WIIM CEKCyaHaTa
opHeHTaIMja). 3aToa MOCTOM MoTpeda O] MPeB3eMame Ha CEPUO3HHM HAIIOPH 3a PEBUANPAE Ha COOMPAHETO Ha

nonaTonu.’

SENAR, COMBATING INEQUALITY AND DISCRIMINATION IN EMPLOYMENT: Data collection as a necessary step to plan
action, Open Society Foundations, 2015, http://www.enar-eu.org/IMG/pdf/edc-business_factsheet final.pdf.

9 Study on Data Collection to measure the extent and impact of discrimination in Europe Final Report 7.12.2004, p. 4, http://edz.bib.uni-
mannheim.de/daten/edz-ath/gdem/04/collection%20data.pdf ;
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Bo mpakcara HajuecTo ce 3acTaleHHM CICAHUTE MOJCIM Ha COOMpame Ha TOJAaTOIU: COLMjaTHH U
€KOHOMCKH CTaTUCTHKH, CTaTUCTHKH Ha HAI[MOHAJIHUOT MpaBeH CUCTeM (KaKO INTO C€ CTATUCTHKHUTE Ha
TIOJIUITUCKUTE U3BEIITAN 32 KPUMUHAN ), HCTPAKyBarbha 33 JKPTBUTE HA TUCKPUMHHAIU]A U IPYTUTE TAPTeT TPYIIH,
UCTpaXxKyBamka Ha CTaBOBUTE, TCCTHPAamE Ha JUCKPUMHUHAIMjaTa, KBAIUTATUBHU HCTPaKyBama (Kako IITO Ce
CTYJUHUTE Ha CIIy4aj), 1a00paTOPUCKU EKCIICPUMEHTH U BHATPEIIIHA CBUICHIM]a O]l CTpaHa Ha OMOyJICMaHUTe,
CIICIMj AJTU3UPAHUTE TEJIa, CIISIHjAIM3UPAHUTE HEBJIAJUHHI OPTaHU3alliK U jJaBHUTE U IPUBATHUTE OpraHU3aIiu
u xommanuu. CUTe OBHE MOJEIM WMaaT CBOM MPEIHOCTH W OrpaHWdYyBama. Ha mpumep, conujaiHuTe U
€KOHOMCKHTE CTaTHCTUKH MOJXAT Ja 00e30e1aT BaxkKHA MH(OPMAITUH 33 EBEHTYAIIHO HETMIOBOJIHATA TI0JI0kK0a Ha
YJICHOBUTE HA OJ[peJicHa Ipyra, HO JUPEKTHO HE MEeparT JIO KOj CTENeH HEMOBOJHATA TMOJ0XkO0a € pe3ysraT Ha
muckpuMuHaija. Cute MOAENr Ha cCOOMpame Ha TMOJATOIM Ce CMETaaT 3a KOpHCHH. MeryToa, eKCIepTHTe
HarjacyBaaT Jieka ymoTpebaTa Ha TapreT HCTPaXyBama, Kako IITO Ce AaHKETHTE W TECTHPAmEeTO Ha

JUCKpUMMHAIHMjaTa, 06e30e1yBa HajI00py HHIMKATOPH 33 MEPEH-E Ha JUCKpMMHUHALHjara.

2. CoOupame HA IOJATOLM 32 eJHAKBOCTA BO €BPOIICKUTE APKABH

Op mpaBHaTa pamka Ha EVY npowusnerysa aexa nupextusute Ha EY moBeke 103BOTyBaaT, OTKOJKY IITO
Oapaar oj Jp’KaBUTE WICHKH Ja coOMpaar mojaTony 3a eaHakBocTa. Of Apyra cTpaHa THe ja oxpaOpyBaaT
yrmoTpebaTa Ha CTaTUCTHYKH JOKa3u, MOCEOHO KOora € BO IMpallalke AOKAKYBamEeTO Ha WHIWPEKTHATa
muckpumuHanja. OOBpckata 3a coOupame Ha MoJAaTON! 32 €JHAKBOCTA WM TUCKPUMHUHAIM]aTa He € JUPEKTHO
3a0esie)kaHa HU BO JIPYTMTE MEIYHapOJIHM MHCTPYMEHTH 3a YOBEKOBU IpaBa. MeryToa, BO U3BEIITajOT Ha
CrenyjanauoT n3BectyBad Ha OH 3a coBpeMenuTe hopMu Ha pacusaM, pacHa JUCKPUMHUHAIIN]a, KCeHOGoOUja 1
CIIMYHA HETOJIEPaHIINja, CE BEJH JIEKA ,,[...] ETHUUKUTE TTOAATOLM MOXKE JIa Ce CMEeTaaT Kako €Ha KOMIIOHEHTa
Ha MPaBO Ha HeJUCKpUMUHANHM]A. [...] pkaBaTa nMa 0OBpCcKa Jia 00e30e11 eTHAKBOCT 1 OM OWJIO BO pell Toa Ja
ce TOJIKyBa Ha HaYMH KOj ja BKIIy4yBa JOJDKHOCTA 332 COOMparhe U aHau3a Ha MOJIATOIH BO BPCKa CO €THHUYKATA
NPUNATHOCT, CO e Ja ce MACHTU(HUKYBaaT HEEJTHAKBOCTUTE U Jia ce cielu eUKaCHOCTa Ha MEPKHUTE 3a
oTCcTpaHyBame Ha HeeanakBoctuTe (I'enepanno codpanue na OH 2015, maparpad 18).1

Bo cormacHocT co o0Bpckara Ha npkaBuTe WwieHkH Ha EY na ro ycoriacar cBoeTo 3aKOHOABCTBO CO
eBpOIICKOTO (cuTe apkaBW wieHKH Ha EY ja TpaHCrOHMpase BO CBOETO HAI[MOHAIHO 3aKOHOJABCTBO
JlupekTuBara 3a 3alliTHTa Ha JIMYHHUTE MOJATOLM), CUTE JApKaBH WieHkH Ha EY coOupaar momaroum 3a
€/IHAKBOCTA, BKIIyYHTEITHO ¥ ITOJATOIM KOH I'0 OTKPHUBAAT PACHOTO MIIM €THHYKOTO IOTEKJIO, CO KOPUCTEHE Ha
QITCPHATHBHU KaTETOPUM KaKO INTO C€ JP)KaBjaHCTBOTO, JApKaBaTa Ha parame, Jp)kaBaTa Ha parame Ha
poauTenuTe, ja3MKOT KOj ce 300pyBa BO CEMEjCTBOTO, MUTPAHTCKOTO MOTEKJIO0 W umero. Ox apyra crpaHa
HOJATOIMTE KOW CE COOMpaaT Mo MaT Ha jaBHUTE CTATHCTHKU WM CHEHU(PUYHHUTE NPALIATHUIM PETKO Ce

KOpHuCTaT 3a HOTp€6I/IT6 Ha €IHAKBOCTa H HCZ[I/ICKpI/IMI/IHaI_II/IjaTa, MOCeOHO BO MMPUCTAIIOT Ha €KOHOMCKUTC U

10 |bid., p. 4-5.
11 Mayrhofer, M., op.cit., str. 6-7.
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couujanuute npasa.'? Ce 10 cTanmyBameTo Bo cuia Ha OmiuTara peryjiaTusa 3a 3alITUTa Ha JJMYHUTE MOaTOLH
Bo Maj 2018 roguna, HAMOHATHUTE 3aKOHU 3a 3aIUTHTA Ha JMYHUTE NOJATOUM Ha Ip)KaBUTE WieHKH HA EY He
OwuJie BO MOTIIOJIHOCT YCOTJIACEHHU cO NpaBoTo Ha EY. Mef'y HUB mOCTOM OApe/ieH CTENeH Ha BapHjalyja ITo ce
JODKM Ha Pa3IMYHOTO TONKYBame Ha onpendute Ha JlupekTwBara 3a 3alTHTa HA JIMYHUTE TOAATOLH.
[NoenuneynnuTte MCTpakyBamaTa Ha HAMOHAIHUTE 3aKOHU 3a 3allITUTA HA JIMUHUTE TOAATOLM Ha JPXKABHUTE
YIEHKH TIOKa)XyBaaT JleKa IMOBEKeTO Ap)kaBHW WieHKH Ha EY He ja mMCKiydyBaaT MOXKHOCTa 3a 00paboTKa Ha
OCETJINBUTE ITOJATOLM HAa OCHOBA Ha JlaBamke Ha COIJIACHOCT Ha cy0jeKToT Ha moxaTtouure. Ho cemak, Hekou
Jp>KaBY WICHKH ja OrpaHUYyBaaT ynorpedaTa Ha TaKBOTO MPaBUJIO, HA IPUMEP CO 0JABaEkE Ha TOMOJHUTEIHI
KpUTEPUyMH. 1

Bo peBuampanara Bep3uja Ha EBpOICKHOT mpupadHuK 3a MoaaTonuTe 3a exHakBocta oa 2016 rogmaa
Makkonen (Makkonen) Benu feka ,,iako CHTE €BPOIICKH JAP)KaBH MPEB3eMalic HEKOW WHHITH]aTHBH 38 COOMPAHE
U ymorpeba Ha IMOAATOIM 3a E€IHAKBOCT, C€ YIITe MMa MpoOIeMH BO HEKOJIKY acleKTH: COOWpameTo Ha
NOJATOLUTE HE € CUCTEMATCKU [UIAHMPAHO WM U3BEIEHO; Ce TOKaKyBa TEHACHIM]a 3a IEPUOIUIHO COOUpame
Ha M0aTOLM KO€ HE € MOCTOjaHo; MMOJATOLMUTE Ce OIPAaHUYEHU CaMO Ha HEKOUW OCHOBM Ha JWMCKPUMHUHALW]a;
WHIMPEKTHUTE TIOKA3aTelI YKaKyBaaT Ha (PakTOT JeKa pe3yITaTUTE HE Ce PENPE3CHTATUBHY 3a LielHAaTa TPyIa;
nojaronure ce GOKyCUpaHH Ha OJpPEACHU 00JacCTH Ha KHBOTOT U OBO3MOXKYBaaT caMo orpaHuyeH yBua.“ Of
THE MPUYMHU BO MOBEKETO E€BPOICKH JPKaBH M MOHATaMy HEIOCTACYBa CHCTEMATCKO, TOYHO M ceom(aTHO

cobuparbe Ha ImogaTony 3a (He)eqHakpocTa. '

3. Cobupame Ha MOAATOIHU 32 eAHAKBOCTA BO PenmyOiuka MakenoHuja

Perny0srika Makenonuja Bo 2010 roauna goHea 3aK0oH 3a CIpevyBamke U 3allITUTa O/ JUCKPUMUHAIIH]A,
IITO MIPETCTAaByBa 3HAYaCH YEKOP Ha 3eMjaTa 3a pa3Boj Ha 3aKOHOJaBHATA M MHCTUTYIIMOHATHATA paMKa 3a Oopoa
NpOTHB AMCKpUMHHaIMja. Bo cormacHoct co CrparerujaTta 3a eaHakBocT UM HequckpumuHanja 2016-2020 u
u3BemrTante Ha EBporickata komucuja, apxaata Bo 2016 rogmHa mpucTaniia KOH U3MeHa Ha 3aKOHOT 3a
CIpeuyBame U 3allITUTA O] IUCKPUMHUHAIIM]ja ¥ TOATOTOBKA HAa HOB MIPEUIOT 3aKOH KOj Tpeba 1a Ouie ycoriaceH
CO MeryHapOJHHTE CTaHAapau U Ja 00e30eny moedukacHa 3amTUTa oA IucKpuMuHaIja. Co men MOTHOIHO
yCcorllacyBame Ha 3aKOHOJIABCTBOTO Ha JipJkaBara O/ oOyiacTa Ha 3alllTUTaTa Ha JIMYHUTE TOAATOIM CO
3aKOHOJaBcTBOTO Ha EY, npkaBara mpucranmia KOH M3pabOTKa HA HOB TEKCT Ha 3aKOHOT 3a 3allTHTa Ha
muaHuTe nogarory (,,Ciyx0eH BecHUK Ha PenyOmuka Makenonuja® 6p.7/05, 103/08, 124/10, 135/11, 43/14,
153/15 n 99/16) u ycBomna ¥ JApPYrH JOKYMEHTH 3a 3aIITUTa Ha YOBEKOBHUTE IIpaBa M CIIPaBYBamE CO
JTUCKpUMHHAIMjaTa. MeryToa, ClIe/IelheTO Ha Pe3yJITATHTE Ha TAKBUTE JIOKYMEHTH, MEPKU U ITOJIUTHKH, OJTHOCHO

HUBHATAa UMIUIEMEHTAI[Mja HEe € ¢JIHOCTaBHA 3ajaya 1 0apa cepro3Hu Haropu. U mokpaj OpojHuTe Ipenopaky Ha

12 Abdikeeva, A., op.cit., pp. 9-10.
13 Makkonen., T.: Measuring Discrimination: Data Collection and EU Equality Law, 2006, p.8.
14 Mayrhofer, M., op.cit., str. 16.
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€BPOITICKUTE MHCTUTYLIHH 32 BaKHOCTA HA cOOMpame Ha MOJAaTOLH 32 €IHAKBOCTA, UCTPaKyBamkaTa MOKaXKyBaaT
JeKa cOOMpamkeTO Ha TAKBUTE MOJATOLM HE € 330BOJIUTENHO BO PenyOnuka Makenonuja.

Bo m3Bemrajor Ha EKPU 3a Pemy6nuka Makenonuja on 7 jyau 2016 roguHa IOBTOPHO € HarjaceHo
JIeKa BO 3eMjaTa ,,He MOCTojaT OpHUIMjaTHN CTATUCTUYKY MTOAATOLH 3a yoTpebaTa Ha paCHCTHYKUOT FOBOP Ha
oMpasza BO MEAMYMHUTE WM BO JPYruTe OOMUIM HA jaBHHOT IUCKYPC, MAKO BO PAa3IUYHUTE M3BELITaW Ha
MeTyHapOAHUTE U HEBIAJMHUTE OPraHU3alliy ce YKaKyBa JeKa BO MMOCIEIHUTE TOAUHHU TIOCTOM ecKajlalyja Ha
roBopoT Ha ompasa.“® Hcro Taka, HE MOCTOM HHUTY OQHIMjaeH MeXaHu3aM 3a MOHHMTOPHMHI Ha
XOMO(oOUIHNOT/TPaHCPOOUIHNOT TOBOP HA OMpa3a M BIACTHTE HE COOMpaaT CTATUCTHYKH MOJATOLH 334 OBUE
vHIUAeHTH S, HUTY 3a pacHOTO MM XOMO(GOOUIHO/TpaHC(HOOHMIHO HACUIICTBO BO 3€MjaTa, M HE CE JOCTABEHH
HUKAKBH MOJIATOIH 3a TOAMIIHUAOT M3BEINTa] 32 KpUMUHAIOT o omMpasza Ha OBCE/OJIUXP.Y Bo ussemTajor ce
YTIBPAEHHU U HEAOCTATOLUTE HAa 3aKOHCKATa M MHCTUTYLIMOHATHA PAMKA 33 YHAIPEAyBambEe U 3aIUTUTA HA IIpaBarta
Ha MIPUNIAJHULNTE KOH ce oManky o 20% o HaceneHueTo, moceGHO BO obacTa Ha BpadOTYBamkEeTO, CO el aa
ce MOArOTBY HOBA 3aKOHCKA paMKa Koja Ke r0 HacO4M MPOLECOT Ha BpaOOTyBamke Ha CUTE ETHUYKH 3aCIHULH U
K€ BOCIIOCTaBH CHCTEM 3a COOMpar-e Ha IMOAATOIH CO KOj Ke ce cilenu NUCTpUOyIrjaTa Ha BpaOOTyBamara 1mo
€THUYKa OCHOBA BO jaBHHOT cekTop. HenocTaTok Ha peeBaHTHU CTATUCTHYKY [TOJATOLM IOCTOU M 32 OpOjoT Ha
POMCKH Jie1a KOU CE Ha BO3pacT Koja OAroBapa Ha OCHOBHOTO 00pa30BaHMeE, IITO MPOU3JIETyBa O MpobIeMuTe
CO EBUJIEHTUPAKLE BO MATHYHUTE KHUTY Ha poenuTe. ® [lpixasata He pacronara HUTY CO CTATHCTHYKH TOIATOLH
3a ronemunata Ha JITBT 3aequuiiaTa u uma MHOTY Mall Opoj Ha oHIIMjaTHI TIOAATOLHN 3a TpalllambaTa MOBP3aHH
co JII'BT 3aenanuiara, Ousiejku He MOCTOjaT OPHUIMjATHH MEPKH 3a COOUPame M aHATU3UPAE Ha IMOAATOIH 3a
JUCKpUMHHAIMja [0 OCHOB Ha CEKCyallHA OPUEHTAIlMja UM POJOB WAEHTHTET. Toa e pe3yiTaT Ha HEMOCTOCHE,
Ha MpuMep, Ha O(UIMjaTHA TIOAATONN WM MCTPaKyBama 3a TUCKpUMHHAIMjaTa Ha npunagauiute Ha JITBT
3aeJHMIIATa BO oOiacta Ha BpabOTYyBameTo, JIOMYBameTO W 3/paBcTBeHara 3amTthta. Bo [Ipenopakara
CM/Rec(2010)5 na Komureror Ha muuuctpu Ha CoBeror Ha EBpoma 3a Mepkure 3a 6opOa MpOTHB
JUICKpUMHHAIMjaTa M0 OCHOB HA CEKCYaTHA OpUEHTAIMja MM POJIOB MICHTHTET CE YKaXKyBa JeKa MOXKe Jia ce
coOHMpaar JIMYHM TO/ATOLM KOW C€ OJHECYBaaT Ha CEKCyajHaTa OpWEHTalMja WM POJOBUOT HJICHTUTET Ha
JIMIIETO JIOKOJIKY TOA € HEOIXO/IHO 32 OTpe/ieNieHa, 3aKOHCKa 1 JIESTUTUMHA 11e11. be3 TakBu moJaTonu He MoXKe J1a
Ce MMa COJIMJIHA OCHOBA 3a I'PAICH-E U CIIPOBEAYBamE Ha IMOJIMTHKH CO KOU Ke Ce aJpecupa HEeTPIEIMBOCTa U
JMUCKpUMHHAIIMjaTa Ha npunagaunute Ha JITBT 3aequumara.®

Henocraromue Bo Bpcka co coOOMpameTo Ha MOJATOLM U KBAJTUTETOT HAa OAATOLUTE CE€ MOTBPACHH U BO
TOJAMIITHUOT W3BemTaj Ha EBporckara xomucuja 3a PemyOnuka Makenonuja objaBen 2018 romuna, mTo ja
OTEXXHYBa NOJHMTHKA Ha IOATOTOBKA M JOHECyBambe Ha KBaduTeTHH 3akoHH. Co parudukaunujata Ha

UcranOynckara koneHuuja Ha Coserot Ha EBpomna Bo nekemBpu 2017 roarHa MOCTUTHAT € OAPEIEH HAIPEAOK

15 ECRI, Fifth report on “the Former Yugoslav Republic of Macedonia” (fifth monitoring cycle),Strasbourg, 2016, p. 13.

16 |bid, p.14.

17 Bo 2013 roguna XeNCHHIIKHOT KOMUTET 33 YOBEKOBH NPaBa Ha Peny6nnka Makenonuja, co momapuika ox Mucujara Ha OBCE Bo
Ckorije, 3aro9HAI Jja cOOMpPa MOJATOIH | JIa TH CJIEN U MaIlipa aKTUTe Ha HACKJICTBO CO IIeJT [a ja TIOTOJIHH MPa3HUHATA O] HEITOCTOCHE
Ha oduumjannu mogarouu . Bua. Ibid, p. 19.

18 |bid, p. 26.

19 Ibid, pp. 32-33.
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BO 00JlacTa Ha €HAKBOCTA NIOMETY JKEHUTE U MAKUTE M MOCTOCYKUTE 3aKOHH 32 POAOBA €IHAKBOCT BO TojieMa
Mepa ce yCOrJlaceHHU O 3aKOHOAaBCTBOTO Ha EY, HO M moHaTamy ocTaHyBaaT MpeAM3BHIIN KOTa CTaHyBa 300D 3a
HHUBHO CrpoBedyBame. CoOMpameTo Ha MOAATOLUTE 10 OCHOB Ha TOJIOT € CUCTEMATCKO BO OJpPEICHU CEKTOPH,
Kako INTO ce€ COLMjajHaTa ITOJNHUTHKA, BpabOTyBameTO, OOpa30BAHMETO WJIM CTATUCTUYKH TONATOLM 3a
HAaCeJICHHETO BO OJHOC Ha parame W CMpPT. MefyTroa HEe MOCTOM YHHU(PHUIUPAHO cOOMpame Ha MOAATOLU H
MOHHTOPHWHT Ha IIOBEKETO aCIEKTH KOW Ce OJHECYBaaT Ha cocTojOarta Ha aeuarta. O THE IPUIHHA TOTPEOHO €
3eMjara Ja BOCIIOCTAaBM CHCTEM Ha coOWpame Ha TOJAaTOIM KOj Ke OCHrypa TOYHOCT Ha IOJIATOIUTE,
JIOBEPIINBOCT, TOCTAITHOCT U HABPEMEHOCT, KaKO ¥ KOOPIMHAIIMjaTa Ha aKTHBHOCTHTE 32 COOMpPAhe Ha MOJaTOIH

co coceanuTe 3eMju.2

3akiy4ok

CoOupameTo Ha MOAATOLHM 3a €IHAKBOCTAa MPETCTaByBa IMPOLEC KOj BO rojieMa Mepa € MOBP3aH CO
UMILUIEMEHTallMjaTa Ha HAlMOHAIHUTE M MelyHapOJHUTE aKTH 3a YOBEKOBH TpaBa. Bo Taa cmucia moceOHa
BRXKHOCT UMa TOJIKYBamETO Ha oJipe0uTe Ha Me'yHapOJHUTE HHCTPYMEHTH KOM HE MpeaBUAyBaaT 00BpcKa 3a
JpKaBHUTE YWICHKU Ja cOOMpaat MmoJaToly 3a eAHakBocta. Ho, v mMokpaj Toa, HCTpaKyBamaTa MOKa)KyBaaT JIeKa
cuTe JpkaBu WieHKH Ha EY mpeB3eMaaT MepKH 3a COOMpame Ha MOJATOIH 3 €THAKBOCTA BO MOTJIE/] HA OCHOBUTE
KaKo IITO C€ €THUYKOTO IMOTEKIIO, BEPOUCIIOBECTA, BO3pAcTa, MHBAIMIHOCTA, CEKCyallHaTa OpUeHTaldja U/iin
pomoBuotr wunpeHturer. Cemak, caMO HEKOJKY €BpPOICKMA JpKaBM HMaaT pa3BUEHO CHCTEMAarcKka U
WHCTHUTYIIMOHAJIHA paMKa 3a CoOOuparme Ha Takpute noaaronu (Puncka, Benuka bpuranuja u n1p.) Bo PenyOinka
Make/ioHHja TOCTON HEIOCTATOK O] COOMpame Ha MOJAaTOIH 33 €HAKBOCTa BO CKOpO cuTe Karteropuu. Co nen
Jla ce HaJMHHE TaKBHUOT HejocTaTok EBporickata komucuja Bo 2016 roanHa yTBpAMIAa HEKOJIKY Ipallama Ha
KOM JPKaBUTE WICHKH, KAKO U OHUE KOH ce Ha aToT KoH EY, Tpeba na oOpHaT moceOHO BHUMaHHE: HEJOBOJIHA
CHOPEUIMBOCT Ha MOJATOLMTE HE caMO HaABOp oX rpanuuure Ha EY, TyKky m Mery Ap)KaBUTe WICHKH;
HEIOCTAaTOK OJ] KOXEPEHTEH, CUCTEMATCKH U JIOJrOPOYEH HPUCTaIl Ha cOOMpame Ha MOJATOLH 33 €IHAKBOCTA;
MOJATOIMTE YECTO ce cOOMpaaT Ha OCHOBA HA UPEJIEBAHTHHU MJIM 3aCTAPEHU KaTErOpyUu U Ae(pUHUINN; OHUE KOH
ce OOMYHO CIIPEMHHU M KOMIIETEHTHHU Ja COOMpaaT MoJaTOLH 33 €JHAKBOCTA, KaKo ILITO ce Tejara 3a MpoMouuja
Ha €IHAaKBOCT M HCTPAXYBAaUKUTE WHCTUTYLHH, YECTO HEMaaT MOTpPeOHM pecypcH; Hepa3OupameTo Ha
3aKOHOJABCTBOTO 3a 3alITUTa HA MOAATOLUTE BOAW KOH COOHMpame Ha MOMAaJKy HOAATOLM OTKOJIKY IITO €
BOOOMYAEHO; TIOIATOIIMTE KO CE Ha Pacroyarame, 0OMIHO He C€ KOPMCTAT BO CBOjOT IIOJIH MOTEHIHMjal U ¢,
[lopanu ceto oBa coOMpameTO Ha MOJATOLHM 3a €IHAKBOCTA 3aCIy)XyBa MOCEOHO BHHMAaHHE BO ITOBEKETO
EBPOTICKH JpKaBU M Kaj Hac. Toa mpey ce Oapa HaBpeMEHO W IOTIIONHO YCOTJIACYBamke Ha HAIMOHAITHOTO
3aKOHOJABCTBO CO €BPOIICKOTO, 3TOJIEMyBam€ Ha CBecTa 3a morpebata OJ] MOJATOIM 3a PAaHIUBUTE H

MaprHHAIU3APAHUTE TPYIIH, TOCeOHA CTPYYHOCT, HCKYCTBO M 3HACHE KOM MOXKAT Jla Ce MPEB3eMaT O]l 3eMjUTe

20 European Commission, The Former Yugoslav Republic of Macedonia 2018 Report.
21 Makkonen, T.: European handbook on equality data, Brussels, 2016, p.13
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WK 3aCTHUIUTE KON BEKE CE CTEKHAJE CO PA3JINYHO U AOJTOrOAUIIHO UCKYCTBO BO OBaa o0act. YuemeTo o
TAKBUTC IIPAKTUKHW W pa3MC€Ha Ha HCKYCTBO, HC CaMO IOTO IO nono6pyBa 3HACHETO, TYKY IomMara v BO

I/I36CI‘HYBaH)CTO Ha I'pCIIKA U Ha TOj Ha4YMH HITSAU BpEME U (bHHaHCI/ICKI/I pecypcn.22
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Abstract

Acrtificial intelligence (Al) is having a moment in the national security and defense domain. What does
this really mean, especially when you move beyond the rhetoric of revolutionary change and think about the real
world consequences of potential applications of artificial intelligence to militaries? Artificial intelligence is not
a weapon. Instead, artificial intelligence, from a military perspective, is an enabler, much like electricity and the
combustion engine. Thus, the effect of artificial intelligence on military power and international conflict will
depend on particular applications of Al for militaries and policymakers. The potential promise of Al, including
its ability to improve the speed and accuracy of everything from logistics to battlefield planning and to help
improve human decision making, is driving militaries around the world to accelerate their research into and
development of Al applications.

Keywords: Artificial intelligence, military, battlefield, warfare, cyber.

Introduction

Avrtificial intelligence (Al) also known as machine intelligence (M) is intellect displayed by computer
system (or machine), in contrast with the natural intelligence (NI) displayed by humans and other animals.
Given the complexity involved in application of Al in both military and civilian spheres, a working definition of
Al is required. There is no one commonly decided definition, even among computer scientists and engineers, but
a general definition of Al is the capability of a machine to perform tasks that normally require human
intellect, such as visual perception, speech recognition and decision-making.t Advances in artificial
intelligence (Al) are enabling new military capabilities that will have a disruptive impact on military strategies.
The effects of these capabilities will be felt across the spectrum of military requirements - from intelligence,
surveillance, and reconnaissance to offense/defense balances and even on to nuclear weapons systems
themselves. What does this really mean, especially when you move beyond the rhetoric of revolutionary change

and think about the real world consequences of potential applications of artificial intelligence to militaries?

! Gupta Kumar Deepak (2018). Military Applications of Artificial Intelligence”. Centre for Land Warfare Studies (CLAWS)
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Artificial intelligence is not a weapon. Instead, artificial intelligence, from a military perspective, is an enabler,
much like electricity and the combustion engine. Thus, the effect of artificial intelligence on military power and
international conflict will depend on particular applications of Al for militaries and policymakers. The potential
promise of Al, including its ability to improve the speed and accuracy of everything from logistics to battlefield
planning and to help improve human decision making, is driving militaries around the world to accelerate their

research into and development of Al applications.?

Top Applications of Artificial Intelligence in Military

The advent of Al could fundamentally change the character of warfare, resulting in a transformation from
today’s “informatized” ways of warfare to future “intelligentized” warfare, in which Al will be critical to military
power. Al provides disproportionate advantage to otherwise technologically disadvantaged enemy as a
disruptive technique.® It is also evident that Al can be gainfully utilized to integrate Command, Control,
Communications, Computer, Intelligence, Surveillance, and Reconnaissance (C4ISR) capabilities and works
towards deeper fusion of systems and sensors across all domains of warfare. Adopting Al tools in defense
enhances the processing and utilization of data which in turn improves the speed of decision-making on the
battlefield. Al can be gainfully employed to enhance future capabilities in the following areas:

— Computational military reasoning;

— Intelligent and autonomous unmanned systems;

— Al-enabled data analysis, information processing and intelligence analysis;
— Cyber Defense and Cyber warfare;

— Electronic warfare.

Computational Military Reasoning

Computational military reasoning solves military problems that humans face and focuses on making the
right battlefield decisions. It analyzes the area of conflict and acts on the data it received from the set of orders
(known as Course of Action or COA). Computational military reasoning is a computer solving human-level
military problem and concentrates on tactical artificial intelligence or battlefield decisions. Tactical Al analyzes
the battlefield and acts on that information by creating a set of coherent orders (commonly known as a Course of
Action or COA) that exploit the weaknesses in enemy’s position that were found during battlefield analysis.
Many international labs have successfully demonstrated the hypothesis that an unsupervised machine learning

program could also learn this skill and perform battlefield analysis that was statistically indistinguishable from

2 Michael C. Horowitz (2018). The promise and peril of military applications of artificial intelligence. Bulletin of the Atomic Scientists
3 Gupta Kumar Deepak (2018). Military Applications of Artificial Intelligence”. Centre for Land Warfare Studies (CLAWS)
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analyses performed by Subject Matter Experts (SMEs). The said application of Al can be gainfully utilized for

terrain analysis, war gaming and tactical training.*

Intelligent and Autonomous Unmanned Weapon Systems

Unmanned vehicles that are used by armed forces, as well as the most sophisticated weapons and
robotics, are some of the direct uses of Al. These weapon systems have the requisite intelligence to observe,
pursue and destroy enemy targets distinctly. Al can be used in the development of Intelligent and Autonomous
Weapons Systems, including unmanned aerial, surface and underwater vehicles, as well as military robotics

and cruise missiles.

Al-Enabled Information Processing and Intelligence Analysis

Al can be applied for effective processing of sensor data and raw intelligence which incorporates
intelligent sensing and automation of multi-sensor data fusion to enhance situational awareness. Deep learning
algorithms can be used to effectively process sensor data and raw intelligence that was collected from satellite

imagery. All this information can in turn aid in making accurate decisions during an operation.

Cyber Defense and Cyber Warfare

Al can be leveraged to enhance the defense of critical military networks and information systems, to
scale the effects of offensive cyber operations, and to inform command decision-making in cyber warfare. Cyber
attacks can be detected and curbed through pattern matching, statistical analysis, machine learning and big data
analysis. For example, Distributed Denial of Service (DDoS) attacks can be detected and mitigated through
pattern matching, statistical analysis, machine learning and big data analysis. In particular, given the speed of
cyber operations, Al could serve as a critical enabler of rapid command.> Offensive cyber operations unleash a
large scale of destruction in a matter of minutes. Considering the speed at which Al works, it serves as a counter-

intuitive force against malicious cyber threats.

4 Gupta Kumar Deepak (2018). Military Applications of Artificial Intelligence”. Centre for Land Warfare Studies (CLAWS)
5 Ibid.
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Electronic Warfare (EW)

EW employs the electromagnetic spectrum (that includes radio waves, infrared signals or radar) to sense,
protect, and communicate data. It can be also used to block enemies from using signals. As the electromagnetic
spectrum becomes ever more complex and contested, the introduction of Al will be critical to achieving an
advantage and pursuing offensive capabilities in cognitive electronic warfare through the application of machine

learning to learn and rapidly devise countermeasures for adversary systems.®

Conclusion

The consequences of Al for the world will likely exceed the consequences for military power and the
future of war. Advances in military applications of Al are the reality, and it can be expected that Al will eventually
manifest in all warfare dimensions. Itisa
good idea for all serious countries to make efforts to evaluate the range of short, medium, and long-term
applications of Al in warfare. There is also a need to train and cultivate human resource for military applications
of Al. Talented young generation needs to be targeted to transform the same into a potent force and remuneration

should be attractive enough to render long term service.’
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AnpcrTpakrt

HeocmopnuB (akt e meka BemTaukara WHTEIWTEHIMja € TIOMyJapHAa TeMa BHATPEe W HAIBOP OJ
nHpOpMaTHIKaTa WHIyCTpHja. MucemaTa BO BPCKa CO KOPHCTEHETO Ha BeNITadyKaTa MHTEIUTeHINja ce
MIOJIEJICHH, a CTPABOT € C¢€ MOMPHUCYTEH OJ1 MOCIEIUIINTE TIPH CO3aBarhe Ha HEIITO IMITO O MOXKENO Ja ce MepH
WIH JypH Ja TO HaJMHHE YOBEKOT.

CrpaByBamaTa 0JaT BO HACOKa JIeKa BEIITaYKaTa MHTEIUTCHIIN]a, NaKo 3acera € Ha pyIUMEHTapHO HHUBO,
MOYKHO € HACKOPO Jla pa3BUe CBECT Koja Ke U JI03BOJH J1a TH ONTHUMHU3UPa CBOUTE IIENH U /1a CTOPH c¢ 3a J1a TH
octBapu. OJJHOCHO, aKO OJIpe/ieHa BEeIlITauyKa HHTEIUIeHIINja CHOPMHO C€ Pa3BHE M PEIIN JIeKa YOBEKOT U MPEYH
BO PEaJM3UPA-ETO Ha CBOMTE LIE€TH, NMOCTABEHM TOKMY OJf HEro, TOraml MOXe Ja OJJIy4H JAeKa JyfeTo ce
HEMOTpeOHM U J]a IOYHE /1a JISjCTBYBa BO HACOKA HA €JTMMUHAIIM]a Ha YOBEIITBOTO.

Knyunu 300poBuU: gewmauxa uHmenuceHyuja, UHQOpMAmuyxa uHOycmpuja, 408euwimeo, UHMeIUueeHmHu

azeHmu, KOMHIjymepcKa HayKa

THE FEAR OF ARTIFICIAL INTELLIGENCE

Abstract

An indisputable fact is that artificial intelligence is a popular topic inside and outside the information
industry. Opinions about the use of artificial intelligence are divided, and fear is more prevalent than the
consequences of creating something that could be measured or even surpassed by man.

The fears go in the direction that artificial intelligence, although it is at the rudimentary level for now, it
is possible to develop an awareness soon, which will allow it to optimize its goals and make them realize them.
That is, if a certain artificial intelligence is enormously developed and resolved that a person bothers in the
realization of his goals set by him, he can then decide that people are unnecessary and begin to act in the direction
of the elimination of humanity.

Key words: artificial intelligence, information industry, humanity, intelligent agents, computer science.
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BoBen

Bemraukara narenurenuuja (BH) e uaTenurennunja KojamTo ja JeMOHCTpUPaaT MAIIMHUTE, 33 Pa3iIuKa
O]l MPUPOAHATA MHTEJIUTCHIIN]ja, 3acTareHa Kaj JIyr'eTo U )KUBOTHHUTE. Bo KoMIjyTepckaTa HayKa HCTPaXKyBamhEeTO
Ha BEIITauYKaTa MHTEIUTeHI]ja € 1e(pUHUPAHO KaKO MPOYUYyBambe Ha ,, AHTEIUTEHTHN areHTH , OTHOCHO K0j OMII0
ypea KOjIITO ja MepUUNHUpa OKOJIMHATA U Mpe3eMa aKTUBHOCTH KOM T'M MaKCHMHU3WPaaT LIAHCUTE 3a YCIEITHO
IIOCTUTHYBakh€ Ha nesure.!

Tpaguuuonannure npobiemMu (WIM ILEeTH) HAa HUCTPaKyBarmaTa Ha BeIITAuKaTa HWHTEIUTCHINja
BKJIy41yBaaT pa3MHUCIyBame, IPE3CHTUPAKE Ha 3HACHE, IUIAHUpabe, yuemhe, 00padoTka Ha MPUPOJHUOT ja3HK,
TIEpIIENIIHN]ja, CIOCOOHOCT 3a IBUKEE-E U MaHHUITyjIamuja co npeameTn.? Bo 21 Bek, Texuukute Ha BU mosropHO
OXMBeaja M CTaHaa CYIMITHHCKH e OJl TEXHOJOIIKaTa WHAYCTpWja, TOMarajku Ja ce perrar MHOTY
NPEIU3BUKYBAaUKH MPOOJIEMH BO KOMIjyTepcKaTa HaykKa, CO(QTBEPCKOTO HHXEHEPCTBO M OINEPATHBHUTE
MCTpaKyBama.

IToGapyBaukaTa 3a MEPCOHANIM3UPAHO KOPUCHUYKO MCKYCTBO IOTTHKHYBa IOrojemMa yrnorpeba Ha
BEIITaUYKaTa MHTEJIUIeHLIMja BO padoTara Ha komnanuute. OJ €Ha cTpaHa ce Haoa yTOMMCTUYKOTO OMIITECTBO
Ha WIHWHATA, BO KOE JIYI'eTO ce 0c000MyBaar 0/i CEKOjTHEBHUOT HATIOP M KOMIUIEKCHHUTE PabOTHH 3329, KOH
c¢ moBeke TH paboTar MaIMHAUTE, O/ ApYyra CTpaHa, 3a0eNe)KUTETHA € JUCTOMHICKATa aHKCHO3HOCT, YYBCTBOTO
Ha XyMaHa MH()EepHOPHOCT ¥ CTPaB OJf MEHTAITHO 3aBNIalyBam-¢. Bo KOHTEKCTOT, HEKOM CMETaar JieKa BellTaukaTa
WHTEJIMIeHIIMja € OMAcHOCT 32 YOBEUITBOTO, JIOKOJIKY HAampeayBa CO HECMAICHO TEMIIO, APYTH, MaK, BepyBaaT
JIEKA, 3a pa3IKa OJ1 IPETXOAHKUTE TEXHOJIOIIKH peBoyiuu, BU ke co3nae pusuk o1 MacoBHA HEBPaGOTEHOCT.

[NocnemHuBe TOAWHU €€ TIOYECTO BO METUYMHUTE U jJaBHOCTA CE€ MIOCTaByBa MPAIIAKETO - ONIPAB/AH JIH €
CTPaBOT OJI BellITaukara uHTeaureniyja? OaroBopoT, ce YMHHU, 3aBUCH OJ1 TOA JIO KOja Mepa Ke Ce pa3BHe OBaa
WHTEJIMIeHIIMja IITO KOMIIjyTepcKara HayKa caka IITO TOBeKe Ja HaIMKyBa Ha YOBEYKOTO OjHecyBame. Ho,
3aBUCH U 0]1 (haKTOT, JTOKOJIKY OUJIe IOCTUTHATO TIOTSHIIM]aJIHO OTIACHO HUBO HA HEj3UHUOT Pa3BOj, BO UUH palie
Ou majHaja, OMICjKM W HyKJIeapHaTa SHEpruja BETyBallle PEIICHHWE Ha PAaCTECUYKUTE SHEPreTCKH MOTpeOu Ha
YOBENITBOTO, HO, 32 JKaJI, C€ MCKOPUCTU M 32 CO3/laBambe OpYXKje 32 MAacOBHO YHHINTYBame. [Ipamamero 3a
Pa3BOjOT Ha BEIITAUYKaTa MHTEIUIEHIIMja HayyHaTa 3acJHHULA IO pellaBa HU3 [Ba IVIABHU KOHLENTA: ,,CHIHA™,
OJTHOCHO ,,IIETI0OCHA BEIlITa4uKa WHTEIUTeHIIN]a U ,,cT1aba’ WIn ,,0rpaHUYeHa’ BeIlTauKa HHTEIUT SHIIH]a.

ITpuBp3anunuTe Ha HaejarTa 3a ,,CUJIHA™ BEITA4YKa HHTEIUICHIMja BEpyBaar JeKa € MOJKHO CO3/1aBabe
Ha ,,BUCTUHCKA" BeIUTayka WHTEIMICHLHMja, IITO OM 3HAYe]I0 MAIIMHUTE BO MEPCHEKTHBAa HE CaMoO Ja UM
napupaaT TYKy 1 Jja TH HaIMUHAT JTy'€TO BO allCTPaKTHOTO M KPEaTHBHOTO MUCIIEH-E, 114, IYPH U Ja YyBCTBYBaarT,

OJHOCHO Ja HMMaaT €MOTHBCH XHBOT. HO, HajFOJ’IeM AC o4 CTpydHaTa CBECTCKa jaBHOCT CcM€Ta J€Ka CO

! Russell, S., Norvig, P., ,,Artificial Intelligence: A Modern Approach® (2nd ed.), Upper Saddle River, New Jersey: Prentice Hall, ISBN
0-13-790395-2, 2003

2 Luger, G.; Stubblefield, W., ,Artificial Intelligence: Structures and Strategies for Complex Problem Solving* (5th ed.).
Benjamin/Cummings. ISBN 0-8053-4780-1. 2004.

8 Kurzweil, R., ,,The Singularity is Near*, Penguin Books. ISBN 0-670-03384-7, 2005, p.265.

4 Ford, M., Colvin, G., ,,Will robots create more jobs than they destroy?*. The Guardian. Retrieved 13 January 2018
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KOHIICTITUTE HA KOW ¢ 0a3upaHa JCHeNTHaTa KMOEepHETHKa, Pa3BOjoOT Ha ,,CHIIHA® BEIITaYKa WHTEIUTCHIMja €
HEH3BE]|JINB.

Hayunumure mTo ja moaapkyBaat TeopHjara 3a ,,ciada‘ BelTayka MHTEIUICHIIMja, CMeTaaT JeKa BPpBOT
Ha MHTEIUIeHIIMjaTa Ha MallIMHUTE He O OJ1eN OAaJeKy OJ] YBepJIMBa CUMYJIallfja Ha YOBEUYKOTO OJHECYBaIbE.
Hdobap mpumep 3a ,,crnaba“ BU e mameTHHOT juyeH acucTeHT Ha Apple, Siri, Koj mpemo3HaBa TOBOp H
OBO3MOJKyBa TOBOPHO YIIPaBYBamke CO OJAPEICHH ONepaluy Ha ypeaoT, Kaje IITO € WHCTanupaH. 3a ,.crnada“
BEIITayKa HWHTENWTeHNHja 300pyBamMe c€ Aypu cO(TBEpPOT € MPOrpaMHpaH 3a OAPENCHW HAaMEHH, KOJIKY U
(hactiMHAHTHO HaM Ja HU M3TJIe/Ia HeToBaTa n3Benoa.

Kako u jia riename Ha BelTauykaTa WHTEIHUICHIU]A, CETlaK, BUCTHHATA € JieKa BJeryBaMe BO OTPOMEH
TpaHc(pOpMaTHBEH IIUKITYC BO pedncu cexoj OuzHuc. Jlomeka BI1 Bo MOMEHTOB € HajIIpHCyTHA IIPEKy TOJIEMOTO
BHUMAaHHE WITO TO JOOMBA OJf MEAUYMHUTE, KaKO W OHM3HHUC CEKTOPOT, HAYMHOT HAa KOj KOMIIAHUHUTE H
MOTPOIYBAYNTE KOMYHHIIIPAAT BeKe € MOATOTBEH 3a KOPEHUTH MPOMEHHU NPEKY KOPHUCTEHE Ha BEIITAYKATa
UHTEJIMICHIIMja KaKo OCHOBA Ha HUBHUTE pereHuja. Co ycrecuTe Ha BellTauKaTa MHTEIUTCHITU]a e 3rojIeMyBa
OJITOBOPHOCTA Ja CE pa3riieiaaT OMIITECTBEHUTE HMILUTUKAIMH HA TEXHOJONIKHOT YCIEX U Jia Ce eylupaaT OHUE

KOM I'h JOHECYBAaaT OAJTYKUTC 3ajaBHOCTa Oa MOXKC Ia IIJIaHWpa Ha HI/IB.5

1. OnacHocra o BemITauKkaTa I/IHTeJII/IFeHIIHja

CoBpeMEHUTE MAIIUHCKU CIIOCOOHOCTH, TeHEPAIHO, KIaCH(PUIIMPAHH KaKO BEIITaYKa MHTCIMICHIIH]A,
BKJIy4yBaaT yCIIEIIHO pa30upame Ha YOBEUYKUOT roBop,® ce HaTIpeBapyBaar Ha HajBHCOKO HUBO BO CTPATEHIKUTE
UTpadKl CUCTEMHU (KakKo I1ax), aBTOHOMHHU OIEPaTUBHU BO3WJIA M WHTEIUTCHTHO PYTHPAEE BO MPEKHUTE 32
HCITOpaKa Ha COAPKUHU U BOCHU CHMYJIAINH.

Bo mocrnenHO BpeMe cMe MperuiaBeHH CO anoOKaTWNTHYHH MPEIBHIIYBAA 3 TOA KAKO BeIITayKaTa
WHTEIMTEHIIMja Ke He MOpoOr aKko He TO 3ay3JaMe Hej3WHHOT pa3Boj. BakBuTe MpOrHO3W HE moaraaT oJl JIUIa
KOHM CIIETI0 BEpyBaaT BO TEOPUH 3a 3arOBOP TYKY OJf HEKOW OJ HajBIIHjaTEIHUTE JIMKOBH BO TEXHOJIOIIKO-
Hay4YHaTa 3aeJHUIIA Ha JIeHeNTHNIaTa, kako Enmon Mack, bun ['ejrc, CtuBer XOKHHT...

Nnon Mack co roanHU mpeayIipenyBa Ha TOTEHIHjalTHO KaTacTpo(aTHUTe MOCIEANIIN O/ Pa3BOjOT Ha
BelTayKaTa WHTeNMTeHIrja. Toj mpex u3BeCHO BpeMe yKaXka Jieka aBTOMaTH3alfjara Ha padoTHATa CHiia HE €
€JMHCTBEHUOT OJITOBOP, a TyI'€TO HENpaBeHO ce moTieHyBaaT. OBaa u3jaBa MOKEOHM HE € COOJIBETHA 32 YOBEK
KOj Ce CMETa 3a €JICH O] BOJCYKHUTE TEXHOJOMIKA U OU3HUC-TTUACPU U KOj HECIIOPHO, JITAOMHCKHA TH IPOMEHH
(hmHaHCHCKaTa, aBTOMOOMIICKATA U BCeJIeHCKaTa uHaycTpuja. Ho, Toj He e eauHCcTBeHUOT. b ['ejTc, BO HEKONKY
HAaCTaIli, UCTO Taka, MpeayIpean Ha OBUE MpoOIemMu, a Bo peBpyapu roauHaBa, JBACCET U MISCT HAYIHHITH OJT

»Kemopui®, ,,Oxchopn™ v ol Ipyru BaXXHU HHCTUTYIIUH 00jaBuja HAy4deH TPy 3a onacHocTute o1 BU.

5 Buchanan, Bruce G., ,,A (Very) Brief History of Artificial Intelligence” (PDF), Al Magazine, 2005, p.60
6 Russell, S., Norvig, P., ,,Artificial Intelligence: A Modern Approach* (3rd ed.). Upper Saddle River, New Jersey: Prentice Hall. ISBN

0-13-604259-7, 2009
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['eHepanHO, HUBHUTE apryMEHTH Ce JIeKa BeIlITauKaTa HHTSIMICHIMja He MOpa Jia Ou/ie MaInuIHO3Ha 32
na Oune onacHa. Mack, Ha OBaa TeMa HCTaKHyBa: ,,Ak0 Ha BU, Ha mpumep, U KaxxeMe ieKa cakaMe IuaHera 0e3
3arajlyBame, Taa MOXKE Jla JOHECe 3aKIy4OK JeKa HajOp3WoT mar A0 Toa OM O J1a ja UCUUCTHU IUIaHeTaTa Of
yoBeKoT". Taka, HampeHaTaTa BENITAYKa HHTEIUICHLIMja O Orila eKCIIOHEHIIN]THO TOMOKHA O] YOBEeUYKaTa H,
€IHOCTaBHO, CUTE OCHOBHHM 33Ja4ll O I'Ml U3BPILYyBaia HEKOJIKY MI[jaid aTu moOp30 0J1 Hac, CMETa TOj.

Mack e Ha MHCIEHe AeKa BellTaykaTra WHTEeIUIeHIYja € AajeKy MoomacHa oJ HyKieapHuTe 6oMOu.
Hammwmor ¢dokyc Mopa aa Oume Ha O6e30eneH pa3Boj Ha BU, 3aToa mTo HeperynupaHHOT pa3Boj OM MOXKeN aa
noBene 1o katactpoda. CIMYHO MUCIH U JISTCHIAPHUOT OCHOBAY Ha ,,Majkpocodt, bun ['ejTc, kK0j cmeTa neka
CIOjOoT Ha Op3WHATa HAa MHCIEHE M XHUIEPBUCOK Koe(DWIIMEHT Ha WHTENMTeHIWja OW MoXen na Owune
KatacTpodalieH IOKOJIKY He Ce OTPaHUYH HaBpEME.

IMokojuror Opurancku HaydyHuk CtuBeH XOKHHT, HWaKO TMOKIOHHK HAa KOMIYTEPCKUTE H
KOMYHHKAIIMCKU TEXHOJOTHH, MOTEHIMPAIIE JeKa CO3aBakbEeTO COBPIIICHH MHUCICUKH MAIIMHU OM MOXEJO Ja
NPETCTaByBa 3aKaHa 3a ONCTAHOKOT HA YOBEIITBOTO. JlereHAapHUOT (u3nyap M KOCMOJIOT, BO OJHOC Ha
MOHATAMOIITHUOT HAMPEOK Ha TEXHOJIOTHjaTa, Koja Mmopaay HeroBaTa nporpeciBHa HEBPOMOTOPUYIKA OOJIECT U
CaMHOT ja KOpHCTEIIe 32 KOMyHHUKAIMja, KAKO OCHOBEH OOJIMK Ha BEIITa4Ka HHTEIUTSHIIH]ja, TPeIypean IeKa
Pa3B0ojoT Ha IEIOCHO BEIITAYKa HHTEIUTEHITMja OM MOXEIO /1a TO 03HAYM KPajoT Ha YOBeUKaTa paca. Taa Ou ce
0caMoCTOMINIa U c€ TI03a0p3aHo OM ce pean3ajHupalia, a IyreTo YCIIOBeHH o7 6aBHATa OMOJIOIIKA €BONTYIHja, OU
MOJKeEJIE Jla ce HaTIpeBapyBaaT co Hea U Ou Ousie HaJMHHATH.

Bo epaTta Ha MaIMHCKOTO y4yeme paboTUTE ce IOMAJIKy NPUMHUTHUBHU U MoMankKy OyksanHu. Hamecto
TOYHO 3aJaJIcHH aJlTOPUTMH 3a CEKOja aKTUBHOCT M CHUTYyallHja, KOMILjYTepOT OM MOKEN CaMUOT Jia H3MHCITyBa
HOBH, HENIPOTpaMHpaHd HAYMHU 32 pellaBame Ha mpobiemute. Bo elleH HeoJaMHENIeH eKCHEePUMEHT JIBa
KOMITjyTepH BO HEKOJIKY 4Yaca, 0e3 Hapeln0a, W3MHUCIWIIE COICTBEH ja3UK KOj aBTOPUTE HE MOXele Ja TO
nperno3Haar. Toa He O HalpaBUiIe CO HaMepa Jia ja CKpHjaT COApP)KMHATA Ha CBOjaTa KOMyHHKAI[Mja, TYKy 3a Jia
ja 3abp3aar, HO MMIUIMKAIIMUTE OJ] TaKBaTa OJJIyKa C€ IOTCHUHUjaIHO MpoOieMarnyHu. TOKMy BO Toa €
CTPaBYBamETO - MOKHOCTA OJ GHOPMEH Pa3BOj Ha KOMIIjyTepcKaTa WHAYCTPHja, KOJIITO BO €1eH MOMEHT Ha
HEBHHUMAaHHE WJIM HAMBHOCT O MOXKEJT Jla IPON3BEAC UCKIIYUUTCIIHO CUIHA I/IHTCHI/IFCH!!Hia, IITO HE K& MOXKE Ja
ce KOHTPOJIHpa.

AKO TH cllylllaMe CHTE OBHE TpeAyIpeayBama, Toram Tpeda 1a cMe CKeNTUYHU KOH MTHHHATA BO KOja

KOCT3UCTUPAMC CO MHTCIIMTCHTHA U CBCCHA BEIITa4Ka I/IHTGJII/IFGHLII/Ij a.

2. Jlaau BelmITAYKaTa HHTEJUI€HIHMja ja mpe3eMa yJjorara Ha 4Y0BeKoT?

JleHeNIHUTEe TMOTPOIIYBAYM OYCKYBaaT BHCOKO KOHTCKCTyaJIM3WpaHW, TEUYHH WHTEPAKIUA CO
OpeHIOBHTE, KOH TPAWIIMOHAIHUTE OM3HUCH HE MOXAT Ja T jonoBar. [loTpebaTta 3a mepcoHamu3almja u
ABTEHTHMYHOCT CTaHyBaaT IIPHOPHUTET M HEIITO Oe3 Koe He ce Moke. Kommanuute kako Google, Uber, Netflix

YECTO CC€ HaABE€AyBaaT KaKO aBaHI'apIHU W IIPBHU BO 061/I)IOT Ja ToJI3yBaaT BEIITadYKa I/IHTCJII/IFGHHI/Ija, CCIIaK
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npaniamke Ha BpeMe € Kora Lejiata HHAYCTpHja Ke Oue mpe3eMeHa o]l TEXHOJOUIKUTE aJlaTKU Ha BEIITauKaTa
WHTEIIUTCHIIN]a.

[IpomenunTe He3anUpPIUBO HajoaraaT. baHkapckuTe ycIayru Kou ce 6opar 3a 3aJ0BOJIyBame Ha Oapamara
Ha TOTPOIIYBAauMTe, BeKe C€ OHJIajH, CO MOOWIHM aljiMKallid ¥ HHTEpakidja, a BO MOMEHTOB OaHKapHuTe
BEpyBaar JieKa BelITayKaTa HHTEIUICHIUja K€ OUrpa KIIydHa YJIora BO MPEMOCTYBAakbETO HA AUTHTAIHHUOT jas.
Crnopen n3BemrajoT Ha Accenture Banking Technology Vision 2017, xoj ankerupaitie moseke ox 600 6ankapw,
BU ke Ouge peBomynujata BO HAYMHOT HAa KOj OaHKUTE THM COOHMpaaT IMOAATOIMTE, KAaKO M HAYMHOT Ha
KOMYHHMKalllja cO CBOMTE KIIMCHTH.

KoHcynTupameTro co TEXHOJIOIIKUTE HHIYCTPUH, aKaJEeMIM U €KCIEePTH IIOKaka HM3BEILTaj] BO KOj
BEIITaYKaTa WHTEIWTEHIIMja CTaHyBa MPB W OCHOBEH HAYWH Ha KOj OaHKUTE ke copadoTyBaaT CO CBOWTE
KOPUCHHMLIM BO HapeqHWTE roauHH. Jlofeka riaBHa IpryKa € JeKa BEIITAauyKaTa MHTEJUTCHIUja Ke TH OJ3eMe
YOBEYKHTE Pecypcu BO OaHKapCTBOTO, BUCTHHATA € JIeKa HOBUTE TEXHOJIOTUH UM OBO3MOXKyBaaT Ha OaHKHTE J1a
T'¥ IOEJHOCTABAT peNlalliiTe CO KOPUCHULIUTE U J]a UM T UCIOpadvyBaaT caMO HajpelieBaHTHUTE MCKYCTBa 3a
HuB. Hacnipotu oBa, BU Ha 6ankapckuTe MapKeTHHT TUMOBH UM OBO3MOJKYBa OJIalIedyBabEe O] CEKOjIHEBHUTE
MOJATOIM U KaMIIakbH, BO 3aMEHa CO KBAIUTETHO IOMUHATO BpeMe Ha KPEaTUBHH M MHOBAIIUCKH ITPOLIECH.

Bo yaTpa koHKypeHTHaTa 1 3aCHTeHa TeIeKOMYHHUKAIMCKA WHIYCTPHja, TTIABHUTE ONEPaTOPH MTOCTOjaHO
CH TH ,,KpajiaT" MpeTIUIATHUIIUTE €/ICH Ha JAPYT 3a Jla CU TO 3ajaKHaT CONCTBEHHOT pacT. HoBure miatdopmu Ha
BEIlITaYKaTa WHTENWTCHIMja KM OBO3MOXXYBaaT Ha MOOWIHHTE OMEpaTopH Ja T'M pa3depar CHUTHAIUTE BO
OJTHECYBAmETO Ha KIMEHTHUTE, KAKO M J]a TO MPEABUAAT €BEHTYAITHOTO MPEMECTYBamhe Ha KIHMEHTHUTE HEKOJKY
Henenu nopano. Co oBa, MOXAaT Ja HampaBaT NPEBEHTUBHH aKTUBHOCTH 3a Ja TH ycorjacaT WM H3MEHAT
OJTHOCUTE BO COpa0OTKaTa Ha KOPUCHUIIUTE CO OpPEeHAOT (HaMaleH!U LIEHH, HOBHU MOJATOIH, IIOTTUKHYBAKE CO
HOBOCTH, MPUMaMJIMBU TIOHyAK). [lopaan TeMIioTo Ha HHAYCTpPHjaTa, TOJIEMUOT 00eM Ha IOCTAITHU TIOAAaTONH
MO3HIIMjaTa Ha TJIABeH KaHall 3a CUTe MOOWIIHH UCKYCTBA, TEICKOMYHUKAIUMTE UMAaT W3TJIEAN J1a TIOCTUTHAT
HajroJieM MoBpaT Ha MHBECTULIMUTE O CTPaHa Ha TEXHOJIOTHjaTa [MOBp3aHa CO BEIITauKaTa MHTEeIUTeHIIN]a.

HctpaxyBajku ja MIHMHATA Ha My3HUYKaTa BeITAUYKa MHTEIMI€HLIMja, ce OTKpHUBa aeka ,,I 'yri‘ u ,,Conu™
KOPUCTAT TEXHOJIOTHja CO 4YMja IOMOI, BO WAHMHA, My3uUKaTa OM Moxkela cama Jga ce Kommonupa. [lenec,
KOMIIjyTEpPHTE MUIIyBaaT c¢ TOBEKe U MOBEKe My3HKa, a QUPMHUTE BIOXKYBaaT MHJIMOHH JA0JIAPH BO OBO] CIIOXKEH
nporiec.

WuTepeceH e u mpuMepoT cO BelITaukaTta MHTEIUTeHIja Ha ,,I 'yri‘, Hapeuena ,,Anda roy*, co3mnaaeHa
3a moTpeOuTe Ha ApeBHATa KWHECKa UTpa IITO JIMYM Ha I1aX, HO € MHOT'Y TOKOMIUTUIMPAHA U MOTEIIKa 32 UTPabe.
Hako nmaiie Mucnieme JeKa KOMIjyTepUTe He MOXKarT /1a ja COBJIalaaT OBaa Urpa 0apeM yIiTe ABaeceT FOANHH,
OJTHOCHO JleKa HeMaaT IIaHca MPOTHB NpodecHoHamHUTE Wrpaud, ,Anda roy“ OyKBAIHO TH IEMOIHpPA
Hajqo0puTe Urpadn Ha cBeroT. IIpuroa, 0coOeHO 3arprmkyBa Toa IITO CO HEOYeKyBaHa Op3HMHa yCBOjyBa HOBU
CTpaTeTHH, IPOYIyBajKU T MOTE3UTE Ha CBOUTE IPOTUBHHMIIM U TIPUCIIOCOOYBAjKU Ce MHOTY ITOOP30 BO criopenda
CO YOBEYKHOT M030K. [laTeM, u3amucinyBa coceMa HOBHU, Ha TIPB TOTJIE], JIyI0 PU3UYHU TAKTHKH KOU UIPAYUTE

J0CEra HE ' KOPHUCTEJIC, HITO EKCIIEPTUTE I'0 TOJIKYBAaaT KaKO LEJIOCEH HEAOCTUT HA EMOIUU.
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Cenak, mapajieiaHo co OBOj IPOLIEC, CE OYEKYBa J1a ce U3pOJaT U HOBM pabOTHH MO3UIMHU KOU Ke Oapaat
yoBeukH MHIYT. EMHO uctpaxkyBame objaBeHo Bo MIT Sloan Management Review ce ocBpHa KOH pe3ynTaTute
oJ rnobanHara cTyauja Ha oBeke o 1.000 rojemMu KOMImaHUHM KOW KOpUCTAT WM Tectupaar BU u mammHcKo
yueme. Criopes Hero, HEMUHOBHA € I10jaBaTa Ha HOBH YJIOTH M KaTeropuu Ha pabOTHU MecTa KOM C€ YHUKATHO
yoBeukH. Toa cyrepupa ieka KOTHUTHBHATA TEXHOJIOTHja Ke 0apa BEIITHHY IITO MAalIMHUTE HajBepOjaTHO HeMa

Jla TM TIOCeyBaaT BO OJIMCKA MIHUHA.

3akaydox

CrpaBoT AeKa BemITauykara WHTEIWTEHIMja K€ TH OKynHpa cute obnacTh W mpodecun Kou OapaaT
YOBEUYKH HHITYT, C¢ TIOBEeKe ja OpaHyBa jaBHOCTA. Cemnak, Mel'y eKCIIepTHTE TIOCTOM 0e3 Mallky KOHCEH3yC JeKa
CMe MHOI'Y JajJeKy O TOYKaTa Ha TEXHOJOWIKH CHHryiapureT. Ho, 1 ox HMOCTOJHHMOT pa3Boj Ha BELITAYKa
MHTEJIMIeHLIMja HEe HeJ0CTacyBaaT IPUUMHH 32 3arPIKEHOCT; Ha IPUMEp, 3a a3apoT Ha TpynoT. UcTpaxyBame
Ha mpoctecopu ox ,,Oxcopa™ npensuaysa aeka Bo CAJl, no 2033 rogunHa, monoBuHa 011 pabOTHUTE MecTa Ha
IyreTo ke OugaT 3aMEeHeTH CO MHTEITUTEHTHH MaIlIHHH.

Haxo Biazee aHKCMO3HOCT KOTa Ke ce MOMUCIIM Ha aBTOMaTH3alujaTa Ha pabOTHUTE MeCTa U HUBHATa
3aMeHa CO BEUITayKa MHTEIHUTCHIU]a, HEKOM Ce Ha MHCICHE JIeKa Toa OCTaBa MPOCTOP 3a 3rojieMyBambe Ha
KpEeaTUBHOCTA M HHOBATUBHOCTA ILITO MOKAT /i ja qaniat iyreto. Tue cMeTaaT Aeka MpeonToOBapEeHUTE HAYYHUIIH
ke uMaaT TIIOBeKe BpeMe 3a I[I0OCEpHO3HM M TIOKOMIUIEKCHM TapreTupama. be3 ornen Ha romemara
3arpMKEHOCT OKOJTy CIIEKTapOT NPEAM3BHIM U CTPaBOBM TMOBP3aHM CO BeUITayKara WHTEIUTEHIIN]a,
OUEeKyBamaTa Cce 3rojeMeHaTa KpeaTHBHOCT Ha KPajoT Jja Pe3yiITUpa co MoJ00po UCKYCTBO 32 KOPUCHUIIUTE, HO
Y €O 1M0100po HCKYCTBO, BOOTIITO, 33 CUTE JIyre.

Kako no3uTtiBeH npumep e aajieH ,,[ yri“, Koj 3aroyHa cBeTcKa KaMIama 3a MOTTHKHYBabEe U Pa3BUBAbE
Ha BeIlITayka MHTEJIUTCHIM]a, KOJjallTO ke PeIlld HEKOH O] CBETCKHUTE IpoliieMu, rpeky ,,Al Impact Challenge*
HATIIpeBap, Ha KOj MOXKAT Jia ce MPUjaBaT CUTE IITO UMaaT Hjeja Kako CO TIOMOIII Ha BEIITauKaTa WHTEIUIeHIINja
Jia ce pemiat npoOi1eMuTe BO MPUPOAHATA CPEANHA, 3APABCTBOTO WM 3a4yBYBameTO Ha mpupoaara. JKembara
Ha ,,l'yrn“ e ga ce okycupaaT Ha pa3BHBaIb-€ HA BEILITAYKa WHTEIMICHLMja BO MPOEKTU IITO K& My JOHEcaT
KOPHUCT Ha YOBEIITBOTO, KOja HEMa J1a OuJie MpUCTpacHa M HeMa J1a uMa Mpeapacyau KOH OJpeeHN KaTeTOpHH
nyre. [loTTUKHYBambeTO Ha OBaa MHULM]aTHBA U IPEAU3BULIUTE Ha [NI00AIHO HUBO CE MPUYMHATA 33 KOMITaHUjaTa
Jla ce QUCTAaHIMPa OJ KOPUCTEHETO Ha BeIUTaykaTa MHTEIUIeHIIMja 332 MPOM3BOACTBO Ha opyxje. meHo, Ha
no4yeTokoT Ha jyHu 2018, ox ,,I'yrn® objaBuja qexa KoMIaHujaTa ce MOBJIEKyBa 0 COpadOTKa CO aMepHUKaHCKaTa
BOjCKa, a 32 MOHATAMOILICH pa3B0j Ha BEIITaUKaTa MHTEINICHIIMja K€ TH KOPUCTH CBOMTE €THUKH NPUHLIUIH. Tue
BKJIy4dyBaatr 0/10MBame padoTa 3a pa3Boj Ha BEIITAUKaTa MHTEJIMTCHIMja, KOja HAMEPHO I'l KpIIX NpugaTeHUTe
HOPMHM Ha MIPHUBATHOCT BO MPOEKTHUTE 32 HAA30P, KAKO U OHUE MPOEKTH ILITO TH KpLIAT METyHAPOIHUTE 3aKOHU U

YOBEKOBHUTE IpaBa.
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Cenak, ¥ OKpaj BaKBUTE XyMaHH MHTEHIMU Ha JeJ O]l KOMIIaHWUTE, MIPU yHoTpebaTa Ha BelITayKaTa
MHTEJIMTeHIINja OCTaHyBaaT OTBOPEHH Mpalamara: ,,Jlanu tpeda 1a ce miammme Wik HECTPIUTUBO J1a OYeKyBaMe
BEIlITaYKaTa MHTEIUTeHIINja a TO 3aMEHU YOBEKOT PEUHCH BO CHUTE cepu Ha HEroBHOT XHBOT? Komky
HABUCTHHA HU € MOTPeOHO Toa?"

He moxe n1a ce 3Hae co CHTYpHOCT Jalli CTPaBOBUTE CE€ ONPAaBIaHM, HE MOXKE HU J1a MIPEABUINME KaKo
Ke ce OJHeCyBa CBECHATa BEIITayka WHTEeNWTeHnrja. Bo ogHoc Ha 3arybara Ha pa®oTHH MecTa, Tpeba ma ce
HAaIlOMHHU JleKa, OapeM 3acera, BeIITadykaTa MHTEIHWTEHIMja HE € MHOTY CIIOCOOHa BO paborm kom Oapaar
KpPEaTUBHOCT, €MIaThja, KPUTHYKO pa3MHUCIYBambe, YMETHHYKO H3pa3yBalke W HHU3a JIPYTH OCOOMHU KOH

BOOOHYACHO TH CMETaMe 3a ,,“IOBS“IKI/I“, HO HE€ 3HACMC€ IITO MOXKE J1a C€ CIIyUH BO MAHHUHA.
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ITPABHU ACIIEKTHU HA KOMIIJYTEPCKUOT KPUMMWHAJI

UDC: 343.9:004.056 Ipeaneden mpyo

Mpod. 1-p Pucro Xpucros, Jopaan Kupkosui

Eeponcru Yuusepsumem Penyonuxa Maxeoonuja - Cronje

AnCTpaKT

Co KonBennujara He e mpeaBuaeHa HU 00BpcKaTa Ha MPOBajIepOT 1a TH YyBa MOJATOLUTE 32 CBOUTE
KOPHCHUITY, KOU TIOJIOIIHA MOKeOH Ou MM Tpebasie Ha Ha/IJISKHUTE OPraHu M TOa 3apajiy MOBPEIU Ha OAPEACHU
Hauena. Bo 2003r. moHeceH € JoJaTeH MPOTOKOJ CO KOj Ce Peryjupa IIMPEHEeTO Ha OMpasa, HeToJepaHIfja
nmpeéMa paCHUTC, BECPCKUTC WM OAPCACHH HAIMOHAJIHU TPYIU WU 3aCAHUIIU. H_[I/IpeH)eTO Ha OBHC HOFy6HI/I
UJICONIOTHH U CTAaBOBH, HA TIPUMEP HIHPEHETO HA HEOHAIM3aM, TEPOPU3MOT MOXKAT MHOTY Op30 Jia ce pa3BHBaaT
U J1a M371e3aT 0J1 KOHTPOIIA.

Kay4unu 360poBuU: nooamoyu, npomoxo, Hemoaepanyuja, KOHmpoda.

LEGAL ASPECTS OF CYBER CRIME

Abstract

The Convention does not provide for the obligation of the provider to store data for its users, which
may later be required by the competent authorities for violations of certain principles. In 2003, an additional
protocol was adopted that regulates the spread of hatred, intolerance against racial religious or certain national
groups and communities. The spread of these destructive ideologies and attitudes, for example, the spread of neo-
Nazism, terrorism can develop very rapidly and get out of control.

Keywords: data, protocol, intolerance, control.

Bosen

Wndopmarnukara TEXHOJOIHja MMOKPAj MHOTY NMPAKTHYHH NMPEIHOCTH BO MPOHU3BOACTBOTO M XKHUBOTOT,
JIOHECE M HU3a ITPOMEHH KOM MOJKAT Jia TO Hapymar HCTHOT. MHOTY € BaXKHO Jia ce pazdepar orpaHuvyBamara
Ha KOPUCTEHETO HAa NHPOPMATHYKATa TEXHOJIOTHja, OJTHOCHO Jia ce pa3depaT HAaUMHHUTE HAa KOPUCTEHETO CO IITO

He OU ce HapylIuie OAPEACHH AaJld 3aKOHCKH, I MOPAJIHU WIIK €THYKHA HOPMH.
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bunejku UT TexHonmormjata OBO3MOKYyBa MHOTY J€jCTBHja KOM C€ 3JIOYNOTPEOM WJIM HE3aKOHCKH

JiejcTBHja, akT e Jeka Tue JejcTBrja Ou Tpebaio 1a OMaaT MpaBHO MPOTOJIKYBAHH M Jla MMa 3aKOHCKU aKTH 3a

HHUBHO CAHKIIMOHUPALC.

IIpaBHU acneKTH HA KOMITjYTEPCKUOT KPUMHHAJ

Bo no3utuBHUTE 3aKOHHM Ha Peny6ﬂm<a MaKeI{OHI/Ija CC HABCIACHU CJICAHUTC KPHUBUYHU ACJIa IPOTUB

0e30eaHOCTa Ha KOMITjyTEPCKUTE MOJATOLH:

1.

8.

Bo HeoB/1acTeHO KOPHCTEH-€ HA KOMIjYTEPCKUOT CHCTEM U KOMRJymepCKama mpesica craraat CIeIHNUTE
AKTUBHOCT: OLITETYBa€, IPHUKPUBabhE, OpUIICHE, N3MEHA WM HEKOja APYra aKTHBHOCT CO KOU MOIATOILUTE
WIN TIPOTPAaMHUTE CTaHYBaaT HEYHOTPEOIUBH.

Ilon xommjyTepcka caboTa:ka ce KiacuuIrpaaT akTUBHOCTHTE: YHUINTYBame, OpHUINECHe, H3MEHA,
OLUTETYBabE NMPUKPUBAKHE WM HEKOja Jpyra akKTHBHOCT CO KOja MOJATOLMTE WM IIPOrpaMHUTe CTaHyBaat
HEYTIOTPEOIMBY; OIITETyBamkhe Ha KOMIT)yTEPCKUOT CHCTEM HITH HEKOj IPYT EIeKTPOHCKH ypea 3a 00padoTka
U TPEeHOC Ha MOJATOLM KOj € OF BaXXHOCT 3a JpPXKaBHUTE OpPraHU, jaBHUTE CIyXOM, MHCTHTYLUHTE,
MIpeTIIpyjaTHjaTa Wik HeKoja Apyra OpraHu3aiiyja.

Kpeupame u BHecyBambe Ha KOMIIjyTePCKH BUPYCH HJIM HEKOU APYTM MAJIHLIUO3ZHU 1POSPAMU CO WIH
0e3 Hamepa J1a ce MPEeIM3BUKAAT IITETH Ha TyTHOT KOMIIjyTep, OMHOCHO Ha TyraTa KOMIIjyTepCcKa Mpexa.
Komnjyrepcka mM3Mama IpeTcTaByBa: BHECYBAalb€ HAa HETOYHM IOAATOLM, HEBHECYBAam€ HA BaXKHH
nmogaTonu WU APYyr HAYMH Ha KPUCHEC HAa NOAATOUH U B.HI/Ij AHUC Ha PEIYJITATHUTEC NpPHU CICKTPOHCKATa
00paboTKka Ha MMOJaTOLUTE, OAHOCHO IIPU IPEHOCOT Ha MOJATOLUTE CO Hamepa cede WM Ha HeKOj JpYT Ja
ce 00e30e11 He3aKOHCKAa MaTepHjaiHa KOPUCT, a CO T0A Ha HEKOj APYT Jla My ce HaHece MaTepujaiHa Win
Jipyra mirera.

ChnpeuyBameTo HAa (PYHKIHOHHPame Ha eJeKTPOHCKATa o0padoTka, HA NMPeHOC Ha MOJATOLU H HA
KOMIIjyTepcKaTa MpeKa € HEOBJIACTeH IPUCTAll A0 eJNeKTPOHCKaTa o0paboTka Ha MOAATOIH, 0
KOMIIjyTepcKaTa Mpexa cO Lel Jla ce NMPEeAU3BHKA 3acT0j M NOPEMETyBame Ha (DyHKIMOHHMPAKETO Ha
eJISKTpOHCKaTa 00paboTKa M MPEHOCOT Ha MOAATOLHM WK Ha (YHKIIMOHUPAKHETO HAa MpeXara.

HeoB/1acTeH NpucTan 10 3aIITHTEH KOMIIjyTep, 0AHOCHO KOMIIjyTepcKa Mpeska € CeK0j PUCTAI CO KOj
HE ce MOYMTYBAaT WK KpiaT GU3NIKUTE W/WIIK eIEKTPOHCKUTE MEPKH 32 HUBHA 3aIITHTA.

CrnpeuyBame U OrpaHHYYBame HA MPHUCTANOT /10 jaBHA KOMIIjyTepPCKa Mpexa € CEKOe HEOBJIACTEHO
CIpedyBame WM OTeKHYBambe Ha MIPUCTANOT Ha KOPUCHUKOT 10 OMJIO KOja jaBHA KOMIIjyTepCKa MpeKa OJ
CTpaHa Ha MPUBATHO WJIHU CIIY>KOCHO JIUIIEe WM HHCTUTYLIH]a.

OpaouBame HA COpaﬁOTRa H HelaBalbe€ HA TOKA3M UCTO TaKa IPETCTaByBa KPUBUYHO IECJIO.

HajuecTu THIIOBYM Ha Hamaay Ha KOMITjyTEPCKUTE MPEXH OJl HHTEPHET Ce:
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® [OroayBam-€ Ha JO3HHKATA;

e HamaJM o] THUNOT HA TPOjaHCKH KOH> — AUCTPUOYLIMja HAa 3J10HAMEPHM NpOrpamMu Ha padoTHaTa
CTPaHMIIA KOH NMPH OJPeeHH YCJIOBH ce aKTHBHPAAT;

e JIaJKHO TIpeTCTaByBalke — HEAaBTOPM3MPAH MNpHCTAN 0 TMOAATOLMTE WJIH KpeHpame Ha
HEABTOPU3MPAHHM MOJIATOLH,

* MNpHCIYIIYBame,;

¢ KPHNTOAHAIM3A — OTKPHBam-€ HA TajHH KJIy4eBM, OJJHOCHO NMPHCTAMN 10 OTBOPEHH IOJATOLUH BP3
OCHOBA HA OTKPHEHMTE KJIy4YeBH.

Co TeKOT Ha BpeMeTo OBaa Mojienda craHala 3acTapeHa 1 He()yHKIIMOHAIHA, OM/IEjKH TIOCTOEIIE ¥ MHOTY
BHATPEIIHH MOJAEION ¥ HOBU pasrpaHUYyBama, Kako Mojendara Ha MHOTY BHIOBH BUPYCH WU MaK TPOjaHIH
Kako OHHE KOW JenyBaaT Ha Kommjyrepure on jnaneunHa (Remote administration Trojan). Hamagor Ha
KOMIIjYTEPCKHOT CUCTEM OJ1 JaJieurHa € MOCOBPILICH U TOTEKOK 32 JAeTeKIHja U (HOpeH3NUKa aHali3a, HO KaKo
HampeayBaaT CUCTEMHUTE Ha Hamaju, Taka ce yCOBpUIyBaaT W (opeH3MuKuTe TexHHKH. CO TOMOII Ha OBHE
NpOrpaMu, 0 IaiedyeH KOPHCHUK HMa MOXKHOCT Ja TIpe3eMe IeJI0CHAa KOHTPOJIa BP3 3apa3eHuoT KOMIjyTep, a 6e3
3HAeHE Ha HETOBHUOT CONICTBEHHK. Ha 0BOj HaUMH c031aIcHO € HOBO IOTJIaBj€ BO aHAIMU3UTE Ha KOMIIjYTEPCKHOT
KPUMHHAII, KOTa Beke He € caMo Ipallame Ha JOKaKyBambe JIeKa HAa 0T € H3BPIICH O] HEKOj KOMIjyTep, TyKy
Y JJAJIK COTICTBEHUKOT Ha KOMITjYTE€POT OWJI CBECEH, OHOCHO JTAJTM 3HAEN 3a TOa.

buoxakmpameTo cé MmoBeke ce CIOMHYBa W MpETCTaByBa rosieMa omacHocT. FDA tw mpemymnpemyBa
NPOM3BOJUTEIIUTE HAa MEIUIMHCKA OmpeMa M OONHHIHUTE Ja MOCBETaT IOBEKe BHHMAaHHE OCOOEHO Ha
nejcmejkepute, neduoOpmwiatopute u npyrara ompema. “Ilputoa mMopa ma ce HamoMeHe AeKa HajrOJIEMHOT
crpyumbak 3a UT curyproct ox Onoxakupame bapnadu [lek (Barnaby Jack) TBpueie nexa Ha o1ane4eHoCT O
15 MeTpu MOXKe J1a XaKupa JIUIIE CO IejCMEjKep U CEPUO3HO Ja My HAIITETH.”

“Uponnyno e mro n Barnaby mounna nociie eHa Heziesla O] Taa CBOja NMpe3eHTaluja 3a XaKHpamke Ha JIUIE CO
nejcmejkep Ha Black Hat Conference Bo Jlac Berac u Toa ox cpues yaap.”
! Mugo tpenn 25 194/01/2014
! Mugo tpenn 25 194 /01/2014
MHOry KOpUCHHUIIM CE€ CBECHH JIeKa CO MOMOII Ha TPOjaHIIM MOXKE Ja c€ W3BeJe HamaJl CO HUBHHOT
KOMITjyTep, JoJieka THEe paboTaT Ha HCTHOT M Toa Ja He ro 3abenexysaar. [Ipakcara mokaxana jeka
OCOMHUYEHHUTE 32 KOMIIjyTEPCKH KPUMHHAI TOKMY TOa 3Haele Jla TO MCKOPHCTAT BO CBojaTa oja0paHa, Jeka
HUBHHOT KOMITjyTep OHJI Ipe3eMeH o] IpyT KOprcHUK. Mimaro noBeke TakBu ciydan Bo Benuka bpuranuja u Bo
CA/l. I'naHa 1ien Ha opeH3MKaTa € J1a ¢e IeTEKTUPa KPUMUHAJIOT U Jia ce 00e30e1aT I[BPCTH U BAJIUIHH J0KA3H
KOH Ke r0 pa30oTKpHjaT IeI0ToO.
OCHOBHH €JIeMEHTH Ha KPUBUYHOTO JIEJIO KOMITjYTEPCKH KPUMHHAI IO COUNHYBAAT:
e  CJY4YajoT - IITO ce CJAYYHJIO0 BO JaeHHOT MOMEHT;
® KaKo ce CJYYWJIO TOa;

® l'[pO(l)l/I.]'I Ha MOKHUOT U3BPHIMTET HA KPUBHYHOTO A€J10.
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Kako rnmaBHM kaTeropuu 3a mojienda Ha KOMIJYTEPCKHOT KPUMHHAI MOXAT J1a Ce 3eMaT HEKOJIKY
(hakTopH Kako:
* IaJM KOMIIjyTepoT OWJI 1eJl HA Hamaj;
® 1aJM KOMIjyTepoT OMJI CpeIcCTBO 32 HAaNajA (M3MaMH €O KPeIUTHH KAPTHYKH);
e aju KOMIjyTepoT OMJ BpcKa 3a o0MYeH KpuUMHHAA (TpProBuja co Jyre, Apora, AeTcka
nopHorpaguja);
® pemno3uTOPUYM (MATralMH HA JOKA3M HA KOMILjYTEePCKHA KPUMHHAJ).
[IpBu4HO 1 HajuecTO KOPUCTEHA TO/eNI0a Ha AUTUTATHATA (DOpPEH3NYKa UCTpara € cleHaTa Ha:
e  oduuujanaHa - jaBHA; U
®  KOpHOpanHCKa - MPUBATHA.

Odunmjannata qururaiHa (OpeH3WYKa HMCTpara BKIyYyBa MOBEKE OpPraHM, Mped CE TOJMIMCKHUTE
UCTPaXHU OpraHH, CIENWjaIHOTO OOBHHHUTENCTBO, KAaKO U CHEIMjalHOTO CYACTBO 3a Oopba mMpoTHB
KOMIITjyTePCKUOT KprMuHai1. HuBHaTa ncTpara, HEOMX0{HO, MOpa Jia OHUJIe BO CKJIall CO:

e 3aKOHOT 32 KPMBHYHA MOCTAMNKA;

e 3akoHOT 32 60p0a MPOTHUB BUCOKOTEXHOJIOIIKH KPUMHHAI;
e 3aKoHOT 32 eJIeKTPOHCKHU MOMUC;

e 3aKOHOT 32 eJIEKTPOHCKA TProBuja.

[Ipu odunmjanHUTE UCTparu 3a KOMIIjYTEPCKH KPUMHUHAN, UCTPAXXHUTE OpPraHM MOpa /a IMOYHATyBaatT

CTPOTO OIpEe/IeIeH! CTaHapIH 32 ONEPATUBHU MPOLIEIYPH KaKO:
® WcTpara;
® TPUBPEMEHO OA3eMamhe U HCITUTYBah-€ HA KOMITjYTePCKHUTE CUCTEMH M IPYTH MPEKHH YPeau;
e AKBHM3MLM]jA;
e IMTHUTAJHU MOJATOIY KOM MOXKAT Ja OuaaT aoKas.

AnTuBupycHure kommnanuu McAfee Sumantec Bo cBouTe roauiay u3Beinrau 3a 2008r., o0jaBuie aexka
BO TEKOT Ha Taa TO/IMHA ce TI0jaBUIIe TIOBEKE OJ] MHJIMOH MaJIHMIIMO3HU IPOTpamMu, a caMmo OpojoT Ha TpojaHIIUuTe
om niporieret Ha moBeke o1 120.000 B1IOBH, IITO 3HAYH JIEKa Cera IOCIIe MeT TOIMHU BEepOjaTHO cTaHyBa 300p
3a yITe morojemMa Opojka ¥ 3a MOCepruo3HH MPOrpaMu CO KOU €€ TIOTEIIKO Ce COOUyBaart.

Kopmopanuckara ¢popeH3udka uctpara € Mojiell Ha UCTpara Ha KOMITjyTepPCKH KpUMHUHAI KOj € UHTepPEeH

Y HE € O] jaBeH KapakTep, OM/IejKHU ce OJHECYBa 3a MCTpard BO Kpyr Ha opranu3anuja. COBpeMEHHTE MOOHITHU
tenedonu, Bluetooth ypenure, Memopuckure unmnosu, pasautre PDA-ypenu, Moxar a rv BpIiaT CUTE 3a7a4d Ha
€lIeH KOMIIjyTep, HEKOM OJ HWB MMaaT M IOToJIeMU NepdomMaHCH O] MOCIabWuTe KOMIIjyTepH, BKIydyBaaT U
OJlTAJICYCH MPHUCTAIl Ha KOMIIjyTepCcKa Mpexa 0e3 3Haewme Ha opraHuzanujata. OBa mpeTcraByBa camo JIEN Of
CHUCTEMOT Ha HOBaTa TEXHOJOTHja Koja Oapa 3amruta Ha T cucteMoT Ha opraHuzaiyjata, HO UCTOBPEMEHO € U
MPEIM3BHK 32 MPUMEHA Ha TEXHUKA M AJIATU Ha KOpIOopalycKaTa JUTHTaTHa (JOpEH3HKa 32 PEeKOHCTPYKIUja Ha

KOMITjyTePCKUOT MHIIUJICHT.
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3akiaydox

HNudopmaTiukaTa TEXHOIOTHja CTaHa JeJl He caMo O]l PO eCUOHATHNOT KUBOT TYKY U Ol IPUBATHHOT.
3a ka1, KOPUCTEHETO HAa TEXHUKATa MOXKE U J]a YHUIITH MHOTY JKUBOTH, KAPUEPH, 1a TH YHHULITH CUTE MOPATHU
BpPEIHOCTH Ha HEKOj OWejku ce MojaByBaaT JaKHH MH(POPMAIMH U JIaXKHHU CITUKH, HO ¥ BUCTUHCKH PEaHU U
uHpopMauu Kou Tpebane qa OupaT NpuBaTHY, a cTaHaje jaBHU. Ce MOCTaByBa MpamameTo KaJie TOYHYyBa, HO
U KaJie 3aBplIyBa MOPAJIHOCTa Ha JyeTo, Jaly 3a He4dj YCIeX WM Mak 3a oamasjaa Tpeba Ja ce 3raszatr cuTe
MOpaJTHM YOBEYKH BPEAHOCTH M Jlau ce 3a00paBeHM CHUTE MOpAJHH BPEJAHOCTH M €THKAaTa, a KakKo TJIaBeH H
nmpuMapeH (GakTop CHopel KOj YOBEKOT CH T'O Haora MECTOTO BO ONIITECTBOTO CTaHaa MapuTe, OOTaTCTBOTO,
Koxata 1 Mokrta. Hukoramr e Tpeda n1a ce 3a0opaBu feka aToMckara OoM0a € 4y1o Ha TEXHUKATa, TOJIeM JTOCTPE
Ha YOBEYKHOT YM JIa ja HCKOpHUCTH (y3HjaTa U Jla Co3/iaie OTpOMHA €HeprHja, HO KaJle € ETHIYKHOT MOMEHT Taa
Jla ce MCKOPHCTH 3a BOCHH IIENH, Jla ce ymoTpeOu 3a OOMOM, 3a YHHIITYBAam-€ MHOTY YOBEYKH XKPTBH BO
Xwupommma u Haracaku. Ilocnenumnure ox tre O0MOM ce yIITe ce YyBCTBYBaaT 3aIliTO OOJECTUTE KOH Ce
MOjaBeHH o7 pajrjanyjaTa 1 JeHEC ce BUIJWBH, a Ja He 3a00paBUME TOa HE C€ XPTBH HAa HEKOU NPUPOIHH
HETIOrOIM KOM YOBEKOT HE MOXEJT Ja TH CHpedd YOBEKOT € co3zaren, TBopen. CimyHa € cocroj0ara W BO
(hapmammjaTa Kako ce co3AaeHH TOJNKY OO0jHU OTPOBH, TOJIKY BUPYCH U TaOOPaTOPUCKU OOIECTH, HE 3a Dapame
JIeK, TyKy 3a cOo3[aBarme Ha 0OJecTH KoM Ke ceaT CMPT, HayKaTa W TEXHOJIOTHjaTa BO CEKOj Of THe cirydan 0e3
OrJIe] OJ UCXOAOT Jallv CO 3JI0ynoTpeda Ha MHPOopMaTUIKaTa TEXHOJIOTH]a Ke ce IOBEIe 10 ICUXUYKa 00JIKa, 10
Tpayma MM MaK cO APYTH Hay4HH MPOHAjIONHU ce M0BeAe A0 (PakTHUKa CMPT, OATOBOPHOCTA € UCTa, YOBEKOT

Tpeba na Oue YOBEK, 1a TM KOPHCTH MOJOOHOCTHTE, HO HE MO CEKOja IIeHa U HE T0 [[eHa Ha Ty’ HECPEKH.
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EPO3UJA HA ITPABOTO HA ITPUBATHOCT HA KOPUCHUIIUTE HA
KOMIIJYTEPCKHUTE CUCTEMU, COIIUJAJIHUTE MPEXU,
MOBUJIHUTE YPE/IU U KVIAY/JI CEPBUCHUTE

UDC: 342.738:004.77 Ilpeeneden mpyo

M-p Anexcangap TpajkoBckn

AnCTpaKT

LlenTa Ha HCTpakyBame BO OBOj TPY[ € Ja ce Npelu3upaar MPUIMHUTE KOW MpEeAn3BHKaa CEpUO3HA
HOPO3HOCT Ha MPaBOTO Ha TPHBATHOCT Ha KOPUCHHUIMTE HA KOMIIYTEPCKHTE CUCTEMH, COLMjATHUTE MPEXKH,
MOOWJTHHTE ypeIH U KilayJ cepBrcuTe. EMHOBpeMeHO co Toa ke ce HalrpaBH MpOoIleHKa Ha 6e30€THOCHUTE TEKOBH
BO BHPTYEITHHOT IMPOCTOP W OJHECYBAETO HAa TEXHWYKO-TEXHOJIONIKMTE THTAaHTH Ha CBETCKAara CIICHa,
BKI[yYHUTEIIHO W HUBHUTE 3aeMHH (yCIIOBEHH) COpPaOOTKH CO HAIMOHAIHWUTE Oe30eMHOCHW, On0paHOeHH,
pa3y3HaBauK¥ W KOHTpapa3y3HaBadKW CIy>KOM Ha coBpeMeHuTe 3eMju. Mcto Taka, ke ce HampaBu U OOWA 3a
HNOeMHEYHO Tpodmmpame Ha KAaTeTOPUUTE HAa KOPHCHHIM Ha TPOW3BOJWTE W YCIYTHTE KOW TH HyJatT
THT'aHTHTE, a HCTOBPEMEHO M aHAIN3UPAaT HUBHUTE PEAaKLUH IPH 3JI0yNOTpeOa Ha HUBHHUTE JINYHH ITOIATOLH.
ITokpaj Toa, ke ce HalpaBy MPOIIEHKA Ha CTENEHOT Ha JOBEPJINBOCT, HO MCTO TaKa M Ha PU3ULUTE O] 3I0yIoTpeda
Ha JIMYHUTE [TOJJATOLN Ha KOpHCHUIUTE. Bo MeryBpeme, 1o/ieka BO (POKYCOT Ce CTaBEHH rOPEHABEICHUTE KITyYHH
TOYKH, Ke ce HalpaBaT U 06I/IZ[I/I 3a XpOHOJIOUIKHY MPETJIC] Ha HAUMHUTE Ha KOU TEXHUYKO-TCXHOJIOIIKNUTE TMIraHTU
(mpexy cBOWTE TPOM3BOAM W YCIYI'M KOW THE TH HyJaT Ha Ta3apoT) I'M NpedyeKkopHuja OBIACTYyBamara 3a
HpI/I6I/IpaPLe CCKAaKOB THUII HAa JIMYHHU IOAATOUM OJ KOPUCHHUIUTE U KAKO THC I'M KOPUCTAT 3a CBOU HOTpe6I/I,
BKIIYYHTEITHO U 32 MOTPeOHTE Ha HAIIMOHAIHUTE CITy>KOU Ha COBpEMEHUTE 3eMju. AKIIEHTOT, UCTO Taka, ke Ouje
CTaBeH M Ha HEKOW JAp)KaBU M MElYHApOJHHM OpraHH3aldd KOM I[pe3eMaaT KOHKPETHH 4YEeKOpH 3a
PEBOCIIOCTaBYBakE¢ HA MOTPEOHOTO HUBO HAa 0€30€JHOCT Ha JUYHUTE IOJIATOLM HAa KOPUCHHIIUTE, BOCIHO U
OTIIOYHYBAK€ KOHKPETHU CYJACKHU IOCTAIIKM 3a YTBPAYBAbC Ha BUHA U CAHKIUOHHPALE IMOpaan JOIMYIITCHUTE
0e30eIHOCHH TPOITYCTH OJ1 MACOBHH Pa3MEpH Ha CMETKA Ha KOPUCHUIIUTE.

Knayunun 360poBu: 1mpaBo Ha NMPHBATHOCT, PAHIMBOCT HAa KOPUCHHUIUTE, 3JI0YNOTpeda Ha JIMYHU TIO/ATOIH,

0e30eAHOCHHU MPOITYCTH.
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THE EROSION OF THE PRIVACY RIGHT TO USERS OF COMPUTER
SYSTEMS, SOCIAL NETWORKS, MOBILE DEVICES AND CLOUD
SERVICES

Abstract

The purpose of the research in this paper is to specify the reasons that caused the porosity of the right to
privacy of users of computer systems, social networks, mobile devices and cloud services. At the same time, will
be made an assessment of the security flows in the virtual space and the behavior of technical and technological
giants on the world stage, including their mutual (conditional) cooperation with national security, defense,
intelligence and counterintelligence services of modern countries. An attempt will also be made to individually
profile the categories of users of the products and services offered by the giants, while at the same time analyzing
their reactions when misusing their personal data. In addition, will be made an assessment of the degree of
confidentiality, but also the risks of misuse of personal data of users.In the meantime, while focusing on the above
mentioned key points, attempts will be made for a chronological review of the ways in which the technical-
technological giants (through their products and services that they offer on the market) exceeded the authority to
collect any type of personal user data and how they use it for their own needs, including for the needs of the
national services of modern countries. Emphasis will also be placed on some countries and international
organizations that take specific steps to restore the necessary level of security of personal data to users, as well
as launch specific court procedures for convictions and sanctions due to the admissible security vulnerabilities
from mass scale on users account.

Keywords: right to privacy, vulnerability of users, abuse of personal data, security vulnerabilities.

Bosen

3arpo3yBameTO Ha MPAaBOTO HA MPHUBATHOCT Ha JIyI'€TO HE € HEIITO HOBO, TYKYy camoO J00H HOBa
JMMEH3Wja BO COBPEMEHHOT AMTHTAIM3UPaH cBeT. Ila Taka, co MOYETOKOT Ha BTOpara JeneHuja ox 21 Bek,
NoYHaa J1a ce 3a0ereyBaaT TEKTOHCKU NIOMECTYBamba (Ha TII00aTHO PAMHUIILITE) BO O0OJIACTUTE HA TEXHUKATa U
TEXHOJIOTHjaTa, a MPeIN3BUKAaHU O 33]JHUHCKUTE HECOMMPIIMBY ritodanu3anucku nponecu. Co apyru 300poBw,
BMHATa 3a I10jaBaTa Ha €po3Hja Ha MPABOTO HA MPUBATHOCT MOXE Ja ja JIoIHMpaMe BO caMuTe cebe, Ouaejku
(He)cBecHO cTaHaBMeE 3apOOCHHUIM HAa CBOMTE TEXHUYKO-TEXHOJIOIIKHM JOCTUTHYBara KOM CEKOjIHEBHO Ce
HAaceKaJie OKOJIy HAC ¥ BIIMjaaT Ha Hac. Toa ro mocturHaBMe Ha jBa HauuHU. [IpBO, CO acnuparnuuTe 3a pa3soj u
Jloarame JI0 HOBH OTKPHTHja BO TEXHHUKAaTa W TEXHOJOTWja. BTOpo, I03BOIMYBajKM TAaKBUTE TEXHUYKO-
TEXHOJIONIKHM MPOHAjI0NH Ja Oujar JeN OJ HAIeTO CEKOjIHEBUE M Jla BIHMjaaT Ha HAc, Taka IITO MPaKTUIHO
JTIO3BOJIUBME HAaIllaTa MPUBATHOCT Ja Ouje cTaBeHa Mo jyna (MOHUTOPUpPAHA), BKIYYHTEITHO U JIO3BOJIMBME

NpaBo Ha IIPHUCTAIl CKOPO Ha CEKOj /10 UCTATa, & PUTOA HE UCKITYUyBajKH ja MOXKHOCTA OJ1 U3JI0KYBambe Ha CE BO
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jaBHOCT. Kako rnocjaeauniia Ha Toa, HCOCIIOPHO C€ HAMCTHA HOTpC6aTa 3a 1noTpara 1o HW3HAOramkh-¢ HOBU CTpaTerun

3a MoroJicMa MpuBaTHOCT BO BUPTYCIIHUOT MPOCTOP.

1. Epo3uja Ha NpaBoTO HA NPUBATHOCT HA KOPHCHUINTE HA KOMIIjYTEPCKH CHCTEMH

JeHec e HEBO3MOXHO KUBOTOT Ha YOBEKOT Ja Ce 3aMHUCIK 0e3 KoMmIjyrep. lIpakThudHO, TOj OBO3ZMOXKH
rojeM Opoj Ha TIOBOJIHOCTH M 3HAYUTEITHO TO oJiecHa (PYHKIIMOHUPAKETO BO CEKOjAHEBHETO 0Oe3 mpuToa Jia ce
BJIOKH TIPETOJIEM HAIOp, & STHOBPEMEHO U 32 PENIaTHBHO KPATKO BpPEMeE Jia Ce MOCTHUTHAT OPOjHU KOHKPETHHU
pesynrati. Ho, 3aroa, mak, om Jpyra cTpaHa JpacTUYHO C€ H3MECTHja KOHIENTHTE 3a BHUPTYEIHA U
WHIUBUIyaTHa 0e30€HOCT M MPAaBOTO HA MPUBATHOCT HAa JIMYHHUTE TOAATONM Ha KopucHHUIUTe. Kako riaBeH
MPUYUHATEN 32 BAKBUTE MPEIU3BUKAHU TI0jaBU U COCTOjOM € TeXHONOMKHOT ruranT Microsoft. Heroara BuHa
MOJKE JIa Ce JIOIMpa BO HErOBUOT COPTBEPCKH MPOU3BOJ — ornepatuBHUOT cucteM Windows 10. Bo mero Gea
BJIOKYBaHH TOJIEMH HaJI&KH, MAKO Ha MOYETOKOT Oca BOOYCHU TOJIEM OpOj HA HEJOCIETHOCTH, TPEIIKUA U
NPOITYCTH KOM MOJOIHA CO ceKoe 0e30eAHOCHO aXypHpame ce eTMMUHIpaa, OMHOCHO HaagMuHyBaa. Ho Ha kpaj
mpepacHa Bo KjlacuuHa (Mera)pa3y3naBauka M T-anarka koja ciio001HO 1 0e3 morojieM npoodiieM npe3eMa JINYHU
NoJaToIM O]l KopucHUIMTE. Toa e Taka, 3aroa mto Microsoft co 0Boj, a M cO MPEOCTaHATHOT aCOPTUMAaH Ha
NPOM3BOJM, BEKE CO JCICHUH AOMHHHMpA Ha CBETCKHOT Ia3ap, a CO BaKBaTa 3alleMEHTHUpaHa IMO3WIHja Toj,
MPAaKTHUYHO, TH UCTUCHYBA (0] Ma3apoT) Ha OcTaHATUTE (AITEPHATHBHU) COPTBEPCKU (M APYT BUI) TIPOU3BOIU
Ha KOHKYPEHTCKHMTE KOMITaHHH, Kako Ha mpumep, Linux,Unix, Ubuntu, macOS, SteamOS, Chrome OS, Haiku,
Fedora, FreeBSD, FreeDOS, ReactOS, Remix OS, Phoenix OS, Android-x86 u npyru. Mery kou, aypu u
corctBeHuTe 3actapeHd Windows miatdopmu kako, Ha npumep, Windows XP, Windows Vista, Windows 7 u
Windows 8 (3aemHo co Haarpamoara Windows 8.1). Bo koHTEKCT Ha OBa, C€ HAMETHYBaaT CJCIHUTE KITYYHU
npaniama;

1. 3omrro Microsoft mpubupa JndHE OAATOIH 01 KOPUCHUIIUTE?

2. KaxoB By Ha TUYHK MOJATOIM TpUOUpa?

3. KonkaBo KOJIMYECTBO M 33 KOJKaBa BPEMEHCKA paMKa MPUOUpa JINYHHU MOAATOIH?

4. Ha koj Ha4YMH ce MPUOUPAAT JTUYHH MOJATOIM OJT KOPUCHUIIUTE?

5. Kako pearupaar KOpUCHUIIUTE KOTa Ke JI03HAAT JIeKa HUBHUTE JINYHU TOIATOIN C& KOMITPOMHUTUPAHHU?

OBa ce HM3a ITpallamka 3a KOM Ke ce HalpaBaT OOMIH /1a ce AafaT OArOBOPH MO0y BO 0BOj Tpya. MimeHo,
naxo Microsoft, Bo He TOJKY JaNeYHOTO MUHATO, 3aMO0YHA Ja MPUOUPA JIMYHU MOJATOIH O]l KOPHUCHHUIIUTE CO
NPETXOJHUTE BEP3UU Ha ONlepaTUBHU cuctemMH, cenak co Windows 10 ro 3a0p3a, T.e. peBOIYIIHOHEPU3UPA, OBO]
NpoIleC CO3/aBajK HOBH MOXKHOCTH 3a IPOIIMPYBame Ha JIMjalla30HOT Ha JIEjCTBYBarme BO OBa HACOKA.
[MoenHOCTaBHO Ka)kaHO, IOYHA JIa MaHU(ECTUPa TIoarpecuBeH mpucTar. Toa MoYHa J1a TO MPaBH MO U3TOBOPOT
JIeKa caka Jia TH ,,IPEJBUIU IOTpeOnTe  Ha KOPUCHUITUTE 3a J1a MOXKE HaBpeMe Jia OJIrOBOPH Ha HUBHUTE Oapama
Ha Ta3apoT Ha MOHyJAaTa W nodapyBaukara. Meryroa, Jpyrara CKpueHa BHCTHHA € JieKa CTapuTe BEp3HW Ha

OIEPaTUBHU CUCTEMH HE UCIIOpavyBaa JOBOJIHO KOJIMYCCTBO Ha JIMYHU ITOAATOUN OJf KOPUCHUIIUTE 3a HOTpeGI/ITe
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Ha Microsoft. ITa, copen Toa, Microsoft usnese co obpasnoxeHHe BO jaBHOCTA [eKa HETOBUTE COMTBEPCKU
WH)KEHEpH HEeMaaT MOBEKe BpEeME M CHJIM 32 MCTOBPEMEHO HM3TOTBYBame Ha 0e30€THOCHU 3aKpIH 3a CUTE
OTIEpPaTUBHH CUCTEMH. A, CEKaKO0, BCYIITHOCT IMOCHTaTa Oelle MPUCUIIHO Ja MUTPHpaaT KOPUCHUIIUTE HA HOBHOT
OTIEpPaTUBEH CUCTEM 3a Jla MOXKe TIOBEKe J1a Ce ,,KOIa 10 HUBHATA MPUBATHOCT™ CO KpajHa 11eJ Jla ce BOCIIOCTaBH
aricolyTHAa KOHTpOJIa HaJ HUB MpeKy Npoduiupamke Ha HUBHUTE MOTPeOM M MOHHTOPUpPAE HAa HUBHUTE
AKTUBHOCTH CO 1IeJI IPaBeH-E¢ Ha AETAIHU MPECMETKH U POCKTUPALE Ha CTPATErMy M TUIAHOBHU 32 M3paboTKa Ha
CIICIHUTE HOBU I'€HEPAIlH Ha TEXHUKHU U TEXHOJIOTHHU. MeryToa, 3a sxkain, Microsoft 3abemneska geka KOpUCHULINTE
ce yIITe MpyKaaT OTIIOp KOH MHIPUPAETO HA HOBaTa OlepaTHBHA IaTdgopma — TJIaBHO 3apaau cé yIITe
norrymaparoT Windows 7, HO MCTO Taka M 3apaJyl MPOTEKYBAKETO BO JaBHOCT HAa WH(OPMAITH 32 HEOBIACTEHO
npudupame InIHn noxaTony Ha Microsoft. 3a ma v coBnaga oBue mpenpeku, Microsoft movna ma BMeTHyBa
MPOrpaMCKH KOZOBH BO HOBuTe TeHepamnu Ha mpouecopu (Kaby Lake m Coffee Lake) xom BcymHOCT
OHEBO3MOXKYBaaT MOJPIIKA 32 CHUTE 3aCTAPEHH ONEPATUBHU CUCTEMH, a co nckiydok Ha Windows 10. Toa ro
MPUMEHHU U Kaj 3acTapeHnuTe reHepanuu Ha mporecopu (Celeron, Pentium, Core 2 Duo, Core 2 Quad, Core 2
Extreme, Core i3, Core i5, Core i7; eTHOBpeMEHO MTOCTUTHYBAjKH JBOCH e(eKT — 3rojieMeHa Mpojak0a Ha HOBH
IPOLIECOPH, BKIIYYUTEIHO ¥ HOBHOT OIIEPAaTHBEH CHUCTeM) 0e3 3Haeme M modapaHa 03B0ja 0] KOPUCHUIIHUTE,
TaKa IITO MOBPEMEHO 3HAYUTEIHO MM ja ycriopyBa paboTaTra Ha HUBHUTE KOMITYTEPCKH CHCTEMHU, HO BOSTHO H
CO MOKa)KyBame Ha IEPUOANYHH H3BECTYBamba MPEKY ,,AHOOPMATHBHU IPO30PUHEHA™ CO LN 1a ce MHHOpMHpaaT
JeKa TIOCTOjaT HEKaKBU CHCTEMCKH TpEHIKH Ipu o0padoTKaTa M MPOLECHUPAETO Ha MONATOLUTE U
uHQOpMaIUHTE.

Kommjyrepckure kopucHUIM (OCOOCHO OHHME KOW C€ MPUKIYYEeHH W aKTHBHU Ha VHTepHET) cTaHaa
npeTepaHo paHJMBa KaTeropvja Ha JUIa, OWEjKH CTaHaa 4yecTa MeTa HA Hamajau oj cTpaHa Ha Microsoft.
HajuecTa kareropuja Ha JHYHH TOIATOLM KOH CE IPEAMET Ha HEOBJIACTEHO MTPUOHpame ce: HMe U MPe3rMe, Mo,
BO3pacT, OpadeH cTaryc, oOpa3oBaHuMe, paboTa W BUCHMHA HA MECEYHM NpuUMama, ajapeca Ha
YKUBEAJMIITE/TIPECTOj yBATHIITE, MajYHHUOT ja3¥K Ha KOj c€ MUNIYBa U TOBOPHU (BKIYYUTEIHO U IPYTH CTPAHCKU
jasuIy, TOKOJIKY ce KOpUCTAaT), MOMEHTAITHA JIOKallja Ha KOMITjyTePCKUOT KOPUCHHK, TTO/IATOIH 3a COLIMjalieH
JKUBOT, TeNEePOHCKH OpOeBM M KOHTAKTH, EJIEKTPOHCKA IIOINTa, 3aBEJCHH MOJATOIM Off KaJleHAapoT Ha
aKTHBHOCTH HA ONEPATHBHHOT CHCTEM, OaHKapCKH CMETKH M HCTOPHja Ha peaTM3upaH OaHKapCKH TPAHCAKIIUH,
COIICTBEHOCT Ha JIBMKEH M HEJIBI)KCH UMOT, KOPHCHIUYKH UMHbA M JIO3UHKH U MIPOQHIM Ha COLIUjaTHU MPEXH,
(oTo3anucy, BUACO3AMUCH U TIIACOBHH 3aITUCH OJ] COLMjAITHUTE MPEKHU W/ TBPAUTE JMCKOBH; MOAATOIH OJT
U-MEjJIM KOM ce ToBp3aHu (cuHXpoHM3upanu) co Windows 10, mojuTuuka OmpenesieHOCT, MONATOLH 3a
KOHQUIypaluja Ha KOMIJYTEPCKHTE CHCTEMH, HajueCTO KOPHCTEHHM WHCTAJHpPaHW aIUIMKalud Ha
KOMI[jYTEPCKUTE CHCTEMHM, HCTOpHja Ha mpelapyBama NpeKy BeO-pedapyBauyd W CepBUCHTE 3a BeO-
npedapyBame, MOJAATOLM 3a IPE3eMEHH COOPXHHM MpeKy VHTepHeT, mojaTouu 3a Mpe3eMeHH W/HiIu
UTHOpUpaHu 0e30eAHOCHH COPTBEPCKH HAATPaaAOH, TJIACOBHU M BHAEO MOJATOUM NPEKy BIPaJCHUTE WU
MHCTAIMPAaHUTE 3BYYHHLIM M MHUKpOo)OoHM M (BeO)kamepu Ha/OJl KOMI[jYTEPCKHTE CHCTEMH, MOAATOLX 3a
JINjarHOCTHKA Ha MOTEHIMjaJHH TPENIKH BO ONEPATHBHUOT CHUCTEM, MOJATOIM 3a CE HITO CE THIIYBa MPEKy

TacTarypa, COOMpame OeIMHEYHH HACTaHH OJ1 KOMITjyTEPCKUTE CUCTEMH Ha KOPUCHUIIUTE UTH.
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Bo onHOC, nak, Ha KOJIMYECTBOTO HA MPE3EMEHHU MOJATOLM M BPEMEHCKATa paMKa BO KOja ce M3BelyBa
Toa, cropen crnpoBelgeHuTe aHainm3u Ha u3BeceH CheesusCrust, unen Ha Voat, U MOKpaj CUTE Npe3eMEHH
0e30eAHOCHH MEpKH OJ] CTpaHa Ha KOpUCHHUIUTE Ha Microsoft oBaa akTMBHOCT MPOJOJKYBa 0€3 MOToyieMH
npo0JeMy 1 BO KOHTHHYHTET Ja ja cpoBeayBa. JbyOonuTeH Ja ro Jo3Hae CTENEeHOT Ha mnuoHaxa Ha Windows
10, CheesusCrust ro moctaBui HeroBuoT Linux janton co Windows 10 Enterprise BupTyenHa MamHa, Kako U
co DD-WRT pyTtep Koj OUI KOPHCTEH 3a Cleiehe Ha coobpakajoT. 'CheesusCrust, MCTO Taka, I'M OHEBO3MOKHIIT
CUTE KApaKTEPUCTUKH 3a CIIEIEHE M MPEIHOCTUTE HA TENEMETPHUjATa BO ONEPaTUBHUOT cucteM.? Toj moToa ja
octaBmi MamuHaTta na pabotu co Windows 10 mpexy HOK, BO 0OWJ ja TH CJI€IU BPCKUTE IITO OMEPATHBHUOT
cucteM ce obuaysa jga ru Hampasu.® OcyM daca mojomHa, TOj oTkpwi aeka Windows 10 ce obumen ma
BocrioctaBu Haxm 5.500 Bpcku co 93 pazmmunu IP-ampecu, ox xom peuncu 4.000 Ome BocmoctaBeHn co 51
pasnuunn IP-axpecu kou npunaraar Ha Microsoft. ITo ocraBameTo Ha MamuHara 3a 30 aca, Windows 10 Taa
Bpcka ja mpormmpuin co 113 me-mpuBatHu [P-anmpecw, moTeHIWjamHO AO3BOIYBajKM MM Ha XaKepHUTE Nla TH
IPECPETHAT OBUE TOAATOIN.”

Iloctojar Opojuu HaumHM npeKy koum Microsoft 06e30emyBa ,,pynapeme coO JTUYHATE TMOMATOIHN Ha
KOMITjyTepCKUTe KOpucHUIM. Bo mpB pen, Moxke aa ce crioMene npedapyBadoT Cortana koj GyHKIIMOHHUpA Ha
0a3a Ha o0aKk-CepBUCHTE, a Mpe3eMa JINYHU MOJATOIH MPEeKy C€ MITO KOPUCHHUIUTE K€ BIMIIAT BO MOJIETO 32
npedapyBame MPeKy TacTaTypara WM, TaK, NPeKy akTHBHpame Ha MHUKPO(QOHOT W JlaBame Ha TJACOBHH
WHCTPYKIUH Ha UCTHOT 3a IPOHAOTamke Ha OAPE/ICH BU Ha PE3YNITaTh. A, UCTO Taka, ja CIoJeTyBa U HCTOpHjaTa
Ha npebapyBama. [logenHakBo 3HaUajHa € U yjoraTa Ha peOpeHIupanuoT Be0-npedapypau Internet Explorer, T.e.
Microsoft Edge koj e cocraBen aen ox Windows 10, BKIYUHTEIIHO U CEPBUCOT 3a BeO-mpebapyBame Bing.
WuBaszujata Ha Microsoft Bp3 mprBaTHOCTa Ha KOMIIjYTEPCKUTE KOPUCHHUIM YCIICIIHO ja OCTBapyBa U IMPEKY
anatkute Ha Windows 10 Kou ce akTHBUpaaT CO €KCIPECHO HArojayBame MPHU WHCTaNallKja Ha ONEePaTUBHHOT
CHCTEM, a KOU aKTHBHO M He3a0eJIe:)KUTEITHO paboTaT Bo 3a/lHMHA. Bo mmpokara sene3a Ha MPOU3BOJIU Ha OBO]
TEXHOJIOIIKM THTaHT BJIETyBa M COlMjayHara armmkanuja Skype. OBaa ammikanuja, Bo OyKBajHa CMHCIIA,
OBO3MOJKYBa CIO/IETyBamke Ha (KOMOWHAIM]a OJ1) TIMITYBaHH M TJIACOBHM ITOJATOLH, BKIYYUTEITHO U (POTO3AIUCH
U BUJICO3aIMCU Ha KOpUCHHUIUTE. Bo oBaa KOHOTaIMja Bpenyu 1a ce CIIOMEHe M Kiayj cepBucoT Microsoft
OneDrive k0j, BCYIIHOCT, HE CaMO IITO HYIU YCIYTH 3a CKJIQJUPAkhe U YyBamke Ha CEKAKOB TUIT HA MOJATOLH,
KaKo0 ¥ MOKHOCT 3a CIIOJeTyBamke M IpHCTAIl 0 UCTHTE o Omio koj ypex (0e3 oriex Ha BpeMEHCKara u
IpOCTOpHATa JMMEH3Hja), Ma, UCTO TaKa, ¥ KallalluTeTH 3a 3JI0yNnoTpeda Ha HCTUTE BO Kopenanuja co Microsoft
cepsepure. JJononHurenno Ha oBa, u Microsoft Office 365 makeToT (koj € focTaneH Bo oH-najH n3ganue u JAB/I-
JIMCK) JOTIOJTHUTEIIHO BIIMjae Ha PaHJIMBOCTA Ha MPUBATHOCTAa Ha KopucHuuuTe. [loeHTara e Bo Toa MTO U OBOj
MaKeT MOXKE KPEUpaHUTE U CKIAJAWPAHUTE COAPKMHU Ha KOPUCHUIIMTE J1a TH crojeiyBa co Microsoft mpeky

tenemerpujatra Ha Windows 10 (mokonky e umHcTanupan) win npeky OneDrive kiayn cepBHCOT (IOKOJIKY

“Windows 10 Sends Your Data 5500 Times Every Day Even After Tweaking Privacy Settings.” The Hacker News.Swati Khnadelwal.
10™ February 2016. Web. 20t July 2018. <https://thehackernews.com/2016/02/microsoft-windows10-privacy.html>.

2Ibid.

3Ibid.

“1bid.

Slbid.
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cTaHyBa 300p 3a mpucrtan a0 u pabora npexy Wutepner). [lonatamy, 3akanata mo 6e30eIHOCTa Ha JIUYHUTE
MOJIATOIIM MOXe Ja u3Bupa u oj Microsoft Outlook. OBoj nepcoHanieH nH(HOPMAITUCKU MEHAIIEP, KOj UTpa yJiora
Ha MMOBEKEHAMEHCKHU CEPBHC, COOMpA U CIIO/ETyBa JMYHH OAATOLHM HA Pa3IMYHA HAYMHHU KaKo, HA IPUMED, TIPH
Kpenpame Ha IpoQui 3a eNeKTPOHCKa MOIITa (HajuecTo reHepajiu Ha KOPUCHHUIUTE, TeJde(oHCcKr OpoeBH 3a
BepuuUKanyja, WIH, MaK, aJTepHATUBHU H-MEjJI aJpecH Kako MOTBpJAa W MOJApIIKA, MaTHYHA ApKaBa,
BpeMEHCKa 30Ha  ¢i1.), mpeky Android u i0S-ammukaruute Ha Outlook uTH.

[Nopaau BakBUTE HAMETHATH TI0jaBU U COCTOjOM O] cTpaHa Ha Microsoft, a kou (MH)IUPEKTHO Pa30pHO
ce peduekTupaaT Bp3 MPAaBOTO Ha NPHUBATHOCT, KOMIjYTEPCKUTE KOPHCHUIM TMOYHAaa Ja MaHU(ecTUpaaT
pasnnvHu peaknuu. [1a Taka, Moxke 1a ce 3a0eNen Kako eJIHU pearnpaat NaHuIHo 1 u36e3ymeHo. Jlogeka npyru
pearnpaar peBONTHpaHO (M Ce OTKaXyBaaT OJ HEKOM MPOHM3BOIM W YCIYTH KOW T Hyau Microsoft n/mmm
MUTPHPAAT Ha MPOU3BOJUTE U YCIYTUTE KOU M HYJAT KOHKYypeHTUTe). TpeTH, mak, pearupaar CKenTHYHO (CO
BEpyBame Jieka ePEeKTOT 3a CKaHJAIOT BO MEIUYMHUTE € IMOroJieM OTKOJKY INTETUTe KOW MOXe Ja Oupar
NPEM3BUKAHN CO CIIOJICNYBAaETO HA JMYHUTE Toaaroud co Microsoft). Ho, ucTo Taka, nMa U HEKOM KOH
pearnpaar IpeBeHTUBHO (CO TIpe3eMamke Ha KOHKPETHH aNTepHATHBHU 0€30€THOCHU YEKOPH).

IToce6HO KOTa cTaHyBa 300p 32 MOCIIEeHABA KATErOpHja Ha KOMITjYTEPCKH KOPUCHHUIN (TTOCEOHO OHUE
KOH Ce MO/1ab0K0 YIaTeHH BO KOMIIjYTEPCKOTO MPOrpaMupare), MovHaa Ja mpe3eMaar MPOMHCICHU YeKOPH
KaKo, Ha MpUMep, CeJIeKTUBHA IEPMAHEeHTHA JIeaKTHUBaIlfja, OJIOKUpame W/WIH OpHUIlekhe Ha TeleMeTpujaTa u
NpeocTaHaTUTE CEPBUCH U PETUCTPH KOM Ce CIICIHjajIu3uPaHy 3a ,,pyJapemhe CO JINYHU moaaTouu Bo Windows
10 onepatuBHUOT cucteM. Jloaeka, mak, HeKou JIpyry (MOMaJIKy YIaTeHH BO OBaa MpolJjieMaTHKa) C€ Hacouuja
KOH KOPUCTEHE Ha TOTOBU COPTBEPCKH pellieHrja (KO HEKOH OJ1 HUB ce OeCIIaTHU 3a Mpe3eMambe, a 10JIeKa 3a
JIIpyTu € moTpedeH oJpelieH MmapuyeH HaJIoMecTOoK). Mery cute HUB, HajynoTpeOyBanu ce: StopWinUpdates,
DisableWinTracking, Spybot Anti-Beacon, Ultimate Windows Tweaker 4 u ip. A 1iMa ¥ TaKBU KOU IPUMEHYBaaT
KOMOWHHpaH MpUCTal, T.e. KOMOMHAIUja ¥ O] IPBUOT M OJ BTOPUOT HauMH. Hekow, mak, o/l HUB 3aroyHaa Jia
BHUMAaBaaT Jypu U cO 0€30€IHOCHUTE HAArpaj0U Ha ONCPATUBHUTE CHUCTEMH, TaKa INTO CE HACOYMja KOH
CEJICKTHBEH W OOMUCIICH IPUCTAIl KOj Moipa3dupa n30erHyBame Ha HeKoU 0€30€JHOCHU 3aKPIH KOU BCYIITHOCT
BO ce0e HE BKIyuyBaaT HCKIYyYMBO QXypHUpame Ha CHCTEMUTE, TyKy W pEaKTHUBalHja, OJ0JOKUpambe,
pEHMHCTaNalMja W HAArpaada Ha TMOCTOCYKUTE TEICMETPUU W JPYTHUTE€ HMCTOPOJHU CEPBUCH U PETHCTPH,
BKJIYYHMTEITHO U MHCTANIAIMja HA UCTH TAKBY MOTIIONHO HOBU. BripoueM npuunHaTta 3a n30erHyBame Ha BAKBUTE
3aKpIH HE € SIMHCTBEHO 3apajy Toa, TYKy W 3apajy HaArpazada Ha caMmaTa mporpama 3a OIIITH HAroayBama,

KaKoO U Iporpamara CHCL[I/Ij AJIM3UpaHa 3a HaroJyBakba Ha IIPUBATHOCTA HA KOMHjYTepCKI/ITC KOpHCHUILIHU.

2. Epo3nja Ha IpaBOTO HAa MPUMBATHOCT HA KOPUCHULMTE HA COIMjAJTHU MPEKH

ConujanHuTe MpPEXH, UCTO Taka, MOJCTHAKBO ja epoaupaar O0e30efHOCTa HA JIMYHUTE MOATOIM HA
KOpHCHHUIIUTE. Peuncu He MOCTOM coldjaliHa Mpexa Koja (Ha OWJIO KOj HauMH) HE ja 3JI0yNnoTpeOuia Wid

NPOJIOJDKYBA BO KOHTHHYUTET J1a ja 3I0ynoTpedyBa AajeHata joBepOa Ha kopucHuimre. Facebook ce n3nBojysa
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KaKo HajeKJaTaHTEeH MpUMep BO oJHOC Ha oBa. OBOj TEXHOJIOIIKU TUTAHT, MPAKTUYHO, IO JIEBAJIIBUPA CBOjOT
NPOTrPECUBEH HAIMIPEOK U KPEAUOMIUTET U JoBepOara Koja ja uMalle CTeKHATO Kaj KOPUCHHULIUTE U Toa TOKMY
MOpaJy COOYYyBamh-ETO BO jaBHOCTA CO CEpHja Ha CKaHAAIH MOBP3aHH CO 3JI0YNOTpeda Ha TUYHUTE MOJATOIH Ha
MOBEKEMUJIMOHCKH KOPUCHHLIM IIUPYM CBETOT. A CETO TOa KyJIMHHHUPAIIE CO CIEKTAaKyJIapeH Maj Ha aK[UUTe Ha
Oep3ata Ha Wall Street n Hem3BeCHHUTE U3rJEnN 32 PUHAHCHCKO OMOpPaBYBamk-E€ BO MIHMHA, JaBalETO OTKA3 Ha
medor Ha Oe3b6emHoct — Anmexkc Cramoc w Apyru mosHadajuun WT-xkagpu on pemoBwTe Ha KOMITaHHWjaTa,
OTKa)KyBamb-ETO Off YCIIyTHTE HA 3HAUUTEJEH Je o1 KopucHumTe U ap. Ja Oume paborarta ymre mosioma, BO
oBaa adepa aktuBHa ynora ogurpa u Cambridge Analytica koja 06e30ennia HenmpedeH npucTan A0 0a3ara Ha
nonatony Ha Facebook (co mpeTxonHa m03BoIa Ha KOMIIaHMjaTa), a C& CO e JIa Ce BiIHMjae Ha jJaBHOTO MHEHHUE
BO BPCKa CO OJIpeleHH KIyYHH HACTaHU KaKo, Ha IIPUMeEp, CO MpeTcearenckara kamnama Ha JJonanx Tpamn 3a
n36op Ha mpetcenaren Ha CAJl, co rmacaukuot nporiec 3a bpersur u ci. Meryroa, BakBara adepa He 3aBpIITyBa
Tyka. Bripouewm, yire npexn na m30mjaT BakBUTE CKaHAAIU BO jaBHOCTa, Facebook mpu3Ha mpen jaBHOCTa aeka
npen 2011 roguna (ymre mipen na pearnpa amepukanckarta Federal Trade Commission Bo Bpcka co 310ymoTpeda
Ha JIMYHATE TTOAATOIH) CKITy4niIa HajManKy 60 KOHCTIMPATHBHU IOTOBOpH co npyru kommnanwuu ox UT-cekropor
on ,,kannbapoT kako Apple, Samsung, Amazon, BlackBerry, Microsoft u MHOTY Ipyru Ha KOH, HCTO TakKa, UM
00e30eamia ciao0o/ieH mpucTan 10 0a3aTa Co JIMYHM MOJATOLW Ha KommaHujata. Op Apyra cTpaHa, mak, 3a
mreTara aa ouae naneky noronema Facebook mouna na nzpaborysa n umimieMeHTHpa cBoM pa3y3HaBauku WUT-
aJlaTK{ HaJl CBOMTE KOPUCHUIIM O] TUIOT Ha Broadcast content view analysis based on ambient audio recording,
myPersonality u ap. Ekcnieprure Ha Facebook ja mpoanabounja paHmuBocTa Ha KOPHCHUIIMTE U IOPa Il HUBHUOT
HEBHUMATEJICH OJHOC TPH IITO JOMYIITHja Ja Ce T0jaBu TPEIlKa, OTHOCHO 0€30€IHOCEH MPOITYCT BO CHCTEMOT,
TaKa IITO JUYHUTE MMOJATOLUN Ha 14 MUIMOHM KOPHUCHHIIM CTaHaa jaBHO JOCTAlHU. ['pelikarta Koja T MOroau
OBHE KOPHCHULM o1 18 Maj 1o 22 Maj, ce ciyun, noaeka Facebook tectupante nosa gynkuuja.® Ipemkara 6una
1IEJIOCHO ucnpaBena 10 27 Maj.” Toa 3Ha4M JeKa CEBKYIHUTE aKTUBHOCTH HA KOPMCHUIMTE BO TOj EPUOJL Ouite
U3JI0KEHU Ha YBUJI Ha jaBHOCTA, & JI0JIeKa HUBHUTE MPOGIITH KoM OHiie OJOKMpPAHU MITH HEBHUTUBH 32 JIPYTUTE
CTaHajie IIeJIOCHO OTKIIyYeHH, OJHOCHO AocTamHu. Kako mocienuiia Ha BaKBUOT Cliel HA HEMHJIM HACTaHH,
ocHoBa4yoT Ha Facebook Oemne moBWkaH Ha pa3roBOp 3a JAa Naje OOpaslioKeHWe 3a BaKBHTE Oe30eIHOCHU
HPOITYCTH TIpe]l OPUTAHCKUTE U aMEPUKAHCKUTE 3aKOHOJIABI, BKITYUUTEIHO U Ipej 3akoHoaasuute Ha EY. On
crpana Ha CAJ] u B. bpuranunja 6ea nHUIIMPaHU TEMEIHN UCTPAru 3a YTBP/AyBamke Ha KPUBUYHA OJ'OBOPHOCT.
A Eponckara komucuja Ha EY, nak, Ha Facebook 1 m3peue nypu u rio6a o1 HEKOJIKY MIJIMOHH €Bpa 3a IoBpeIa
Ha TPaBOTO HA MPHUBATHOCT HA €BPOIICKUTE KOPUCHUIM. BoenHo, kKako oAroBop Ha ceto oBa, EY u3rotsu n
crenyjajiHa peryjaTuBa 3a 3amTura Ha tnaante nogaton (GDPR) koja ctanu Ha cuina Ha 25 maj 2018 roguna
CO IIeJ1 Ja NMPEeBeHHpa BaKBH HEMOCAKyBaHW MHIMIEHTH BO WIHMHA. 3a KaJl, O]l BaKBaTa roirora (HU3 Koja
MOMUHYBaaT OBHE KOPUCHHUIM) HE ce IOIITeJeHH HUTY IMak KopucHuiuTe Ha Instagram, Twitter, Viber,

WhatsApp, Snapchat u ap. Biipouem, Toa npeTxoHO I'0 HajaBU M MOPAHEIIHUOT pa3y3HaBay Ha ATrcHIMjaTa 3a

6«Facebook bug set 14 million users’ sharing settings to public.” CNN tech. Heather Kelly. 7" June 2018. Web. 4" August 2018.
<https://money.cnn.com/2018/06/07/technology/facebook-public-post-error/index.html>.

"“Facebook bug made up to 14 million users’ posts public for days.” Wired. Louise Matsakis. 7" June 2018. Web. 4™ August 2018.
<https://www.wired.com/story/facebook-bug-14-million-users-posts-public/>.
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HannoHaiHa 6e30enHocT (NSA), EnBapn CHOyneH, Koj Toa ro MOTBpAyBa co 00jaByBam-ETO BO jaBHOCT Ha TajHU
JOKYMEHTH Ha ATeHIIHMjaTa, a BO BPCKa CO IPUOMUPameTo Ha JIMYHH MOJATOIM Ha KOPUCHUIIUTE O COLIMjATHUTE
mpexu. Kako pe3ynrar Ha ceTo Toa, KOPUCHUIMTE HA CUTE OBHE MPEXKHU CE OPUEHTUPAa KOH alTepPHATHBHUTE
pelICHU]ja KOU TapaHTHpaar JajeKy morojeMa 0e30eIHOCT U MPUBATHOCT Kako, Ha npumep, Ello, Vero, Signal,

Diaspora, Path, Raftr, Nextdoor, Tumblr, EyeEM, Mastodon, Plurk, Vine, Viddy, Medium u ap.

3. Epo3nja Ha mpaBOTO HA MPUBATHOCT HA KOPMCHULINTE HA MOOMJIHU ypeau

3akanure 1o 0e30emHOCTa M TMPUBATHOCTA HA KOPHCHUIIUTE C€ TpeieBaaT AypH W BO CBETOT Ha
MOOWJIHUTE ypeIy 1 MOOMITHHUTE aruTHKany. [IJOKOHKpETHO, OTTACHOCTHTE CO KO OBHE KOPHCHHIIM CE COOUyBaaT
JoaraaT TOKMY TMpeKy MoOOwmHuTe TenedoHu, Tabiernte, MOOWIHHWTE OINEPAaTUBHH CHUCTEMH, Ta AYpH U
MOOWIHHUTE aruiKanuy. MIMeHo, KOpICHUINTE Ha MOOWITHUTE YpeIu Ha JOMHHAHTHUTE TEXHUYKO-TEXHOIONIKH
rHranTi Samsung U Apple mo4Haa Ja ce coo4yBaaT cO MacOBHO NMPUCIYIIYBambe MPEKy BrpafeHUTE KaMepH,
MHUKpPO(OHHU M 3BYYHHUIIM JAYypH U KOTa UCTUTE CE CTaBEHH BO MHPYBambe, OJHOCHO ce MCKIydeHH. Toa 3Ha4uM
tdhopmupame 0a3m Ha Qororpadcku, BHAEO W TIIACOBHH 3amucH. HeoBimacTeHOTO coOMpame KOPUCHHYKU
nonatony ro wHTeH3uBHUpaa Google n Apple npexy Android u iOS omepaTuBHHTE CHCTEMH W CEpBHUCHTE 3a
JUrATanHa auctpuOynuja Ha arutukanuu Google Play u App Store. Kako jomonHeHre Ha OBa, OBHE TMTaHTH
MOYHAa Iypu B MeryceOHO Ja ce MpUCITyITyBaaT u ciieaat. OBa KyJIMUHHUpAILE TypH U CO OApeNyBambe r100a of
HEKOJIKY Mujapau ponapu Ha Google ox ctpana Ha B. bpuranuja 3a cieneme Ha OpUTaHCKUTE KOPUCHULIA HA
iPhone moOunauTe Tenedonu Bo nepuonot mery 2011 u 2012 roguna. Google npes jaBHOCTa MPU3HA J€Ka T'O
ClIeId JIBMKCHETO Jypu M Ha cBouTe Android-KOpHMCHHUIM HE3aBUCHO JajiM ormiujarta ,,ocation Share” e
UCKITyueHa uin He e. McTo Taka, mopajau cepujaTa CKaHAald co KOU ce coour Apple, HO M Opaau CyTUpPOT CO
HOBarta nocrpora esporicka peryiarusa (GDPR) Ha EY, ofyryuun 1a nosiede 3Ha4uTeICH OpOj Ha alTUKAI[UH OJ1
App Store xou coOupaar KOPUCHHYKM TOAATONM O€3 MPETXOIHO HM3BECTYyBalke¢ M MOoOapaHa J03BOJia O
kopucHunuTe. Facebook mpomoimku jia ja JeMHE NMPUBATHOCTa Ha HEJ3MHHUTE KOPUCHHIIM MPEKYy MOOHIIHATA
arumkanuja Facebook Messenger. A, ucto Taka, u npeky WhatsApp. Ho, Tyka He 3aocTaHyBa HHTY, TaK, Viber,
KOj MIPAaKTHYHO HarojeMo o0e30e/1yBa, OCBEH TEKCTYaHH, U TIIACOBHH M BHJICO Pa3rOBOPH 0OJ1 KOPHCHHUIIUTE. 3a
KaJI, IPpeJ1 1a BOCIIOCTaBH MOCTPOru 6e30ejHoCcHU ctanaapau EY co HoBarta perynatusa, Co HCTOTO C€ COOUyBaaT
¥ KopuUcHUIMTE Ha Snapchat. Bo jaBHocTa m3ieroa uHpopmauru 1 Jeka MOOWIHNUTE TeinedoHn Ha Samsung
(nmpetexno oxn cepujata Galaxy, HO U O APYTH CepHM) MPEKy aruiMkanujara Samsung Messages crojenyBaaT
¢dororpaduu 6e3 3HaeHe Ha KopucHULMTE. Microsoft mpoaoKu Aa ja IeMHE MPUBATHOCTa Ha KOPUCHHULIUTE U
npeky Nokia u Microsoft ypeaure 1 Windows Phone n Windows 10 Mobile MmoOunHnTE OniepaTUBHU CHUCTEMHU.
TokMy nopazu ceTo oBa, HEKOW KOPUCHUIIM T H30€rHyBaa HajIpoiaBaHUTe MOOWIIHM OPEH/IOBH U MOYHYBaa 1a
murpupaat Ha Huawei, Xiaomi, Lenovo, Doogee, Blackview, Vivax, Phonemax, Meizu, Homtom u np., kou ru
HapadyBaa O]l a3UCKHOT ma3ap (OHJIejK1 THE ce MOMANIKY IOJIOKHH Ha MPHUCITYIIYyBamke U cleliekhe). Bo oqHoc,

MaK, Ha alIMKallMMTe THUE MoYHaa Ja ru npernodurtaar Signal, Telegram, Line, Dust, KakaoTalk, Threema,
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Wickr, Cyphr, CoverMe, Silence, Pryvate Now, SureSpot u ap. OBue amnukaiuu o6e30eaysaar end-to-end
SHKpUIIIICKa KOMyHHKaluja. Bo koHTekcT Ha oBa, [leHTaroH mokaxka orpoMeH MHTEpEC 3a TEXHOJOTHHUTE CO
kou pacnonara Google (moceOHO 3a BelITayKaTa HHTEIUTCHIIN]a), TaKa [ITO U ABETE CTPAHU CKIIydHja JOTOBOP
3a copaboTka. MeryToa, TOrOBOpEHUTE CTPaHH CE COOUMja CO M3pa3eHO OTPOMHO HE3aJ0BOJICTBO O] IIMPOKATa
jaBHOCT M Ipo()eCHOHATHUOT Kajaap u kopucHuuute Ha Google. [Ipnunnara 3a Toa € CTpaBOT O MOXKHOCTA O]
310ymnoTpeda Ha MPOU3BOJUTE U YCIYTUTE O 00JIacTa Ha BeIITauKaTa HHTEINTeHIINja Ha KOMITaHUjaTa off CTpaHa
Ha [leHTaroH 3a BoeHH 11eny, 1ma AypH 1 3a u3paboTka Ha opyxje. Ox cTpaHa Ha Mpo(heCHOHATHHUOT Kajaap Oerre
WHUIMpaAHa TETUIHja 32 TIOAHECYBamke KOJEKTUBEH OTKa3 JOKOJIKy Google mpomomxu na copaboTyBa Ha oBa
norie co Ilenraron. Google Ha KpajoT ce oriacu co W3jaBara AeKa HeMa Jia ja MPOJOJDKHA OBaa copaboTKa o
3aBpIIyBamkeTO Ha MOoroBopoT Bo 2019 roguna. IlapanenHo co oBa, m AreHIyjaTa 3a HaloOHAIHA 0e30€aHOCT
NOKa)ka OTPOMHHM acCTIMpAIyy Jla ce WHBOJIBUpA BO cdepara Ha TedeKoMyHuKanuure. OBa TO MOTBpIyBaaT U
TajHUTE JTOKYMEHTH KOU Oea 00jaBEeHU BO jaBHOCT, BO KOM OWJIe COApKaHH pa3pabOTeHH IJIAHOBH M CTPATETHH
KaKo J1a ce coOMpaaT arcolyTHO CEKAKOB THIT HA JIMYHH ITOJATOLH OJ TpalaHUTe Of CUTE MOKHH n3BopH. Kako
MOTKpena Ha oBoj (hakT e u (pakToT AeKa mpomonkeHara paka Ha AreHnujata, AT&T, koja e cnenujanu3upana
MYJITHHAIIMOHATHA TeJICKOMYHHUKAIIMCKAa KOMIIaHHja, CIIOJIENTyBa aMa ariCOlyTHO CEKaKBH JTMYHH MOAATONHU O
Hej3UHHUTE KopucHUIHM co AreHijarta. NSA cmeta neka AT&T e eaeH ox Hej3UHHUTE HAjIOBEPIIMBY MAPTHEPU H
ja moany ,,eKCTpeMHaTa oAr0TBEHOCT 3a oMol Ha koMnanujaTa.® Toa e copaboTka Koja aTupa co JAeLeHUH
nanaszan.’ Artnanra, Yukaro, Janac, Jloc Anyenec, lbyjopk, Can ®panuucko, Cuern u Bamunrton.'® Bo cexoj
on oBue rpanoeu, The Intercept umame uneHTrdukysano o0jekt Ha AT&T koj coap)u MpekHa onpemMa Koja
IIPEHECYBA OIPOMHO KOJIMYECTBO Ha MUHTEPHET coobpakaj uuz CAJI u ceetor.!! CeTo 0oBa ykakyBa Ha TOa JieKa
AreHIMjaTa MpeKy OBHE IICHTPU CIIPOBEAYBa arcollyTHa KOHTPOJIAa M HaJI30p KaKO BO JIOMAIIHHW, Taka U BO

MeTyHapoJIHU paMKH. A TOa 3HAYW HEj3HHO JICjCTBYBame 0e3 OrpaHHYyBamba.

4. Epo3uja Ha MPAaBOTO HA MPUBATHOCT HA KOPHCHHUIIUTE HA KJIAY/ CePBUCH

TexHOMOrMUTE KOM ce 0a3upaat Ha BUPTyelieH 00JIak ce HOBaTa TeHepalfja Ha MEMOPUCKH YPEIH BO
BUPTYEIHHUOT MPOCTOP. Merly HajIO3HATHTE U HAjKOPUCTEHUTE MOXKAT 1a ce u3aBojat: OneDrive, Google Drive,
Dropbox, Box, Mega, iCloud, NextCloud, SpiderOak, IDrive, pCloud, SugarSync, CertainSafe u np. Hexou on
HUB ce OeCIUIaTHH, a 32 HEKOHU € oTpeOeH oJIpe/ieH MapuieH HaJJOMECTOK 32 KOPUCTEHh¢ Ha HUBHUTE YCIYTH U
JIOTIOJTHUTENHA TpuBmiIernd. [lpemHocra Ha OBHE TEXHOJOTHMH € TOa IITO TapaHTHpaaT NPUBATHOCT U
0e30eTHOCT, MOKHOCT 33 CKJIaJIMPamke U CHOJISTyBakhe Ha CEKaKOB THUI HA COAPYKHHU, HA Pacrojiaramke Hyaatr

OTpaHWYeH MM HEOrPaHWYEH KalaluTeT Ha MEMOPH]ja, HyJJaT MOKHOCT 3a IIPUCTAI JI0 HUB Of] OWIIO KaJie U BO

8The NSA’s Hidden Spy Hubs in Eight U.S. Cities.” The Intercept. Ryan Gallagher, HenrikMoltke. 251" June 2018. Web. 05" August
2018. <https://theintercept.com/2018/06/25/att-internet-nsa-spy-hubs/>.

%Ibid.

O1bid.

Hbid.
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O0uJI0 Koe BpeMe, HEKOH 0] HUB ce OECIUIaTHH 3a KOPUCTEHE, a 38 HEKOU € MOTpeOeH mapuieH HaJOMECTOK; a
€IMHCTBEH YCIIOB € ypeIuTe O]l KOj ce MPHCTAIlyBa JO HUB Ja ce NpuKiIyueHn Ha MHTepHeT. 3a xail, mocTojar u
NpUMeEpH BO MpaKTHKaTa KaJe IITO HEKOH OJ OBHE O0JIaK-CEPBUCH Ce MOKa)Kalle Kako HeOBOHO Oe30eTHH 3a
KopucHuLuTe. HajeknaTanten npumep oJl MpakTUKaTa € CIy4ajoT co ciaBHarta sBe3na [lapuc XuntoH, koja Gemie
JKPTBa Ha XaKepPCKHU Hamaj oJl u3BecHa xakepka [lejrcap bkuanujan (Paytsar Bkhchadzhyan) koja npotusnpasHO
u onzena 130.000 monmapu on HEj3WHHUTE KPEAUTHH KAPTUYKHU M JIMYHU (HoTorpaduu o Hej3MHATA KOPUCHUYKA
cMmeTka Ha obnak-cepBucoT iCloud. OBoj ciy4aj moTBpayBa Jicka Iypyd U OBUE BUPTYCITHHM CEPBHCU IO HEMaat

W/WIIM HE MOXKAT J1a TO OJIpXKaT NOTPEOHOTO HUBO Ha 0e30€JHOCT U MPUBATHOCT.

3akiy4ok

be3benHocTa ¥ MPaBOTO HA MPUBATHOCT HA KOPUCHUIIWTE CTaHAa HEM3BECHW, a HUBHATA J0BepOa BO
TEXHUYKO-TEXHOJIONIKUTE TUTAaHTH W HUBHHUTE TPOM3BOM U YCIYTH MOYHA HArIOo Ja ce ryou. Microsoft mouna
OTICECUBHO-KOMITYJICUBHO J1a COOMpa JTMYHY MOJATOIH O] CBOMTE KOpUCcHHUIM. Ho, OBa cTaHa pe/loBHA mpakca u
kaj octaHatuTe kommnanuu o MT-cekropor. OcBeH 3a CBOM MOTpeOH, THE MMOYHAA JTMYHHUTE TOAATONHU Ja TH
CTOZIeyBaaT U CO HEKOW HAI[MOHAIHM CIYKOM Ha COBpEMEHHTE 3eMju. HajouwrienHu mpumepu 3a Toa ce
copabotkute Mery Google u [lenraron, u mery AreHnujata 3a HanumoHanHa 0e30eaHocT U AT&T. Bakpute
(KOHCTIMPATUBHU) MOTE3M Ha KOMITAHWUTE UM CE yJpHja O]l IJIaBa, Taka IITO Pe3yJITUpaa co Maj Ha BPeIHOCTa
Ha aKIMUTE Ha Oep3uTe, HaMalyBame Ha MPUXOJIUTE U 3TOJIEMYBabe Ha PACXOAUTe, TyOeHe Ha 3HAUUTEICH JeT
O MOCTOCYKUTEC KOPUCHHIHN W HEMOXHOCT 3a IPUBJICKYBakh€ HAa HOBU, HAPYUICH er):[I/I6I/IJ'II/ITeT 1 BJIOLIICH
KBaJIUTET BO KOMOMHaIMja cO HaMaieHa MoOapyBayka Ha MPOM3BOJM W YCIYTH, 3rojieMeH Opoj Ha HOBH

KOHKypeHTHH W T-KoMImaHuu 1 MPOM3BOAM U YCIYTH Ha TII00ATHUOT Iazap.
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Ancrpakr

ETnkata e HaykaTa Ha )KHBOTOT, Ha IPaBHUJIaTa KOU T'O OApEeAyBaaT JoOPOTO M JOMIOTO BO CUTe chepr Ha
JKUBOTOT, HEe TIOJ{y4dyBa Ha HemTaTa Kou Ou Tpebasie Ja HU ce MOTO “HE TO MPaBU OHA INTO HE Cakall a TH TOo
npaBatr.” Ho MHOTY ITaTH ce CpeTHyBaMe cO HEETHUYKO OJTHECYBAFbE U KaJie Ce TPAaHUIUTE U cPepuTe Kajle eTHKaTa
JIoTIHpa.

Kayunu 360poBu - emuka, srcusom, 000po, 10uio, nooyuysd.

ETHICAL ASPECTS OF COMPUTER CRIME

Abstract

Ethics is the science of life, the rules that determine good and bad in all spheres of life, it does not teach things
that should be our motive, does not do what you do not want to do to you,, But many patches we encounter
unethical behavior and where are the boundaries and spheres where ethics touches.

Keywords - ethics, life, good, bad, teaching.

BoBen

ETnuku tuiaeMu 1 HeloOyMUIH

ETukara kako Hayka ru npoy4yyBa MOPaJHUTE BPEAHOCTH, IPUHIUIIM U BEPYBama 3a HELITaTa AAJIU CE
JOOpH, MCIIPaBHU W MO3UTUBHU, HO U HOPMHUTE JI0 KOM JIyreTo Tpeba Jia ce MpHUIpXKyBaar 3a Jia ce ocTBapar
HUBHUTE HJIeW U HaMepH BO MopaiHa cdepa. Taa nma 3a 11e71 1a TH 0CIIOCcO0H JIyfeTo BO CEKOjIHEBHUOT KHBOT
Jia IocTaIyBaaTt UCIIPaBHO U 1a HOCAT MPaBEAHM OAJYKH. BpaboTeHnTe BO jaABHUOT CEKTOP YECTO CE€ CPETHYBAaT
CO €THYKH JUJIEMH KOra CUTyalHjarta oj HUB Oapa Jia ce onpeAeTyBaar 3a aTepHaTUBHU PELICHHU]a WIH OJUTyKH
KOM C€ BO I10J13a 32 €THH, HO HE 3a CUTE IPyMH. ,, IHTEpHETOT € OCHOBHA IT00aTHAa KOMYHHUKAIMCKa KOMITjyTepcKa
Mmpexa. HeroBuot pasBoj goBen A0 rojeMH NPOMEHH BO HAYMHOT HA JKHMBECHE U pabOTEeHE BO COBPEMEHOTO

ommrecTBO. OBO3MOKHII CAHOCTaBHa H 6p3a KOMyHI/IKaLII/Ija U NpEHOC Ha MHOTY I/IH(I)OpMaLII/II/I Ha TOJIEMH
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naneunnn,, ,,ITpo6neMoT Koj nocTon Ha MHTEPHET, @ MHOTY € TOTOJIEH 3a BPIIEHE Ha HEJT03BOJIEHH JIEjCTBUja
€ mpobIEMOT CO MAEHTHTETOT.,>, BOo TakBM Cilydaum JOHECYBameTO Ha OJIYKH BOOIIITO HE € JIECHO, HO
MOpPaTHUOT Cy0jeKT KOj ja MO3HaBa €TUKATa U, CEKAaKO, 3aKOHCKHUTE peIIeHH]ja Ke IOHECe NCTIpaBHa OJTyKa.

3a 3HAUEHETO Ha eTHKaTa He ce 300pyBa caMo BO (mI030()CKUTE KPYTOBH, TYKY M BO CTOIAHCKHUTE U BO
jaBHUTe opraHu3aunu. Hu3 Tue pacnpaBu ce pa3Buiie MOBeKe MOJICNIN 32 €THUKU pelIeHHja U Toa:

®  yYTHJIHMTapeH MOAe;

e [IpaBeH MOJET,

e  MoOjeN Ha MPaBUYHOCT.
Op acneKT Ha MPUMEHJIMBOCT Ce TIOCTaByBa Mpallame KOj O OBHE MOJIENIU € Hajao0ap 1 HajIpUMEHYBaH, KOj €
HajIpaBHUCH, a CEKaKo I € MOKHA HUBHA KOMIUIEMEHTApHOCT M HamopeaHa ynotpeda. BeymHoct, KoKy
JTyfeTo MoXar Aa OMJaT TEeMENHU W COBECHH Ja TM U3BPIIYBaaT 3aJadyuTe 4eCHO, COBECHO CO JOCTOMHCTBO M
3HaeHe, OJTOBOPHO U BO KOJIEKC CO CUTE MOPAJIHH HOPMH.

ConujanHata €THKa I'M akKLEeNTHpa CTAaHAApOUTE KOU YKaKyBaaT Kako HWHAMBUAyHTE Tpeba na ce
oIHecyBaaT MelyceOHO, HO M KOH ONIUTECTBOTO M KOHM CE€ HAjTOJIEMUTE YOBEYKH BPEIHOCTH BO OIIITECTBOTO.
ConujanHuTe cTaHOApAX IPOU3IIETYBAAT O/ AKTYEJHUTE OMIITECTBEHU 3aKOHU, 00MYanTe, IpaKTHKaTa, HO U Of
HEMHLIAaHUTE BPEOHOCTH KOU C€ MpaKTHLUpaaT Mely JyfeTo BO HMBHaTa KOMyHHKauuja. Bo MuHaroro tue
HEMMIIaHU NpaBuiia ce MOYNTYBaJIe U BpeIHyBaie. PeTku ce ommrecTBara Kaje CUTE€ HAYMHU Ha KOMYHHKAaLWja
U LIEJIOTO YOBEUYKO MOBEACHHE € IIETIOCHO YPEAEHO, I1a 3aT0a CE jaByBa BaKyyM O]l HEIOPEUEHOCTH, I1a CE jaByBaaT
Y TIOBEICHHUja KOU Ce CIIPOTHBHU Ha MOPAJIOT, HA ETUYKUTE CTAaHAApANU U HOpMHU. Bo Tre HenopeueHOCTH JeKu
BCYLIHOCT M 3aMKaTa K0ja 4ecTo € 3JI0yloTpebeHa, 1a ce jaByBa MUTOTO, KOPYIILMjaTa v BOOIIITO JCBHjaHTHUTE
MOBEJICHU]a.

ETnukute muiieMu 4ecTo ce Ha pa3HH MOJHba, HO CeMaK HajBaKHM M HajpU3WYHU C€ BO TIOJIETO Ha
KOpyTMIUjaTa, KpaxOuTe, MIMHOHaXaTa, KOHPJIUKTOT Ha HHTEPECH, 37I0yrnoTpeda Ha METUYMHUTE 1 N3MaMHUTE.

Bo monutHkara u BO NpaBHATa TEOpHja O] KOPYIIHja ce Moapa3dupa 3710yrnoTpeda Ha jaBHUTE
OBIIACTYBama U JI0BepOaTa co e 32 CTEKHYBamE Ha JITYHA KOPUCT, HEMOTH3aM, KAKO M METOTO KaKo MPHIPYKHA
nojasa.

ITo nmpenopakute Ha OECD ce ykaxyBa Ha IOYUTYBamke Ha OIPEICHN CTaHIapId KOU CE HEOITXOAHHU 3a
CUTE jaBHH CIIy>)KOCHHIIM M BpaOOTEHH BO jaBHHM WM BJIAJUHM MHCTUTYIIMHU. ENeH o1 HajBaXKHWTE CTaHAApAU €
CIpedyBambe Ha CEKakoB BUJ KOpYIIHja W Mpel c¢ MOAWTHYBame Ha CBECTA Ha JIyreTo W AeuHHpame Ha
MOpaJloT ¥ MOpajJHMUTEe cTaHzapau. He ciiydyajHO BO KpUTEpUyMHTE 3a UWICHCTBO BO €BPOATIAHTCKUTE
OpraHu3alMyd Ha IMPBO MECTO C€ CIIOMHYBa OopOaTa cO MHUTOTO, KOpYILUjaTra, TPAaHCHAPEHTHOCTA, JIMYHATA
ciobona v mpasara, cinodoaTa Ha MEIMYMUTE U OIIITUTE BpeAHOCTH Kako aeMokparujata. YHECKO ce 3anara
3a U3rpajlyBame Ha YHUBEp3aJIlHa €THKA KOja Ke MOYMBa Ha HajUTa00OKHUTE ETHYKU U YOBEYKH BPEIHOCTH OJI CHTE

Hapoau U ApiKaBH.

1 Sinteza 10-15308 2014-94
2 Sinteza 10-15308 2014-94 -100
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ETnukure Komekcu BivjaaT Ha paboTHaTa NMpoeCHOHATHOCT, Ha MeryceOHara KOMyHHKandja Ha
COIICTBEHOTO M3TpalyBame M HaArpaayBambe, KAKO U Ha pejTHHTOT Ha npodecujata. O TOj acmekT JeKapcKara
(ena HaAjIpBO MMa WM3rPaZCHO KOJCKC W ja mpudarwia “XurmokpaToBaTa 3akKieTBa” Koja 0e3 COMHEHHE
npuaoHena CBETCKOTO 3/py>KeHue Ha Jiekapu Bo JKenea Bo 1948r. na ja nonece u JKeHeBckara 3akierBa. [leHec
cute npodecuy KoM Ha HEKOj HAYMH cakaaT /1a aJaT 3HauyeHre Ha Tpo(ecHOHATHOCT, COBECHOCT U OpeH[I rpaiaT
KOJIEKC Ha CBOjaTa mpodecuja.

ETnuknoT xonekc mMa 1 CBOM IPHHIUITY U TOA:
¢ [IPUHIUII HA JOJDKHOCT;
e  TIPUHITUI Ha MPOGECHOHATHOCT;,
® MPHUHLUI HA COBECHOCT, €JHOCTABHOCT, €(h)UKACHOCT, yPETHOCT U HABPEMEHOCT;
® [IPUHIMIT HA KOPEKTHOCT;
e TIPUHIUI Ha J0BepOa U COPabOTKa;

®  JIpyT¥ NPUHLMUIH - HENPUCTPACHOCT, CAMOCTOJHOCT BO OATyUyBambe.

Biaujanue Ha ciy:k0eHATa eTUKA U CJIYKOeHATA KOMYHMKALMja

KomyHnukanujara ce ocTBapyBa Bp3 OCHOBAa Ha MH(pOPMAIMU KOW MOXKAT Jla ce CIoJeNaT HaMepHO U
HEHAMEpHO. 3HalUTe ce JeNaT Ha MPUPOAHM M BemrTadkd. [IpupomHuTe 3HAmM ce jaByBaaT Kako M3pa3 Ha
eMOIIMOHAITHA COCTOj0a, a BEIITaYKUTEe Ce 301 Ha TI1aCOBH, JTMHHUH CE IIITO MOXE J]a e 03HAYHU OJpeficHa T0jaBa
KOja YOBEKOT ja KOHCTPYHUPA.

Curnanure ce 3HaIM KOW NPEeIN3BUKYBaaT HeUne BHUMaHME, 10JIeKa CUMOOIMTE TH 03HadyBaaT CTBApHUTE
U nojaBute. YoBeukaTa KOMyHHKAIMja MOKE J1a e MOJETH Ha IMOBEeKe HAUMHU U CIIOPE]] MOBEKEe KPUTEPHYMHU
NPBUYHO HAa cHMOOJIMYKa U curHaiHa. KoMyHuKanujaTa Moxe 1a ouze:

e BepOanHa - CHMOOJINYHA,

e HeBepOaslHa - CUTHAJIHA;

® TJIACOBHA - HETJIACOBHA;

® [IOCpE/IHA - HETIOCPETHA;

® ¢JHOHACOYHA - JIBOHACOYHA;

® [IperoBapame Kako THIl Ha KOMyHHKAIIH]ja.
Cekoja yoBeuKa KOMyHHKaIlMja Tpeda aa Oujie o/1pa3 Ha KyJITypaTa Ha HICHTUTETOT Ha MHIUBHIyaTa, HO U TOYUT

KOH COTOBOPHHUKOT U HETOBATa JIMYHOCT.
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ETnuku HOpM#

XocMmep mpaBu paziivka Mel'y €TUYKHU MpaBUiia U €TUYKH KOZACKC. ETHUkuTe KoJeKcu ce hopMau3upaHu
CTaHIapIy WM MpaBUiIa KOM CE TEMeNaT Bp3 pa30MpameTo Ha JOOPOTO M JIONIOTO, & KOM MEHAlEpPHTE U
OM3HUCMEHHUTE MOXKAT Jla TU yHOTpeOaT BO CBOMTE MOCTAIKH KOH ce0¢ U KOH CBOMTE COPaOOTHUIIM WU LICITHA
rpynu. Bo THe cTtaHmapau ce coApiKaHU TICAMIITATa 32 CTHYKUTE BPSIHOCTH KaKO INTO CE Mpasia, ciodoxaa,
€JIHaKBOCT, TPABJIMHA U JIOjaJIHOCT. PellieHnjaTa BO €THYKUOT KOACKC BO JCIOBHOCTA IIPOU3JIETYBAaT O/

®  COIWjaJHHUTE,;

e mpodeCHOHATTHHUTE,

®  HH/MBHIYAIHUTE BPESTHOCTH.

Co0 €TUYKHUOT KOJIEKC CE€ BOCIIOCTaBYBaaT BUCOKOMOPAIHU HOPMH H C€ Je(PUHHUPAAT BPSIHOCTUTE HA KOU THE
ce Oasmpaar. ETwukure mpaBmna ru ondakaaT HauMHATE HAa OJHECYBame, Ha OJPEACHU OUYEKYBamba BO
OJIHECYBaE WIM HUBHO Oaparme Ha MOYNTYBAC.

Hexowu o Tve nmpaBmiia ce, Ha IpUMeEp, TOYUTYBAKkE Ha 3aKOHUTE U HAUMHOT Ha OJTHECYBamb-E BO 3eMjaTa BO

KOja ce IpecTojyBa 0e3 oriie/] Ha KOIIKY BpeMe Cce IMPECTOjyBa BO Hea, 3HAYHU Ja ce Oujie IOCTOSH IMOCETUTEN.

Heernuko oqHecyBamwe BO €JIEKTPOHCKOTO padoTeme

Bo enekTpoHCKOTO paboTeme, 0MHOCHO €O pa3BojoT Ha UT, ce 3ronemMyBa W HEETHYKOTO OJTHECYBAmbE, a
TOA Tpea c& ce OJHeCYBa Ha MHTENEKTYaJTHOTO TPHCBOjyBambe, Ha KpaXOUTE, U3MAMHUTE U KOMIIyTEPCKHOT
TepopH3aM.

Etukara uma cBOj mpucranm M BO KOMIjYTEPCKOTO paboTeme. ETHukuTe KOIeKCH M TpaBHiIa Ce
co3maneHu o WHCTUTYTOT 3a KoMITjyTepcka eTuka Bo 1992r. u 3a npB nat ce oOjaBenu ox Pamon L. bapkwus.
He mountyBameTo Ha 0BOj KOJIEKC IO/UICKH Ha 3aKOHCKU Ka3HH. [IpaBuiara oJ] KOZEKCOT Onie 4ecTo MeTa Ha
JIMCKYCHUH H 1e0aTh 1 0] XaKePCKHUTE 3aeTHHIIH, HO U 011 akajieMckuTe kpyrosu. [I-p ber ®epserep on LienTapot
3a cMeTame U conujaiHa oarosopHoct (Centre for Computing and Social Responsibility) cmera geka ce MHOTY
orpannyeHH. [IpekpiryBameTo Ha NMPHHIMIHNTE O]l €THYKHOT KOJEKC € Ka3HHB, a CAMUTE INPEKPIIyBama ce
clrydyBaat OuJIejKi KOMITjyTepUTe T KOPUCTAT JIyf'e KOU Ce pa3lInuHO eIyIUPaHu WK HeeAylupaHH, 3a IITO U
MOCTOjaT MHOTY JIe0aTH BO OJJHOC Ha €THYHOTO OJTHECYBaH€ Ha JIMIaTa KOW PabdoTaT co KOMIjyTep WM TMaK
JuIaTa Kou ce npodecuoHasHu nporpamepu. Cemak, KaTeropHyYeH € CTaBOT Jeka Oe3 kiacudukammja Ha
npoQ)eCHOHANHOCTA CEKOj IITO BIEryBa BO cajOoep OINMIITECTBOTO Mopa Jia TM NMOoYHTyBa W mpasuiara. Cekoe
HETIOYNTYBakhe HA HCTUTE BCYIIHOCT JIOHECYBa IIITETa HA HEKO] KOPUCHUK.

Cera BO MOMEHTOB € MHOTY aKTyelHO HCIUTyBameTo Ha Mapk IlykepOepr, To4YHO moOpaan
MPOU3JIeTyBakhe Ha MOAATOIHM U MH(OPMAIIMU O HEroBaTa HajKOpPHCTEHa colujaiHa Mpexka — Facebook. Mma
CEKaKo W MHOTY JIWJIIEMH BO OJTHOC Ha €THKATa KOja € MOXKHA BO COIMjaJTHUTE MPEKU BO KOM MMa MHOTY JIMYHH

nmogaTouu U Ha MHOT'Y €AHOCTaBCH Ha4YWH TUC CC JOCTAITHU 3a CCKOI'O. Hopa)m TOa € OWTHA 3aIITUTaTa Ha
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JUYHUTE TOJIATOIN U OJT IPyTa CTPaHa BHUMATETHO KOPUCTEH-C¢ Ha COIUjATHUTE MPEKH, OUJIC]KU THE CE OJTMIHA
OCHOBA 3a TIOBeKe JOPMHU Ha KOMITjyTEPCKH KPUMUHAIL.

Bo paboTtara co koMIjyTep HEKOj CH Haora caMo IOJISCEH M IMOCOOJBETCH HAYMH 3a W3BPIIyBambe Ha
cBOMTE PabOTH, HO 3a ’KaJl HEKOH JIMIIA IIeJjaaT HauyuH Jla CO3/1afiaT BUPYCH, IPOrPaMH CO KOU K€ UM HallTeTaT
Ha JPYTHTE, WIKM NaK Kora JbyOOIMMTHOCTA TH Tepa JyI'eTo Ja BIeryBaar BO Tylra e-ToIITa U Ja ja yuTaar. Toa
HAIITETYBamkE, a IPEJl C& U 370yNoTpeOyBame He caMo IIITO MOpa Jia Ce CIpedyBa, TyKy M CAaMHTE Jiuia Tpeba na
3Haat Aeka Tpeda aa ja mpudaTaT OATOBOPHOCTA 32 CBOETO HEIOJIIMIHO OTHECYBAE.

JlunaTa xou paboTaT CO KOMITjYTEPH CE CBECHHU 33 CUTE MOKHOCTH 32 WHIIHJCHTH, KPaXOU KOM MOXKAT
Jla HACTAaHAT, HO THE OJ CBOja CTpaHa Tpeba Jia MOYNTYBAaT OJPECHU MPaBKiia, OTHOCHO CaMH Jia HEe TO MpaBaT
TOA IITO HE I'0 cakaat oj JApyrure. Tpeda Ja ce coovat co npaBuiara 3a:

® MPUBATHOCT HA €-TIONITATA;

e J1a ce mocenyBa co)TBEpCKa JUIICHIIA;

® J1a ce MOYMTYBaaT aBTOPCKUTE MpaBa HaJl COPTBEPOT;

e MpHCTAal JI0 XapJBEPOT - TOJ{ KOU OKOJIHOCTH U MO/ KOH YCJIOBH,

®  CONCTBEHOCTa Ha MHTEJIEKTyallHaTa CBOMHA - ITO € ¥ KaKO Ce OMpe/ellyBa CONICTBEHOCTa Hal Hea;

e MpucTaln J0 JATOTCKUTE - ITOJT KOU OKOJTHOCTH KOPUCTEHETO Ha OJIpe/IcHU (DajiIoBH MOXKE Jla ce CMeTa 3a

HEMOPAJTHO;

®  CONCTBEHOCT HAJI MOJATOLHUTE.
[TocTojaT 1 oapeaeHU ONIITH MOPATHH MMIICPATHBH CIIOpE] KOW Ha HEKOj HAauWH Tpebda WHANBUAYAIUTE 12
ce OJIHECYBaaT W Jia TW MOYMTyBaaT. Tve MMIIEPaTHBU WJIM HEKOW IIPaBHJIa Jia T HapeueMe Ou Tpebasie aa ce
cMeraar 3a 0a3a 3a cuTe BpabOTEHU | ce:

e pabotere qa MpHUJOHECETE 3a Pa3BOjOT HA 3a€HUIATA M YOBEIITBOTO BO LIEJINHA;

e He HaHECYBajTe NITETa Ha JIPYTUTE;

e (QuJETE YeCHU U OJITOBOPHY;

e OuJeTe MPaBUYHU U HE BPILETE KaKBa OMJIO AMCKPUMUHAIIM]jA - BEPCKa, TI0JI0BA WK PACHA,

® [OYUTYBAjTE IO MPABOTO HA COMCTBEHOCT, MPABOTO HA MATEHT, JIUICHIIA WK aBTOPCKO TPABO;

® MPaBHJIHO OJHECYBAjTe C€ CO MHTEJEKTyallHaTa COIICTBEHOCT;

® [OYMTYBAjTE I'M JOBEPEHHUTE MOAATONN M HHPOPMAIMH, OJHOCHO BOJICTE JUCKPEIIH]ja;

® [OYUTYBAjTE ja TyraTa MPUBATHOCT.

OBue OCHOBHH NpaBWJIa HE 3HAYM JieKa Tpeba caMo THe Jia ce MOYMTYBaaT, CeKako Jieka Tpeba Jia ce
paboOTH M OJIHECYBa CO JAOCTOMHCTBO, Jia ce Oume edrkaceH U MPOAYKTHBEH, OJHOCHO CBojaTa pabora zia ce

W3BPIIyBa MAKCHMATHO MPOPECUOHAIHO CO JUTHUTET U KBAIUTET.

143



International Journal of Science and Arts - “IDEA”

3akiaydox

[Tpodecrnonannoro paboTeme Ha MHOTY JIMLIA UM 3HA4M Joarame Ha paboTa, HO TOa € BCYITHOCT MHOTY
KOMITJIEKCHO M O3HauyBa mpex c¢ MpodecHoHATHO 3HaeHhe U MOCTOjaHO HaArpagyBamke BO 00IacTa, TEMEIHO
NpoyYyBame Ha MPOIecoT 3a paboTa, MpaBemhe aHAIN3a 32 MOYKHHM PU3UIM WM MAaK M3HAOTame Ha TMOJECHH
HauMHH, a T0J00pH pe3ynTaTu. [lounTyBame Ha JOTOBOPUTE, POKOBUTE 1 TEPMUHUTE € MHOTY OUTEH (PaKTOp BO
pabotara, kako 1 nperu3HocTa. [Ipudakame Ha KpUTHKA U TYI'O MUCIIEH-E HE € cIaboCT TyKy TOOIECT IITO MOXKe
Jia 10BeZie 10 mogodap ycrex.

Ox TOj acHeKT eTUKaTa U KOAEKCHUTE Ha ETHYKO ¥ IPO(ECHOHAIHO pabOTEeHE CE OCHOBA Ha CEKOj CHCTEM
Ha (YHKIHMOHUPAE U O PUBATEH U O] podecronaneH acnekT. ETukaTa He e 1orma, Ho Tpeba aa ce mpudartu

KaKo HaYWH Ha Pa3MHUCIIYBabE.
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Eeponcku ynusepzumem Penybnuxa Maxeodounuja - Cxonje
AnCTpaKT

21 Bek craHa CHHOHMUM Ha TUTUTATU3UpPaH CBET KAaKO MOCJIEOUIa Ha I0jaBaTa, 3a0p3aHUOT Pa3Boj U
HECOMMUPJIMBOTO (TIO3UTHBHO M HETATUBHO) BIIMjaHKE HA IIIo0an3anujara, TeXHUKaTa ¥ TOceOHO TEXHOJIOTH]jara.
Osue Impouecu Kou, riaBHoO, C€ JOMUHAHTHU ABUKCUYKH CHJIM BO OBOj COBpPEMCH CBET CC I'JIaBHU NMMPUINHUTECIIA
3a ¢opMupame Ha €/JHa HOBa TpaHKa HapeuyeHa kubepHeTuka. IlapanenHo co Toa, THE, OCBEH ILITO MPHIOHECOA
3a MojaBa Ha rojeM Opoj OTKpUTHja U HAIPEIOIM BO 0Baa HOBOOTKpHEHa cepa, MpUIoHecoa 1 3a IOBEKeKpaTeH
IOpacT Ha IMOCTOJHHTE TPAJULIMOHATHMA 3aKaHW, a CO TOa M JO ITI0jaByBale Ha HOBH HETPaIUIMOHAIHU
(knbepHETCKHM) 3aKaHW KOHM TOYHAa Ja ce MaHH(EeCTHpaaT BO IMOBEKE Pa3jNYHU OOJWIM M Ce CO pa3lInieH
JICCTPYKTUBEH TIIOTEHIHMjajl, TPUTOA MPEAM3BUKYBAjKM MHPEKTHH WIM WHAWPEKTHH IIOCICIUIN Ha
WH/IMBHTyalTHATa ¥ KOJIEKTHBHATA KuOepHeTcka 6e30eqHOCT. Bo 0BOj TPy MpeAMeT Ha HCTPaKyBarkhe U aHAIA3a
ke OmmaT KHOepHETCKUOT KPUMUHAN U HEKOW OJ1 TIO3HAYajHUTE T0jaBHHU OOJHIM BO KOj TOj ce MaHudecTupa,
TapreTHTe CrpeMa KoM TOj € HacO4eH, Npo(MIIOT Ha COBPEMEHHOT KHOep-KpUMUHAJIELl, TOCIEANIIMTE KOH MOXKE
Jla HacTamar ¥ paJinycoT Ha HUBHUOT JIOCET, CTENICHOT Ha PAHJIMBOCT Ha MAIIMHUTE KAaKO IIEINHH U XapJBEPCKHUTE
U COPTBEPCKUTE KOMIIOHEHTH, BKIIYYUTEIIHO M TIO3HAYAjHU NPHUMEPU HA M3BPIICHN KUOSPHETCKN KPUMHHAITHA
Jena.

Kayunun 300poBu: KMOEpHETCKH KPUMHUHAJ, KHOEp-KpUMHUHAIIMN, KnOep-0e30eqHocT, kubep-3aKaHu, Kubep-

HallaJy, BUPTYEJIEH IPOCTOP, UHTEPHET.

MODERN FORMS OF CYBERCRIME

Abstract

The 21st century became a synonym of the digitized world as a consequence of the emergence, the
accelerated development and the unstoppable (positive and negative) influence of globalization, technology and,
in particular, technology. These processes, which are mainly dominant driving forces in this modern world, are
the main causes for the formation of a new branch called cybernetics. At the same time, they, in addition to
contributing to the great number of discoveries and advancements in this newly discovered sphere, have

contributed to the multiple rise of existing traditional threats, and hence the emergence of new non-traditional
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(cybernetic) threats that have begun to manifested in many different forms and with destructive potential, while
causing direct or indirect consequences for individual and collective cyber security. In this paper, the subject of
research and analysis will be cybercrime and some of the more significant manifestations in which it manifests
itself, the targets towards which it is directed, the profile of the contemporary cyber criminal, the consequences
that may occur and the radius of their reach, the degree the vulnerability of machines as wholes and hardware
and software components, including more significant examples of cybercrime crimes committed.

Keywords: cybercrime, cyber criminals, cyber security, cyber threats, cyber attacks, consequences, virtual space,
the Internet.

BoBen

3a KHOEPHETCKHOT KPUMUHAJT MOXKE J1a Ce KaXKe JIeKa CII000HO T0 3a3e/ie CBOjOT MIPUMAT BO PAMKHUTE Ha
BUPTYEIHUOT mpocTop. iMeHo, Toa ro moTBpayBaat noeeke ¢axtu. llITernTe kon HacTaHyBaat off 0OBOj OOJIHMK
Ha KpUMUHAJ MOJKE Jla M3HECyBaaT OJ HEKOJKY MHJIHMOHH, Ia C€ O HEKOJIKY MIIHjapAd HapHYHU €IUHULH
CEKOjTHEBHO IIMPYM CBETOT. A oOiummTEe BO KOj TOj MOXKe na ce MaHupectupa ce MHOTYOpojHHU. 3a Kubep-
KPUMHHAIIMTE HE TPETCTaByBaaT IPEUKH JIOKAIMjaTa HAa TAPTETUPAHNUTE LIEJIU, HUTY TTaK 0e30€THOCHHUTE 3aKpIH
Ha OTNEPaTUBHUTE CHCTEMH, AaHTHBUPYCHUTE M JAPYTHTE CHELWjIM3upaHu copTBEpCKr 0e30eTHOCHU pellieHnja
KOHW HyJaT KuOep-0e30eaHocT u kubep-3amTuta. McTo Taka, THE MMaaT KalmaluTeTH KPUMUHAIHUTE OTepaliy
Jla T W3BellyBaaT He3alele)KuTelTHO, 0e3 MpuToa Aa ocTaBaT (3HAUWUTENTHH) AUTHTAIHU JOKa3d, HO OJ Ipyra
CTpaHa MaK Jia OCTAaBaT 3HAYMTENHHW IOCIEAWIM OJ paznuuHu pasmepu. CeTo Toa UM To OBO3MOXYBaaT
JIOCTAITHOCTa HAa 3HACH-CTO, CIOOOJHHUTE TMa3apu M KPajHO NPUCTAIHHUTE LIEHH Ha KOHKPETHUTE XapJlIBEPCKHU,
codBepcku u Apyr Bua Ha | T-anatku kou (BO KoMOMHAIMja CO HUBHUOT MHTEJIEKT U TAJICHT) CE IPEAYCIIOB 3a
yCIIeNIHA peann3alija Ha BaKBUTE KUOEp-KpHUMWHAIHH omnepanuyd. TOKMy Mopaad Toa, MaHcuTe Ja Ouaar
Pa30TKPHEHHU U U3BEJICHH MIPE/] JIMIIETO Ha MTpaBJaTa ce CBEICHU Ha HajHUCKO MOKHO HHBO. OBa T0O HAJIOMOJIHYBA
Y HUBHATa CIOCOOHHOCT 32 (Op30 ¥ aHAIMTUYKO) pa3MHUCITYBamke HEKOJIKY YeKOPH HaHATIPE TIPEJT JIa ce OJTydaT

KOHCYHO a Mpe3eMar O1JI0 KakBa ,E[O6p0 npecMeTaHa aKI_[I/Ij a.

1.KnOepHeTCKH KpUMUHAJ

KubepHercknor kpuMuHan (MO3HAT M Kako KHOEp-KpUMHHAJI, cajOep KpUMHUHAJ, EJIEKTPOHCKHU
KPUMHUHAJI, KOMIIjJYTEPCKH KPUMHUHAJ, HHPOPMATHUKA KPUMHUHAJ) € PETaTUBHO HOB OOJIMK Ha KPUMHHAI, KOj
MMa CepHO3eH KalauuTeT J1a IpeAU3BUKYBa NOCIEAUIIM KaKo BO BUPTYEIIHU PAMKH, TaKa M BO PEaTHOCTA, IPUTOA
NpeAU3BUKYBajKU KatacTpoaiHu (TPajHU WK MPUBPEMEHH) MOCIEANIH 32 HHANBUAYaIHATA U KOJIEKTUBHATA
KnOepHeTcka 6e30eJHOCT, U3pa3eH BO MUJIMOHH, a aKO HE H BO MIJIHjap.iv TAPUYHHU €JIMHUIM CEKOjTHEBHO HU3

cBeToT. TUNHUYHO 332 0BOj OOJMK HAa KPUMHHAJ € TOa IITO, IJIaBHO, KOMIIjYTEPOT C€ cTaBa BO (PyHKIIMja KaKO
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OCHOBHA ayaTKa 3a M3BpLIyBambe Ha KUOep-KpUMHHAIHHU AejcTBHja. Ho, omcepBupajku on Ipyr aroin, mak,
KOMITjyT€POT HUCTOBPEMEHO MpETCTaByBa M MpUMapHa TapreTHa LIEN WM, MakK, MapaBaH co LeNd Ja ce HaHecaT
HITETH Ha KPajHUTE KOPUCHULM WM U3BEAyBaaT IPYyTd KPUMHHAIHU JejcTBUja o]l (He)KNOEPHETCKH KapakTep
Ha CMeTKa Ha KopucHuuuTe. OCHOBHHOT MOTHB KOj TH HMOTTHKHYBa Ha KHOEp-KpUMHHAIIUTE J1a U3BELyBaaT
BaKBU KMOEp-KPUMHMHAIHU aKIWU € €JHOCTaBHO MOTpedara 3a CTEKHYBamke HA MPOTUBIpPABHA MaTepHjaliHa
KOpHCT. 32 HUB HE MpETCTaByBaaT IMpedkW HWBHATa ((PHU3MUKa) ONAIEYeHOCT CO TapreTUTe, TONUIIHUTE
BpPEMHUIba U BPEMEHCKHUTE yCIOBH, BPEMEHCKHUTE 30HH, JIEJOBUTE OJ JICHOHOKWjaTa WTH. McTo Taka, The 331
KOMIIjyTepPCKUTE €KpaHH, T.€. 3a]l ONTOBUTE M 0ajTOBUTE BEIITO T'Ml KPHjaT HUBHUTE BUCTHHCKHU UJACHTUTETH CO
TIeJT IITO € MOXKHO TTOBEKE J1a ceé aHOHMMH3HpPA € MITO MOXKe (MH)IUPEKTHO Ja yIaTyBa Ha Pa30TKPUBAMKE Ha
HUBHHOT IIOJI, paca, 00ja Ha KOXa, PEJMTHUCKUTE W TOJUTHYKUTE yOeoyBarma, eTHHYKATa W HAIlMOHAJHATA
NPUNIATHOCT, BO3PACT, HUBHUOT COIMjaJICH KHBOT, YICHOBUTC HA HUBHHUTE CEMEjCTBA, HMBHATA JIOKAIIHja BO
MOMEHTOT Ha U3BPINYBamke Ha KHOep-Hanaanute utH. Ho, mokpaj Toa, 3a HUB C€ UCTO TAKa HPECIICBAHTHH BAKBUTE
omnpeneNon, moceOHO Kora 3py>KeHO OTNeprpaaT BO HHTEPHET-MPOCTOPOT. Toa e Taka 3aTroa IITO THE 3HAAT Jia
MPENOo3HaaT JIeKa CO 3a¢THHYKU CHIIH TIOBEPOjaTHO € YCICIIHO J1a TH pean3upaar kubep-Hamaaute. OHOCHO,
MOWHAKY Ka)KaHO, JOKOJKY KHOep-KpUMHHAIIMUTE HaceTaT JeKa Ha JONT POK MOXKe Ja MMaaT IOBeKe
NpUA0OUBKH OTKOJIKY 3aryOW U ONIACHOCTH, THE HE pU3UKYBaaT Jia TH cab0THpaaT TaKBUTE MPETHOCTH KOU UM CE
HYJaT CO HUBHOTO 3APYXKEHO JIejCTBYBambe. ENIEH 01 OCHOBHUTE MOTHBH € ITOpaJd MOKHOCTA JIa CE ToMaraat u
3alITUTYBaaT MeryceOHO M TIOOP30 M CUMYINITAHO Ja T M3BpIIyBaaT KHOep-HamaauTe, a MPUTOa 3roJeMyBajKH
T'Y [IaHCUTE Ja OCTaBaT MITO € MOKHO NMOMAaJIKy AUTHTAIHHU Tpard Ha MectaTa Ha HacTanuTe. llITo ce ogHecysa,
nax, 0 o0JIHIIUTE, MOXKe CIIOO0THO J1a ce Kaxe JIeKa KHOEPHETCKUOT KpUMHUHAN IeHEC MOXe J1a ce MaHupecTrpa

BO MHOT'Y IOjaBHHU OOJIMIIU, OJ] KOU TIOBAKHUTE ke OMIAT MPEJAMET Ha aHAIN3a U UCTPAKYBaEbE BO OBOJ TPYIL.

2. ITojaBHM 00JMUM HA KUOEPHETCKUOT KPUMHUHAJ BO 21 Bek

Kako 1mTo e mpeTxonHo HaBelIeHO, KNOEPHETCKUOT KPUMHUHAJ HEe ce MaHU(eCTHpa UCKIYYHBO BO €ICH
U eAuHCTBeH 00auk. Hampotus, ce ManudecTupa BO MHOTY NOBEKe, MOTELIKH U ITOCJIOKEHH OOJIHLIN, U TOKMY
3apajy T0a TOj € 3aciIy’KeH 3a 0jaBaTa Ha eJ{Ha [IeIOCHO HOBa KPUMHUHAJIHA MHILyCTpPH]ja, KOja, 3a ’aJjl, CTAOMIIHO

CT3UCTHUPA BO COBPECMCHUTEC APKaBU HHU3 CBETOT.

2.1. Xakupame

Bo ocHOBa, XakepcTBOTO NPETCTaByBa HEOBIACTEH MPHCTAI IO KOMITJYTEPCKUTE M MPEKHUTE CUCTEMH
Ha JKPTBUTE CO IIeJ Ja ce Mpeau3BUKa (HE)KOHTPOIHMpPAaH Xaoc. [ eHepanHo, Toa ce TOCTHTHyBa CO
NPE/IM3BUKYBAkhe HA MITETH U TOA MPEKy W3MEHYBambe Ha BPEJHOCTHTE BO CHCTEMHUTE WIIM BMETHYBambe Ha

rpeiky, OJOKHpame Ha CHCTEMHUTE 3a aBTOpH3alivja, M3MCHYBame, MpUOHpame, Na Iypyd U 00jaByBame BO
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jaBHOCT Ha 3alMIIAHNUTE U CKJIAAMPAHUTE MoJaTOUH U nHpopMauuu uTH. Cekako, MHOTY MOIIUPOK € CHEKTapoT
Ha KuOep-3akaHM KOHM H3BHpaaT OJ OBOj I0jaBeH OONHMK Ha KHOEpHETCKM KpPHUMHUHAJN, JOJAeKa KuoOep-
KPUMUHAIIUTE KOW MPAKTHKyBaaT XaKEepPCTBO CE IMO3HATH KaKO Xakepu, Kpaxkepu W Jp. 3a HUB IOCTOjaT
MHOTYOpojHU Aedpunnnmu. Ho, HajuecTo moz xakep ce noapa3zoupa JbyOonuTeH Mila ] HO3HABAY HA KOMITjyTEepUTe
¥ KOMYHHKAallMCKaTa TEXHOJOIHja, KOj HEOBJIACTEHO ,,0pa” MO TyrUT€ KOMIjYTEPCKH CHCTEMH, TJaBHO Oe3
MAJTMIIHO3HU HAMEDPH, BO KeJ0a 3a CTEKHYBah€ HOBH 3HAEH-Q, MOTBP/A HA CBOETO €0 WM OJ1 JbyOOMMTHOCT.
Tue HajuecTo ce TEXHOJOMKH (paHATUIM KOM MMaaT BEIITHHH Ha EKCIEPTCKO HWUBO BO €IHAa KOHKpETHa
coTBepCcKa mporpamMa iy jasuk.? Buiejku Bo HENPEKMHAT KOHTMHYHUTET €BOJIyUPa KOHIIENTOT Ha XaKePCTBOTO,
[apaJIelIHO CO HEero €BOJyHpPaaT M MOTHBUTE U HAUMHHUTE Ha XaKePCKO JIejCTByBame Ha Xxakepure. [1a Taka, Tue
c¢ MoYecTo ce 3a0eNeKyBaaT M Kako AECTPYKTUBLM KOM MMaaT 3a LieJI Ja HaHeCyBaaT IUTETH, 1a TEPOPU3HpPaar,
Jla HAaMETHYBaaT HEMHp, HECUTYPHOCT, IaHWKA M CTPaB; BO AAJCHHU CUTYallUHd U BPEMEHCKU OKOJHOCTHU. A,
CEKaKo, CUJIHO OOYAEHH U Ol MOTHBHUTE 33 CTEKHYBAH-€ Ha Iapy Ha Op3 U JIECEH Ha4YMH, I10T0A 32 MOK, 0JIMa3/a,
IINMUOHAXKa UTH. BoelHO, cO MCKIIy4OK HAa HUBHOTO MHAMBUIYAJIHO /1€jCTBYBAE, XaKEPUTE JCHEC CE ITOYECTO Ce
3a0enexyBaaT Kako M3BelyBaaT M KHOep-aKUMU BO CaMOOPTaHU3MPaHW THMOBH, A Iypd U CO MOIAPINKA OJ
HEKaKBU KPUMHMHAJIHU OpraHU3alluy WK Ap>kaBu UTH. Ho, ucto Taka, Toa mITo € JocTa IOHOBO 32 HUB € TOA IITO
Kaj HCTHUTE ce 3a0eNexyBa AypH U T.H. ,,XaKepCKH KiueHTenn3aM . OZHOCHO, TIOMHAKY Ka)XaHO, HUBHUTE 3HACHa
Y MCKYCTBA [I0YHAa /1a TY [IPO/aBaat (BO BUPTYEIHHOT IPOCTOP U BO PEATHOCTA MPEKY TOBEPIIMBHU ITOCPETHHULIN)
BO BH/JI Ha JJaBam-€ HA YCIYTH Ha ,,CEPUO3HU KJIUEHTH * KO C€ MOJrOTBEHU J1a TIaTaT MOBUCOKY 1ieHH. [lapanenHo
CO TOa, ce MojaByBaaT M KaKo ,,JpKaBHU XaKepU' KOM Ce aHTa)KUpaat 3a MoTpeOuTe Ha JPKaBUTE M JPKABHUTE
ciyx0u 3a 60pOa MPOTHUB KUOEPHETCKUOT KPUMHHAJ, IJIABHO, 32 MPWIMYHO BUCOKH HAJOMECTOIM BO BHUJI Ha
npkaBuu mwiat. [Ipumepu 3a toa ce CAJl, I'epmanuja, @pannyja, B. bputanuja utH.

3a Toa KOJNKY ce MPUCYTHU XaKepUTE Ha BUPTyeJHATa CIIEHa FOBOpAT M €HOPMHO TOJIEMHOT Opoj Ha
knOep-6e36eqnocan nHIMAeHTH. O 2013, ma ce g0 2018 roauHa crnemyBaa cepuja Ha KHOEp-HHIIUICHTH U TOA
CO U3BpIIEHH KHOEp-KpaxOW Ha MHJIMOHCKH KOPHCHHYKM UMHIbA U TIOCEOHO Ha JIO3MHKH Ha KOPUCHHYKU
npoduiu Ha HajmomynapHuTe conujanHu Mmpexu (DejcOyk, Trurep, [lumejn, Jaxy, Jlunkeaun, Majcmejc,
CHenueT UTH.), IPUTOA 3aTPO3YBajKH ja Knbep-0e30eH0oCTa Ha MIITHOHU KOPUCHHIIM HU3 cBeTOT. Ce ciyunja u
norryapauTe kudep-namaau Bo 2017 1. co 3monamepHute kogoBu Ransomware, WannaCry, Petya u np., xou
HaHeCOa HEMONPABIMBY IITETH, TIIABHO, HA HHIUBUyaJJHUTE HHTEPHET-KOPUCHULIM, HO HE T MOLITEja HUTY
NaK MPUBAaTHUTE KOMIIAHWU U HEKOM AP>KaBHU MHCTUTYLMH Ha 3eMju o Epomna u CA/l. I'onemu pa3dpanyBama
ce 1ojaBMja U co cepujaTa Ha OOBUHEHHUja Ha 3eMjUTE O 3allaJHUOT CBET 3a C¢ IIOMACOBHOTO MHBOJIBUPAHE HA
pYyCKHTE Xakepud Ha BHpTyeslHaTa cueHa. MiMeHo, THe ce OOBHHYBaHM 32 WHBOJBHPAHmE BO EJEKTPOHCKUOT
n30MpayuKy Npolec Ha riacame 3a n300p Ha npetcenaren Ha CA/l (Bo mepnoaoT Kora ce kanauaupaiue Jonang
Tpamn). Ho ucto taka, oOBHHYBama NMpUCTUTHYBaa U of oduuujasieH JIOHAOH 32 HUBHO WHBOJBHpAHmE BO
CEBKyIlHaTa MEAMYMCKa, TEJIEKOMYHUKAICKa M EJIEeKTPOHCKa Mpeka. A He Oea MOWITENCHH HHU OX

O6BI/IHYBaH>aTa ynaTyBaHU 10 HUB 3a HUBHO MOXXHO MHBOJIBUPAEKLC JYPHU U BO I/I36I/Ipa‘lKI/IOT mponec 3a 1eJI0CHa

Xpucros, Pucro. Jemexmuscka ungpopmamura. (Cxonje: EBporcku Yuusepsurer — P. Makenonuja, 2015) 486.

2The 12 types of Cyber Crime.” Digit.Web. 28"June 2018. <https://www.digit.in/technology-guides/fasttrack-to-cyber-crime/the-12-
types-of-cyber-crime.html>.
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He3aBHcHOCT Ha Karanonwja. M3sMuHaTHOT mepuoa Oelie, UCTO Taka, 3allaMeTeH M IO CepHjaTa Ha XaKePCKH
KuOep-Hana Iy MOBP3aHU CO MOBpela Ha MHTEJEKTyallHaTa CONICTBEHOCT, TaKa LITO 3arpo3eHu Oea MOBEKETO O
MO3HATUTE aMEPUKAHCKH TEIEBU3UCKU KYKH KOM CHUMaaT CEpUH Ha TOKYMEHTapLH, QUIMOBHU U CII. XaKepuTe
T'H TIpe3eMaa COAPKUHUTE O]l HUBHUTE MEAMYMCKH CEPBEPH M IPUTOA 3a UCTUTE Oapaa OTKYII co el Ja He Ouaat
npeaBpeMe MyOIMKyBaHU, OAHOCHO EMUTYBaHH BO jJaBHOCT, a O]l Ipyra CTpaHa Jia c€ CTeKHAT CO MPOTHUBIIPaBHA
(uHaHCUCKA KOPUCT. 3a KaJl, HEKOM Of BaKBUTE TEJIEBU3MUCKU KyKH IIIakaa, HO M HEKOM 0f0MBaa Ia Iuiaratr
OTKYII 32 HUBHUTE COIP>KUHU M KaKO pe3yaTaT Ha Toa UCTUTE Oea IOCTaByBaHU HA IUPATCKUTE TOPEHT-CEPBEPU
32 HUBHO O€CIIaTHO EMHUTYBAbE U NIPE3EMabE.

Hako xakepure MpomODKYyBaaT BO HENPEKMHAT KOHTHHYUTET, CO IPUMEHA Ha CEKaKBU MEPKH, Ja
OCTaHaT aHOHUMHHM, UMa U TaKBU HCKJIyYOLM KOM HACTOjyBaaT Aa CTEKHAT OApeNeH BHJ IyOonuuurer. Mery
HajTIO3HATHTE BO CBETCKATa jaBHOCT ce m3/1BojyBaat: Kesun [loncon, KeBur Muthuk,Anbept ['orzanec, Podept
Tanman Mopwuc, Brnagumup JleBun, [lonaran [lejmc, Anpujan Jlamo, [lopy Xom, ejsun Cmur, Metjy bean,
I'epu Mexunon, Puuapn Ilpuc, Majkn Kamue, [lonatan [lejmc u np. Hexon on HaBeneHUTEe MMaaT U3IP>KaHO

IypH U Ka3Ha 3aTBOp.

2.2. luceMrHANMja HA 3JIOHAMEPHH NMPOrpaMu

Manununo3Ha nporpama € kKo (IoTnporpamMa) Koj TajHO ce y(ppiyBa BO JIpyra mporpama co Hamepa Jia
T'Yl YHUIITH MOJATOIMTE, a CE aKTUBHPAAT JECTPYKTUBHU MPOTPaMH KOH Ke ja KOMIPOMHUTHpaat 6e30e1HocTa U
ja Hapymiar JOBEpIMBOCTa, HHTETPUTETOT WIH JOCTAITHOCTA HA TOAATOLUTE, alIMKAIUUTE WIH HamaJHaTHOT
cuctem.’ [TocToM MMPOK CIEKTAp HA BAKBH JIECTPYKTUBHH MIPOTPAMH, O]l KOU HajIIO3HATH M HajpaclpOCTPAHETH
ce: BUPYCHTE, TPOjaHIIMTE, IIPBUTE, MAIBEPHUTE, aJIBEPUTE, CIIajBEpUTE, CIIAMOBUTE, (HUIIMH3UTE, MOOHMIHUTE
KOJIOBH, COLMjaJIHUOT MH)KCHEPUHI M Taka Hatamy. Bo oBOj Tpyx moceOHO BHUMaHHE Ke OHIIe MMOCBETEHO

UCKIIyYMBO Ha BUPYCHUTE, TPOjaHLIUTE U LPBUTE.

2.2.1. Bupyc

BupycoT e HajpacnpocTpaHeTHOT U Haj3JIOHAMEPHUOT KOMIIjYTEPCKH ITETHUK BO CBETCKU paMKu. Toj
NpeTCTaByBa Maja Mporpama o1 HeKOJIKy Kiio0ajTa, Koja UMa eIMHCTBEHA 11eJ1 /1a HallpaBH IITeTa Ha 3apa3eHHuoT
xoMrjytep. Ce pa3sMHOKyBa Ha TOj HAYHMH IIITO CE ,,BTHE3/IyBa* BO Jpyra IIPOrpama 1 co HEj3MHOTO aKTHBUPAHHE

OpUIIE M MEHYBA JATOTEKHU Ha IUCKOT.® AKO 3apa3eHHOT KOMITyTep € JIeJ O] MpEXka, BUPYCOT MOXE J1a mobapa

$Xpucros, Pucro. Uugpopmayuonu mexnonozuu. (Cxonje: Esporicku Yuusepsurer — P. Maxkenonuja, 2009) 464.
4Xpucros, Pucro. Hugopmayuonu mexnonozuu. (Cxonje: Esporcku YuusepsureT — P. Makenonuja, 2009) 464,
Slbid. 465.
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JIpyT KOMIjyTep, a MPeKy Hero TPeT W Taka Ja ce MPOLIMPH HU3 LIETOKYITHATa MpEeKa M HACeKaJe J1a HalpaBH

mrera.’?

2.2.2. Tpojauen

TpojaHenoT e 370HaMepHa porpama, yija Herosa 3ajaada € jia ce HHQWITpUpa Kako ,,TPOjaHCKH KO,
BO KOMIIjyTEpOT Ha JKPTBATA U MPOTHUBITPABHO JIa MPHUOUPA CEKAKOB THIT HA MOAATONN U HMH)OPMAIIMU U UCTUTE
TH WCIpaka JI0 HETOBHOT co3ziaren. [Ipeky TpojaHeroT, co3aTeNloT € BO MOXKHOCT Jia TM Mperno3HaBa, YHTa,

nuuryBa, UsSME€HyBa U 6pI/IIHe Ha UCTUTC, oe3 IIpuTOAa XXpTBaTa na ru 3a0€JIe)KH TAKBUTE aKTHBHOCTH.

2.2.3. ps

KomnjyTepckHnoT 1pB € caMOoCTOjHa MAIHIIMO3HA KOMITjyTepcKa MporpamMa kKoja ce caMOpa3MHOXKYBa 3a
Jla ce WUpH Ha Apyru Komijytepu.’” Toj, IIaBHO, ce IMPH TPEKY MHTEPHET-MPEKATA CO LET Ia Ce OJOMaKHHU
BO KOMIIjyTepOT Ha jkpTBara. HeroBaTta 3amava e OpHImIeme, N3MEHYBambe, Pa3MHOKYBAmhe Ha 3alHIIaHUTE

NOJAaTOIH U HH(POPMALIMU Ha KOPUCHUKOT. [IpBHOT LpB e KpeupaH ox cTpana Ha Pobept Tanan Mopuc.

2.3. Kubep-kpaxda Ha KpUNTOBATYTH

Kubep-kpaxbaTa Ha KPUNTOBAIYTH € HajCOBPEMEHA NIMPOKOPACTeUKa KpUMHUHAIIHA UHIYCTPHja Koja €
BO HE3aNHpPJIUB MOJIEM BO BUPTYEITHHOT CBET. BCYIIHOCT, I1aBHA NMPHYHMHA 32 TOA CE TOKMY KPHIITOBaTyTHTE.
Tue ce eNeKTPOHCKH NMapUYHH IMHUIIN KOU Ce SKBUBAJICHT Ha JICHEITHUTE KOBAHU U KHIDKHU MapUYHH €TUHHAIA
Ha coBpeMeHHTe 3eMju. Ho co eMHCTBEHA pa3iiuKa IITO HUBHATA BPETHOCT € TIOBEKENaTH MorojieMa U NPUInIHO
cTa0WIHA BO OJJHOC Ha pETyJapHUTE NapU4YHU SIUHUIM KOHM C€ BO ONTEK BO 3eMjure. Bo Hekom 3emju oBue
KPHUITOBATYTH (CO 3a10LIHyBam-€) ce MpudaTeHN U JIeraan3upany (Kako Ha mpumep, Bo Janonuja). Jloneka, nax,
BO JIpyrH He ce (Kako Ha mpuMmep, Bo P Maxkenonuja). Tue ce TpeTupaaT Kako IUIATEKHO CPEICTBO M KAaKO
CPEZCTBO 3a TPryBambe HAa BUPTYEIHUOT Na3ap. Toa ITo € HHAWKATUBHO € ILTO BPeTHOCTa Ha OBHE KPUIITOBAIYTH
KOHCTAHTHO BPTOIJIABO pacTe, M KaKo pe3yJTaT Ha Toa THUE ITIOYHYBAaT Aa I' YCIOBYBaaT COCTOjOMTE HE CaMO Ha
BUPTYEJIHUTE, TYKYy U Ha Ia3apuTe BO peajHUOT cBeT. M MOKpaj Toa IITO HEKOM O]l HHMB OABpPEME-HaBpeMe
JOXHMBYBaaT NPUBPEMEHH NaJI0BH Ha BPEIHOCTA, TOA CETaK He I'M CIpevyBa Ja MPOA0JDKYBaaT Ja ce IBUKAT BO
HaropHa juHWja. HajmoMuHaHTHa KpunrToBaidyTa € T.H. ,,OMTKOMH™, HO CEKaKo0 Ha Ia3apoT MOCTOjaHO ce

MojaByBaaT HOBHU, OJ] KOM IO3HAYAjHU Ja C€ CIOMEHAT ce: ,,0MTKOWH Keml”, ,eTepeyMm™, ,.cTenap™, ,purur,

61bid.465.

"“Computer worm.” Wikipedia: The Free Encyclopedia. Wikipedia contributors. 28" June 2018. Web. 29™June 2018.
<https://en.wikipedia.org/wiki/Computer_worm>.
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»JTaJTKOUH", ,MOHEPO*, ,,HEO0", ,,KapJlaHo", ,,aTapu‘, ,,Aem", ,,TpoH", ,3ken", ,,omnkonH utH. Cexoja o1l OBUE
KPUNITOBAJIYTH MMa CBOM MPEIHOCTH, HO U HEJIOCTATOIH.

[Iporiecor Ha KymyBame, Ha OJAPXKYBamke CTAaOWIIHA BPEAHOCT HAa KPHUNTOBAIYTHTE HA Ia3apoT U
3roJIeMyBambe Ha KPUIITO-00TaTCTBOTO € MO3HAT KaKo ,,pyIapemhe’ WK ,,KpUNTo-pyaapemhe’. CONCTBEHUITUTE Ha
OBHE JIUTUTAITHU TTAPUYHU CPEJICTBA OTPEOHO € Jla MHBECTHPAaT BO MOKHU KOMITjYTEPCKH CHCTEMHU U TIOCEOHO
MOKHH TpaUIKy KapTHUIKH H, CEKaKO, HCTUTE Ja OUmaT M3ApKINBY U IOTOTBCHHM 3a ICHOHOKHA paboTa, 3a Aa
ro TOCTUTHAT TopecrnoMeHaTtoTo. TOKMy mopaam CeTo OBa, MpeTCTaByBalle TOBOJEH MOTTHUK 3a Kubep-
KPUMHUHAJIUTE 32 Ja IOYHAT JIa OTIepUpaar U BO OBaa AWTUTAITHA cdepa, I1a KaKo pe3yNTaT Ha Toa ce MojaBhja u
rojeM Opoj oIl HUB Kako ,,KPHUITO-MUJIMjapJepu’ W3BPIIYBajKu KHOep-KpakOW o7 KpunTo-OoraTrcTBaTa Ha
,JIETAITHATE " HHBECTUTOPH Ha KPUNTO-TTa3apoT. MHaKy HajroemMa MeTa Ha KHOep-KpUMUHAIIIUTE € OUTKOWHOT.
Ho 3a nma peanmsupaat mro morojiemMa NpOTHBIIPaBHA (PWHAHCHCKA TOOWBKA, THE, UCTO TaKa, IeaT U Ha JPYTH
KPUNITOBAIYTH (CO TIOroJieMa, HO M CO TIoMalia BpeHocT). Hajromema 3akana 3a HHBECTUTOPHUTE KOU ,,JIEraHoO ™
BJIOKYBaaT BO KPHUITO-TIa3apoT € TOa IITO U KHOep-KPUMUHANIINTE YIECTBYBaaT BO JierallHaTa KynoIrpoaaxoa u
JIPYT BUJ Ha TPrOBHja CO KPUIITOBATYTHUTE, TaKa IITO MPAKTUIHO C€ HEBHUIMBH 32 jABHOCTA, OJHOCHO OOMYHUTE
WHBECTUTOPU KOM c€ oOuayBaaT na ce 30oraraT M TPryBaaT CO OBOj BHJ Ha JWTMTAJIHA KPHUIITOBAIYTH,

BKIIYYHTEIIHO U 32 COBPEMEHUTE KNOEPHETCKH 0€30€THOCHH CITy>KOM Ha 3eMjuTe.

2.4. KuOep-kpa:xk0a HA MIEHTUTET

Bo ocHoBa, knbep-kpaxx0ara Ha UISHTUTET MPETCTaByBa MPOTUBIPABHO aHOHMMHO MPUCBOjyBame Ha
JIMYHH TIOJIATOIM KOU Ce€ OJIHECYBAaT Ha MICHTHTETHTE Ha KPTBUTE, a CO KpajHa [eJ IUPEKTHO JIa UM ce HaHecaT
HITETH WJIH, [1aK, BO HUBHO MME JIa C€ W3BPIIYBaaT (qpyru) KuOep-KpuMHUHAITHY JISjCTBHja CIIpeMa TPETH LeJH.
Hajuecture omepanuu konm KuOep-KpUMUHAILWTE TM W3BEAyBaaT ce: Mpa3HEee Ha KPEAWTHH KapTUYKH Ha
KPTBUTE, IOAUTHYBabE HA CHOPMHO I'OJIEMH KPEAUTH BO Kelll 071 OaHKUTE, IPETCTaBYBajKU C€ CO WACHTUTETHTE
Ha )XPTBUTE, QaICU(PUKYBaHk-e Ha JIMIHU KapTH, IACOIIN, BO3aUKH J103BOJIM U APYTH IIATHU UCTIPABH HA KPTBUTE;
M3BPIIYBake Ha KNOEpP-KpakOM Ha KPUITOBATYTH, IEpehe Ha apH, JUCEMHUHALIM]a HA 3JJ0HAMEPHU NIPOTrpaMH,
KUOep-TproBuja co HAEHTUTETH, OpYXje, Ipora, Hapayku Ha yOHUCTBa M JAPYI'HM KPUMHHAIHUA YCIYTH;
NPETCTaByBalbE CO WICHTUTETUTE HA >KPTBHTE BO MOMEHTHTE Ha HM3BpLIyBalkbe Ha KIACHYHHM MM KHOep-
KPUMUHAJIHU aKTH KaKo MPEBEHTHBA 3a TIOCJIE TOa J]a He MOXKaT 1a OuaT OTKPHEHH, a BUHATA 1a Ouie MpeHeceHa
Ha JKPTBUTE; OCUTYPUTEIHUW W JaHOYHHM HM3MaMH, NMPOQMIMpamke Ha XPTBUTE NPEKYy HUBHUTE MPOQWIM Ha
COLIMjaJIHUTE MPEXH U MPEKy HHUB M3BJIEKYBamkE€ HA JIMYHH MOJATOUM M MH(POPMALMHN KOU CE OHECYBaaT Ha
HUBHHUTE WJICHTHTETH MTH. JOKa3 32 Toa KOJIKY € Cepruo3Ha oBaa KuOep-3aKaHa roBopaTr W cieqHute (hakTh
u3paszeHu Bo O6pojku. Beymmoct, camo Bo 2016 roauua Gune ykpagenu pexopaau 421 Munmjapau noparorm.?

AKO TOa HE € JIOBOJIHO CTPAIIHO, 35 MOJATOYHU 3aliCH ce M3TyOeHH WU YKPaJIeH!U ceKoja CeKyHJa U HaJ 3

8Identity theft and Cybercrime statistics.”Global Cyber Alliance. Rachael Trotman 06" March 2017.Web.29™" June 2018.
<https://www.globalcyberalliance.org/identity-theft-and-cybercrime-statistics.html>.
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MWJIHOHM TOJIATOIM Ce M3ryOeHW WiM yKpajaeHu cekoj naen.’ Opaa mpoOieMaTnKa BO HAIIETO MAKEIOHCKO
3aKOHO/ABCTBO € PeryJnpaHa corlacHo wieHoBHUTe o]l KpuBuuHMOT 3akoHUK Ha PM: 149, 235, 247, 251, 251 -a,

251-6, 274-6, 249, 273 u ap.

2.5. Kubep-Bojna

Kubep-BojHara e (BUpTyesiHa) BOjHA BO KOja KHOEP-BOjCKUTE MAIIMHUATE W MPOTPAMHUTE TM TPETUPaaT
Kako O0pOeHM Opy’Kja 3a U3BeLyBame Ha KuOep-ohaH3NBHU ONEpalliil IPOTHUB HETIPHjaTEeIICKUTE KHOEP-CHUIIA BO
kuOep-pocTopoT. OBOj coBpeMeH OOJNMK Ha BOjyBame € MO3HAT W MO APYTd TEPMUHH, KaKO Ha TpUMED,
KHOepHETCKa BOjHA, cajOep-BOjHA, ENEKTPOHCKAa BOjHAa, WH(OpPMATHYKAa BOjHA, KOMI[jyTepCKa BOjHA U CIL
[IpercraByBa nen ox KHOEPHETCKUOT KPUMHHAJ, OMAEjKM BO CBOjaTa OCHOBA MMa KPUMOHOTCHH EJIEMEHTH.
IlenTa Ha KHMOEp-BOjCKUTE € Ja TNPEOU3BHKAAT IITO € MOXKHO ITOMAacCOBHH IITETH, INPUTOA MaKCHMAIHO
HCKOPUCTYBAjKU TH CUTE PACIIONIOXKJIMBY HAYMHU M CPEACTBA 3a JECTPYKTUBHO J€jCTBYBame. Tre BKIydyBaaT
IIMPOK CTIEKTap Ha OIEepalry, KaKo Ha MMpUMep, MITHOHAXa, caboTaxka, TUBEp3Hja, MHPUITPAIHja, KpaxOu UTH.
Jlosexa HUBHUTE MOTHBH MOXKAaT, MICTO Taka, Aa OMIaT oJ Hajpa3iIH4yHa MPHUPOJA, KaKo Ha IPHMeEp, OJ BOCHA,
HOJIMTHYKA, PETUTHUCKA, XaKTUBHCTHYKA U ¢J1. Ho MOke 1a Ouar u e THOCTaBHO OPaid OMpasa, BEpcKa, eTHIIKA
WM HaIlMOHAJIHA HETPIEIUBOCT; JOJITOTOIUIIIHO HEMPUjaTEICTBO KOS CE HETyBa BO cekoja cdepa, morpeda 3a
JOKa)XYBamb€ BUCOK JIOCTpeNl BO KUOepHETHKAaTa Ha CIIPOTHUBHATA cTpaHa u Apyro. LlITo ce oqHecyBa 10 HUBHUTE
LENIM THE LIeNaT KOH MPeJN3BUKYBakbE OIMIITA XaBapyja, HE CaMO BO BUPTYEIHHOT, TYKY U BO pEaIHUOT cBeT. [1a
CTIOpe]] Toa, THE MOXKE J1a ce 3a0eliexaT Kako W3BeAyBaar onepalyiy, Kako Ha pUMep, PEKHH BO CHAOyBambEeTo
U UCIOpaKaTa Ha eJISKTpUYHa eHepruja, HadTa, rac, BojJa J0 KpajHUTe KOPUCHHUIIU, TI0TOA TPAjHO MIIH BPEMEHO
OHecrocoOyBame Ha IIEJOKYIHATa HalMOHAIHA WHTEPHET-MpeXa Ha TapreTHpaHaTa 3eMja, MPeIr3BUKYBAbE
KatacTpou BO paboTaTa Ha XHIPOLEHTPAINTE, BETCPHUIIUTE, HAQTEHNTE U TaCHUTE IIaTHOPMH, COHUYECBUTE
KOJIEKTOPH 32 MPOU3BOJICTBO U TUCTPUOYIINja HA eJICKTPHYHA €HEePTHja, aTOMCKHTE LIEHTPAH; IPEAN3BUKYBAhE
Xa0C BO KOIHEHHOT, IMOMOPCKHUOT W BO3AYIIHHOT cooOpakaj; Mpeln3BUKYBame KOJalc Ha OaHKapCKUTE U
Oep3aHckuTe (0e30€THOCHU) CUCTEMH, Kojarc Ha o0paHOeHnuTe W 0e30eMHOCHUTEe MH(POPMATUIKU CHCTEMH

uTH. TOKMY HOpazu ceTo Toa, Kubep-BojHaTa € elHa O Haj3arpo3yBadKuTe KnOep-3akaHu Ha CEralrHocTa.

2.6. KuOep-Tepopuszam

Kubep-tepopusmor e acumerpuyuHa knubep-3akana. Bo ocHOBa, Kako 1 Kaj Kubep-BojyBambeTO, TaKa 1 Kaj

KI/I6ep-TepOpI/I3MOT ce 336€H€)KYBaaT OUUITICAHUTE 3aCTHUYKU MPCIIO3HATINBU 06ene>1<ja H 3a ABaTta KI/I6ep-

KpUMHUHAJIHA O6J'II/IL[I/I. CJ'IO6OI[H0 MOKE da CC KaXC JICKa THUC CC paMO OO0 paMO KOra CTaHyBa 360p 3a KI/I6ep'

°Ibid.
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3JI0CTOPCTBAaTa BO BHUPTYEITHHOT IMPOCTOP, W JA€Ka BO HEKOM MOEAWHHU (M30JMpaHW) CIydaW HaIJICKHHUTE
MHCTUTYIMH 32 Oop0Oa MpOTHB HHB MMaaT 3HAYMTENHM TEIIKOTHM BO oOMauTe 3a KBanudukamuja, T.e.
JUCTUHKIMja BO OJHOC Ha TOoa JaJIM CTaHyBa 300p 3a H3BelICHH KHOEP-BOCHH WJIM KHOEP-TEpOPHCTHUYUKU
3nocropcTBa. IlapanenHo co Toa, UCTO Kako KHOep-BOjHATa, Taka W KUOEP-TEpPOPU3MOT MMa KPUMHHOTCHU
eneMeHTH. [la TOkMy mopanu Toa, TOj MPETCTaByBa COCTaBEH JieN O KHMOEpHETCKUOT KpUMHUHaJ. ['eHepaiHo,
MOTHBHTE Ha KHOEP-TEPOPHUCTUTE 32 KHOEP-TEPOPUCTUIKO JI€jCTBYBAH€ MOKAT J]a OMIaT MOTKPENIEHH O] NCTUTE
MPUYUHA KOU ce U 3a Kubep-BojckuTe. Llenute xon ru TapreTrpaar MoXKart fa OugaT u30paHu Mo ciydaeH WIn
CEIEKTHBEH M300p, TpaBejKH aHANWM3W M HCTpaXyBamka 3a YTBPAyBame Koja CONylNHja € uaeaTHa 3a
NpeIU3BUKYBake OrpoMHM WTeTd. Hajuecto ru TapretupaaT HHIUBHIYaTHUTE HHTEPHET-KOPUCHHULMU U
BIaJUHUTE MHCTUTYynHH. Ho moHekoram ru 3emaar npeaBHI U TOJEMHTE NPUBATHU KOMIIAHMHM KOH CE€ CO
CTPaTErnCKO 3HAYEHE 332 COBPEMEHHUTE 3eMjH. ACOPTHMAHOT HAa KHOEP-TEPOPUCTUUKO JICjCTBYBAHE € MOIITHE
mupok. Taka Ha mpuMep, THE W3BEIyBaaT XaKepCcKu Kubep-Hanaan Bo Bux Ha DDoS-Hamanu, nuceMuHanmja Ha
3JI0HAMEPHHU NPOrpaMH, OINEPALH CO MEPEHE Ha Mapu, HEOBIACTEHU NMPHUCTANM M NPEAU3BUKYBAamE IITETH,
KnOep-KpaxOH Ha KPUITOBAJIYTH U CPEACTBA O/ KPEIUTHU KapTHUKU 32 QUHAHCUPAKE HA HUBHUTE ONEPALIIN U
np. HuBHata nmpumapHa 1en e Ja mpenu3BUKaaT XaBapuja BO PaMKHTE Ha MH(POPMATHYKO-KOMYHHKAIMCKATa
TexHomnoruja. Ho, 3a HUB ke OuJie U uaeaIHO JOKOJIKY ycreaT Ja MpeIu3BUKaaT u OMII0 KakoB TIOMaJl CTENeH Ha
IITETH Ha TapreTupaHuTte nenu. Ho 3a Ja MOCTUTHAT KaKOB OWJIO TEPOPUCTHUYUKH MPOTPEC THE MPBO MOPA J1a TH

JETeKTUPaaT U T0Toa TapreTupaaT MOTEHIMjaTHUTE KPUTUYHN KUOep-0e30€JHOCHN TOUKH.

3akiay4yok

Onx jocera W3HECEHOTO BO TPYAOT MOXE Ja c€ KOHCTarupaaT cienHutre pabotu. HwmeHo,
MIO0ATM3AIUCKUTE W TEXHHUYKO-TEXHOJOIIKUTE TEKOBH MPHUOHECOA 3a M0jaBaTta Ha KUOESPHETHKATa, a CO Toa
HaMeTHaa ¥ HOBU 0e30eHOCHH Mpeau3Buii. Ha 0BOj HaYMH, OBHE TEKOBH O] KOPEH I'M M3MEHHja 0JI0paHOCHUTE
U 0e30eTHOCHUTE CTPATerHH Ha COBpeMeHHTEe 3eMju. OMacHOCTUTE OJ KMOSPHETCKUOT KPUMHHAI OTHOA JIO
TaMmy Taka IITO TOj TIOYHA Jia ce MaHU(ECTHPA BO MOBEKE MOjaBHU OOJIHUIU BO BUPTYEITHUOT MPOCTOP, a KaJIe IITO
MOCJICUIINTE TIOYHAA JIa ce TIPEeHeCcyBaar U Bo peanHocta. O oBHE KHOEp-3aKaHU HE Ce 3aCeTHATH MCKIYYHUBO
WHCTUTYIIMHUTE HA 3eMjUTE, TYKY ¥ HUBHUTE HACEIICHHU]a, T.C. MHIAMBUYATHUTEC HHTEPHET-KOPUCHHUITU. 3a Kubep-
KPUMUHAJIIUTE HE TOCTOjaT Oe30eTHOCHH, XapABEpPCKH, CO(TBEpCKM WM KOj Owio aApyr OOMMK Ha
OrpaHUuYyBamka M IMPENpeKH BO HUBHOTO KHOEP-KPUMHMHOTEHO [€jCTByBame. Jlojexa mocieanuuTre of
U3BeICHUTE KHOep-Hamaau MOXKe Aa OMIaT TpajHH WIM NPUBpEeMeHU. The MoXKe Ja W3HECyBaaT Of HEKOJIKY
MUIIMOHH, TIa €€ JI0 HEKOJIKY MWIMjapJy Mapu4HU CAMHUIM Ha 3€MjUTE CEKOjJHEBHO WM HAa MECEYHO HIIH
TOJIMIIIHO HUBO. MOTHBHTE Ha OBOj BUJ Ha KUOEP-KPUMUHAIIKA MOXAT J1a OMaaT 011 Hajpa3jinyHa npupoaa. Bo
TIOTJIE/] MaK Ha IIeNIUTe, THE HACTOjyBaaT Ja I'M UCHPIAT CHTE MOXHU PACIOJIOKIUBH pecypcH (3Hacma W
uckycrBa, UT-anatku M 1p.) co KpajHa Iien Ja o0e30emar CUTypHa peaiv3alidja Ha 3alpTaHUTe KuOep-

KPUMHUHAJIHY IJIAHOBU U CTPATETHH 3a JECTPYKTUBHO JICjCTBYBAbE.
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CAJBEP TEPOPU3MOT KAKO 3AKAHA 3A BE3BEJJHOCTA HA
JAPKABATA

UDC: 343.9:004.491.056.2 Cmpyuen mpyo

Emuimja Jlam4yeBcka

Munucmepcmeo 3a enampewiHu pabomu

AnCTpaKT

Caj0ep Tepopu3MOT MPETCTaByBa €Ha O] INIABHUTE TJI00AHH 3aKaHU Ha coBpeMeHaTa 0e30eaHocT. Cucremu
3a 3aIlITUTA OJ] BAKOB BHJI Ha HaIaIu MoceayBaar Merynapoauute opranuzanu kako HATO u EY u pa3Buenure
npxaBu kako 1mro ce CAJl, Kuna, Pycuja, Benuka bputanuja u apyru. HATO e enquHcTBeHaTa opraHu3aliyja
KOja Ha CHCTEMATCKU M CTPYUEH HAUMH CE 3aHUMAaRBa CO 3allITUTa O OBOj THII Ha TEPOPH3aM H ITOCEIyBa Pa3BUEH
CUCTEM Ha cajOep onOpaHa.

Pa3BojoT Ha coBpeMeHaTa TEXHOJIOTH]a ja 3roJieMyBa oJl0paHaTa OJl TEPOPUCTUYKUTE 3aKaHU, HO UCTO TaKa T
3rojieMyBa M MOXHOCTHTE Ha TEPOPHUCTHTE 3a YCICIIHO OCTBAPYBAmh¢ HA HUBHUTE IENIU. TEpOPUCTHUTE JIeHEC
MHOTY JICCHO OINEpUpPaaT BO KUOEPHETCKUOT MPOCTOP TakKa INTO YHHUIITYBAAT OMpPECICHHU MOJATOIH, HO H
MaHHMITYTHpaaT co 3HAYajHH MOJATOIIH.

Kayunn 360poBu: mepopuszam, cajoep mepopusam, 3akaua, bezdbeonocm

CYBER TERRORISM AS A THREAT TO THE SECURITY OF
THE STATE

Abstract

Cyber terrorism is one of the major global threats to modern security. International protection organizations such
as NATO and the EU and developed countries such as the United States, China, Russia, the United Kingdom and
others have systems of protection against this type of attacks. NATO is the only organization that deals with the
protection of this type of terrorism in a systematic and expert way and owns a developed cyber defense system.
The development of modern technology increases the defense of terrorist threats, but also increases the
capabilities of the terrorists to successfully achieve their goals. Today, terrorists are very easy to operate in cyber
space by destroying certain data, but also manipulating significant data.

Keywords: terrorism, cyber-terrorism, threat, security
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BoBen

OrpoMHHTE JOCTHTHYBamba M Pa3BOjOT Ha BPBHATa TEXHOJIOTHja, COPUCTUIHPAHUTE KOMIIjYTEPCKH
CHCTEMH 'O OTBOPHja HOBHOT ,,cajOep MpOoCTOp™, KOj MOCTOjaHO TH YHUINTYBA CTApUTE TPAAULIUOHAIHU (HOPMHU
Ha OpraHu3alyja, OJIHeCYBame U BepyBame. Cajoep nHpopMaIuuTe J0Be0a 0 cajoep peBoayIrja u 0 MojaBa
Ha MH(OPMATUYKOTO OIITECTBO, BO KOE JOMHHHUPA TPKaTa 32 MHPOPMAIMH U 32 KOMYHUKAIIUCKHA TEXHOJIOTHH,
napayeirHo co CBeTcKara Jubepain3anyja u cio0oJHa HUPKyJaluja Ha JIyfe, CTOKH U HICH.

[enec, TpueceTHHa TOAMHHU TI0 BOBEIYBAaHETO HA TEPMUHOT, KOHIENITOT KHOEPHETHUKA, TO] HEM30EKHO
CTaHa MpUMapHa KOMIIOHEHTA Ha roJieM Opoj 3Ha4ajHU TEPMUHH: cajoep omuTecTBO, cajoep MOJIUTHKA, cajoep
eKOHOMHja, cajoep BojHA, cajOoep Tepopu3aMm, cajoep KPMMHHAJ, BO YMja CYIITHHA HAjCKAMOLEHA KPYHa
npercraByBa cajoep nndopmamnujara.

Usrpagbara Ha coBpeMeHH W (HIEKCHOMITHE KOMITYTEPCKH KOMYHHUKAIMCKN CHCTEMHU M TIOCTaBYBambe
TCP/IP mpoTOKOIOT Kako YHUBEP3aJIEeH MPOTOKOJ 32 KOMYHHUKAIHja OBO3MOKHja HH(pOpPMAIIUNTE HA3 CBETOT J1a
ce JIBIDKAT co HeBepojaTHa Op3WHA, MPEHECYBajKH T'M CHTE HACTaHU BO €JHA HOBAa IMMEH3W]ja HAa KOMYHHKAIIH]ja,
HapeueHa cajoep mpocTop.

Hosute ¢popmu Ha BojyBame, a 1 TEPOPU3MOT KaKo CIEI(UIHa, COBpEMeHa ,,(hopMa Ha BOjyBame™ ke
KOETr3UCTHpaaT BO HCTO BPEME CO ,,cajoep mpocTtopHuTe' Hanmanu. Hajromemuor mpobiem MOkeOH JIeXH U BO
(hakTOT ITO WHTEPHET MPOCTOPOT O]l MPABEH ACIEKT Ce yIITEe He € peryjlupaHa MaTepuja W CIopell HEKOH
ekcriepTH ¢ neuHUpaH Kako ,,Huuuja 3emja“.

[TocToeuknte HOPMH BO MeryHApOJHOTO TPABO W MpaBWiiaTa BO HAalMOHATHHTE 3aKOHOAABCTBA HE MOXKAT
[EJIOCHO Ja TH ondarat cute ThHe PEeHOMEHH KO ce ciaydyBaar. [loTpeOHM ce HOBH KOHIENTH U pedopma BO

OJTHOC Ha MTHKPUMHUHHUPAKE HA BAKOB THIT Ha (hOpMH Ha cajoep KpUMHHAIUTET.

1. Cajoep Tepopu3MOT KaKo ry106aaHa 6e30eTHOCHA 3aKaHa

CajOep TepopH3MOT NpeTcTaByBa €JHA O IJaBHUTE IJI00ajHU 3aKaHW Ha COBpeMeHaTa 0e30eIHOCT.
Cucremu 3a 3alITUTA OJ BAKOB BUJl HAa HaMalu noceayBaatr MeryHapoaHute opranuzaund kako HATO u EY u
pasBueHuTe Apxasu kako mro ce CAJl, Kuna, Pycuja, Benuka Bpuranuja u npyru.

HATO e enuHCcTBeHaTa opraHusanyja Koja Ha CHCTEMaTCKH M CTPYUYEeH HA4WH Ce 3aHMMaBa CO 3aIllTUTa
0]l OBOj THII Ha TEPOPHU3aM H IT0CEyBa Pa3BHEH CHUCTEM Ha cajoep ogOpana. Kako Ou octaHase BO TEK CO ParuaHO
NPOMEHJIMBUTE OONMIM Ha 3aKaHa M Kako OM oIprkajie CWJIEH HHUBO Ha cajoep ondpana, HATO ycBou HOBa u
HanpeHa MOJIMTHKA U aKIMOHEH IIaH Koj ro mojjpskaa cojy3Hunurte Ha Camurot Bo Besc Bo centemspu 2014
TOJIMHA.

HATO cunure 3a oarosop Ha kommjyrepcku uHuuaeHTd (The NATO Computer Incident Response
Capability (NCIRC)) ja mtuTu concTBeHaTa Mpeka Hylejku 24-4acoBHA MOJAJIPIIKA BO cajOep omOpaHara Ha

pasuu cajtoBu Ha HATO. HATO KoonepatueHuoT 1ientap 3a cajoep onopana (The NATO Cooperative Cyber
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Defence Centre of Excellence (CCD CoE)) BoTamuu Bo EcTtoHmMja e Hajuctaknata on ctpaHa Ha HATO
aKpeauTHpaHa WHCTUTYLMja 3a UCTpaKyBame W 0oOyKa, Koja ce 3aHMMaBa co oOpa3oBaHHE, KOHCYJTAlluH,
pa3MeHa Ha JICKITUU B Pa3Boj BO BpPCKa co cajoep onOpaHaTa.

LlenOKYITHHOT OBOj CHUCTEM € TOKMY (okycupan u nouupaH Bo Ectonmja, Ouzmejku oBaa bantuuka
npxasa Ectonmja Bo 2007 e HamagHata OJ CTpaHa Ha Xakepu KOM ja Onokupane OyKBalHO Iienara
nHPACTPYKTYpa BO 3eMjaTa Ha OmpeelieH epro . ToramHuTe IOIUTHYKH OTHOCH ITOMeTy oBaa 3emja i Pycuja
Oea 3aTerHaTtu, MoxxeOu u mopaau ¢akrtot neka Ectonuja Bo 2004 rogmna crana 3eMja uwienka Ha HATO, a ce
IIMeKyIupa U JeKa cajoep HamagoT € Kako pe3ynTar Ha EcToHcko-PycKHOT crop 3a OTCTpaHyBameTo Ha
OpoH3eHa cTaTya Ha Koja OMII IpUKaXKaH COBETCKH BOJHHK off BTopara cBeTcKa BOjHA BO IEHTApOT Ha TIIABHUOT
rpan Ha EcTonuja - Tanuh.

Joxonky mak ru MepuMe COCOOHOCTHTE 3a cajoep BOjyBame Ha ompeaelieHH NpkaBu, mokpaj CAJl,
Kuna, Pycuja, Uzpaen u ®pannwmja, criopes mporeHNTe Ha CTpydmanuTe nocrojar nmomery 20 winu 30 npxaBu
KOM WMaaT pecHeKTaOWIHH CIocoOHOCTH 3a cajoep BojyBame (TajBan, Upan, Jyxxna Kopeja, WUummja,
[Takucrasn...). Ciopen Toa MOXxeMe J1a 3aKIy9IrMe U JieKa THE CTIOCOOHOCTH MOXKAT Aa OMAaT 3710yIMoTpeOeHH.

Cajbep Tepopu3MOT € 3HauacH MOTCUCTEM Ha cajoep BOjyBaWmETO, M € MHOT'Y ITOTEXKOK 33 OTKPUBALE U
CIIPOTHUBCTaBYBame, OUACJKH € CKOPO HEMOYKHO JIa Ce OJIpeay MOJUTHYKATa MPUIAaTHOCT WIH CIIOH30pUTE Ha
HeroBute u3BpiuTean. Kora ce 300pyBa 3a mouMoT cajoep Tepopusam, criopea DenepaTHoTo UCTPaXHO OUpo —
OB oBoj ¢eHomeH ce naeduHHpa Kako: ,,IIPEAYMHCICHH, TOJIUTHYKA MOTHBHUPAHH Hamaad MpPOTUB
UHQOPMaIUK, KOMI]jYTEPCKUTE CHCTEMH, KOMIJYTEPCKUTE MPOrpaMH W TOAATOLM IITO pe3yiITHpaaT co
HACHJICTBO MPOTHB 1IEJIM KOW HE CE BOCHHU O] CTpaHa Ha CyOHAIIMOHATHUTE Py WU TajHH areHTH .

Caj0Oep BOjyBameTO € HACOYCHO clipeMa MH(OPMAIMUTe M MH()OPMATUBHUTE CHUCTEMHU IITO JaBaatr
NOJ/IPIIKA HAa [UBHJIHHTE W BOCHUTE CTPYKTYpU Ha MPOTUBHUKOT. Toa HamieryBa Bo cdepa Koja € MHOTY
MOCYNTHJIHA 07 PU3UUKKUTE HaMaJyd U YHUILNTYBamka, OJIHOCHO JICjCTBYBa BP3 MPOTOKOT Ha MH()OPMAILIMUTE BO
MpEKUTE W MaHMITYJIMpa cO HHUB (IPEKUHYBa, BUJIOM3MEHYBa, IOJaBa W CIN4HO). HeroBure akTHBHOCTH ce
HACOYCHHU NMPBEHCTBEHO KOH MH()OPMALMHUTE KO CE€ MPECYIHH 3a (YHKIMOHMpAme HA IUBWIHUTE U BOCHUTE
CHCTEMH KaKo ¥ KOHTpOJIaTa Ha aBHOCO00PaKkajoT, CTOKOBUTE Oep3H, MEI'yHApOJHUTE (PMHAHCUCKH TPAHCAKIIUH,
JOTUCTUYKUTE TIOTPEOH U LIEITH.

MOKHOCTHTE 32 €EHOPMHO HapyIlIyBamke Ha HAMOHAJIHUTE KOMIIjYTEPCKH CHCTEMU U MOXKHOCTA Ja IO
3arpo3aT HOPMAJIHOTO ITyJICHPAke Ha ONIITECTBEHUOT KMBOT, KAKO M OMACHOCTUTE 32 MACOBHO 3arpO3yBabe Ha
KUBOTHTE Ha Jy€TO MPHUIOHECYBaaT TEPMUHOT ,,cajOep TepopuszaM* Aa Ouje ONKOJIEH CO UYyBCTBO Ha CTPaB M
3aBUTKAaH CO BEJIOT HA MUCTEPHUO3HOCT.

AKo BojyBameTo co nHpopMaun, 6e3 COMHEHHE, K€ MPEeTCTaByBa HAYMH 32 BOjyBam-€ BO HIHIUHA, TOTall
W HMIHUHATA Ha TEPOPU3MOT Ke OHMIe CYIITHHCKHA JeTEpMUHHUpPaHA CO IojaBaTa Ha cajoep TEpOPU3MOT.
[IpuBiieyHOCTa HAa BOjYBAaK-ETO CO HHGOPMAIMK CIIOH30PHPAHH OJ1 JprKaBaTa € TOJKY I'ojieMa IIITO MHOTY Hallu{
HE Ke MOJXKaT Ja 0Ji0JieaT Ha OBOj ,,IPEAU3BUK M MCKyIIeHue . Meryroa, cajOep TEpOpHU3MOT BO HMIHHHA Ke
NpETCTaByBa HOBA ,,paTaiHa MPUBICYHOCT, 32 rojieM Opoj TEPOPHCTH U TEPOPHCTUYKH opranuzaiuu. OBoj

TEpPOpH3aM € HajjaceH MmpuMep 3a Iiodanu3airjara Ha CBETOT, HO M UCTOBPEMEHO HETroBO ,,BOHOPAYHO IajaBoO

157



International Journal of Science and Arts - “IDEA”

JeTe™, Koe OMmacHo Ke TH 3arpo3yBa KOMYHHKaLMUTE BO BoeHaTta cepa, ciykOuTe 3a HTHA METUIIMHCKA TOMOIII,
cHUCTeMHUTE Ha cooOpakaj oA pa3inuyeH BHJ, TEICKOMYHHKAIMUTE M Apyrure aobpa. McTo Taka, HErOBHTE
,»XaKEPCKH UTPH" MOKE JIa TPEeU3BUKAAT Xa0C M aHApXHja MPeKy HalaauTe Ha OaHKapuTe U Apyrd QUHAHCUCKH
Y KOMIIjYTEPCKH BPCKH M TOTAIIHO J1a TO Mapaji3upaar >KHBOTOT BO roJIeMUTE ypOaHU EHTPH Ha Hajpa3BUCHUTE
JpKaBH.

Bo HUBHHMOT MIMPOK IWjana3oH Ha aKTUBHOCTH cTiaraaT U KOPUCTEHETO Ha MPUBATHUTE MH(POPMALIUHU BO
(yHKIHWja Ha M3HYAYBamke UCTH POPMHU Ha cajoep KpUMHHAN, IPEKy BIETYBAE BO MPEKUTE, KAKO U (PU3UYKO U
€JIEKTPOHCKO YHHIITYBamke Ha TUTUTATHHOT HHPOPMAIMCKH cUcTeM. Beke He OCTOM AMTHTAaleH ypea Koj He
MOJKe J1a CTaHe KPTBa Ha KOMIIjYTEPCKHUTE BaHAAIN U TepopHcTH. CUTE ypeIu ITOBP3aHU CO KOMITjyTEPHTE MOXKaT
Jla CTaHaT [IeJI Ha XaKepHTe, KO MPeKy rirobaHaTa KOMITjyTepcKa Mpeska MOKaT J1a BHECAT TUTUTAICH KOJ IITO
Ke ro HapyII¥ HUBHOTO PeryjlapHo U HopMaiHo padoreme. Ha cekoj ypen mro ce moBp3yBa BO Mpeska MOXKaT 1a
My HCHpaTaT HU3a JUTUTATHA KOMaHIM IITO K€ HampaBaT ypeaoT Aa padOTH OHaka Kako IITO Ke Mocaka
KpeaTopoT Ha The KoMaHi. KilacHYHNTE CHCTEMHU 3a 3alITUTA Ce peurcH OECIIOMOIIHY BO IOTJIE] HA METOAUTE
IITO TH KOPUCTAT JCHENTHUTE XaKepHy U cajoep TepOPUCTHTE.

I'maBHa omacHOCT [ieHeC MPETCTaByBaaT XaKEPCKUTE KOAOBU, KOM KOPHUCTEJKH ja CeKoja MPHUTroja ce
MMIUIEMEHTHPaaT BO HEKOja 3aTBOpPEHA KOMIIjyTepCcKa MpeXa, KpeHpaHH Ce Taka INTO MOKaT CaMHTe Ja ce
aKTHBUpAAT U aa Ouzxe e(eKToT yImTe NOCTpalieH, CaMUTe J1a TO M3HAOIaaT MaToT 3a CBOETO Pa3MHOXKYBAaIbE,
IIUPEJKHU TO ,,37I00HUOT KO,

Hcto Taka W TpUHTEpPHUTE KOW CTaHyBaaT ce MOCOMUCTUIMPAHM, HAATPAACHH CO MOOPOjHH COPTBEPCKH
aTUTMKAIMH 32 TTOAIPIIKA MOXKE J]a OMIaT HCKOPUCTEHH 3a XaKepCKH cajoep TepOPUCTHUYUKY YIaJd BO MPEKHTE.

Bo mpaBHa cmucna, cajoep Tepopu3MOT TpPETCTaByBa HaMepHa 3JIOYNoTpeda Ha JUTHTATHHOT
UHGOPMAITUCKU CHCTEM, MPEXKa MM KOMIIOHEHTA IIITO ja 3a0KPYKyBa HJIM KOMIUIETHpPA TEPOPUCTHUKATa OopOa
u aktuBHOCT. [locnennna of 3noynorpebaTa Ha CHCTEMOT HeMa Jia OuJie JUPEKTHO HACHIICTBO MPOTUB IYI'€TO
(1ITO HE € UCKITYYeHO, Ha TIPUMEp, CO Marame Ha aBUOHH, Xa0C BO OOHHUIIMTE U CIIMYHO), HO CelaK Ke MOoXe Ja
NpEeIM3BHUKA CTPaB, 3r0JIEMyBambe Ha CBETCKHOT KPUMHHAI CO HajOp30 TEMIIO, HajroJieMa CTPaTelIKa PaHIHBOCT
Ha CUTE BUTAITHH OIMIITECTBEHHN (YHKIIUH, OTPOMHH YOBEUKH CTPa/Iamka, HO U )KPTBH KaKoO ,,KOJIaTepaiHa mreTa™.

Bo 0B0j KOHTEKCT, ymiTe MoCTpaleH € ¥ (akToT ITO OBHE CYNTHIHHU JIEjCTBA MOXKE Jla MHUIIPAAT U
KHOEpHETHYKa BOjHA WIH JIa ,,HAMECTaT" OINpEeAeIeHH JPKaBH J1a OTIOYHAT KJIACHYHA BOjHA, KAKO OJrOBOp Ha
cajoep nejcTBaTa ,,IPe3eMEHH OJ1 ApyTra CTpaHa“.

Criopen onpeneneHl aMepUKaHCKU Pa3MUCITyBamba caMo € mpamiamke Ha Bpeme kora CAJ] Moxe n1a ro uckycat
»cajoep Ilepn XapOyp®, xou Ou nMMalie OMYCTOLIYBauKH PE3yJITaTH, KpaxOW Ha €IEeKTPOHCKH (POHIOBH Ha
MOJATOIM CO KOM OM ce moaapKaje TepOPUCTHUKHTE HH(POPMALIUK, ITpeNpakame, IPEeHACOUyBambe Ha IPATKUTE

co opyxje u cnuuHo. Ho BepojaTHO HajomacHa e eBeHTyallHaTa CUMyJialuja Ha ,,cajoep YepHoOun xaBapuja.
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2. MeToau 3a n3BpIIyBame Ha cajoep Tepopu3am

Bo ommrecTBara Ha TpeTaTta TEXHOJOMIKA PEBOIYILHja IOCTOjaT JBE OCHOBHU METOJU MPEKY KOM TEPOPHUCTHTE
MOYKAT Ja U3BPILIAT TEPOPUCTHUUKU HAIAIH.

[lpBata Merona e kora camara MH(pOpMaIMCKa TEXHOJOTHja MPETCTaByBa LeJ Ha TEPOPUCTHUKUTE
Hanaau. Co u3BeAyBamke Ha ONPE/IeNIEHN Ca00TaXH (ETIeKTPOHCKH 1 (PU3UYKH) Bp3 HHPOPMAICKHOT CHCTEM, Ke
ce oOWJaT Ja To YHHIITAT WM JIa M3BPIIAT MPEKHH BO (DYHKIIMOHHPAWKETO HAa HMH(OPMAIMCKUOT CHUCTEM H
uHQOpMAaIcKa HHPPACTPYKTYypa, BO 3aBUCHOCT OJ1 caMaTa KOHKPETHA Iedl.

Bropara merosia € kora HHPOPMAITUCKHOT Haraj MPeTCTaByBa CPEJCTBO - YEKOP 3a CIPOBEIyBamhe HA

nmoronema omepanuja. OBOj YWH WMIUIMIKpA JA€Ka TEPOPUCTHTE Ke MpaBaT HAIMOpW 3a MaHUIyNalndja o
eKcITIoaTaIyja Ha HHPOPMAITUCKHUOT CUCTEM, KpakOa Ha MHPOpPMAIMK KaKo alTepHATHBA WU MPUHYTyBamHE —
»IIporpaMupame’ Ha CUCTEMOT J1a BpIIH (PyHKIIHja 32 KOja HE € HaMEHET.
[Mo MOMMOT KOMITjyTEPCKHA BHPYCH CE MHUCIU HAa MPOTPaMH KOW HECOBECHH MOCIUHIM T'M MUITYBaaT 3a Jia
HaHecaT IITO MOTOoJeMa IITeTa HA MHOTY KOMIGjYTEPHU Bp3aHH BO MpeXa Kako Ha TMpUMep Ha riodOanHaTa
UHTEepHET-Mpeka. HUBHU OCHOBHHM OJITMKH CE: C€ KOTIMPaaT CaMUTe ceOecH Ha CEKOj KOMIIjyTep CO KOj ke J0jaart
BO KOHTakT. He ce 3a0enexiuBH, OHOCHO HAjueCTO C€ HEBUIJIMBU 32 KOPUCHHUKOT Ha KOMIIjYTEPOT, HOCEOHO
aKo Ha KOMIjYTepOT He € HHCTAIMPaH CIelrjanTu3upal copTBep 3a HUBHA IETEKINja. ABTOMATCKH W3BPIIYBaaT
OJIpeJIcHN KOMaHAM Kako OpUIlel-e Ha KOPUCHH MOJATOIM HA KOMITJyTEpOT Ha JKPTBaTa, WM MakK TY HCIIpakaaT
MOJATOIMTE Ha OJ[pe/ieHa Apyra JOKallkja Ha MpeKaTa 06e3 3HaeHmhe Ha COTICTBEHUKOT Ha KOMITjyTepOT.

[Tokpaj xakepuTe W TPyNHTE IITO THE TH OPTaHU3MpaaT 32 HEOBJIACTCHO HABJICTYBAamkE BO 3alITUTCHH
CUCTEMH, Ha JICHEIIIHO BpEMe TIOCTOjaT U CICIUjaIM3upaHy TajHU BIIaJUHH CIYKOU KOU MPEKY HABJICTYBakhE BO
KOMITjYTEPCKHOT CHCTEM Ha JPYTUTE JIp)KaBH NMpUOaByBaaT MOJATOIM O] pa3dy3HaBauka Npupona. Taka mox
MOMMOT KOMIIjyTepcKa IIMHOHaKa MOXe Jia ce AedrHIpa eIeH 0J1 HajMOJACPHUTE OOJIMIM Ha pa3y3HaBame, HO
HCTO TaKa MOCTOM U MHIYCTPUCKA IIMUOHAXKA KOja € caMo 0] KoMeplrjanHa npupoaa. Kommnjyrepcka caboTaxa
UMaMe BO Clly4aj KOra HEKOj Ke YHHINTH, W30puIlle, MPOMEHH, MPUKPHUE WM Ha JPYT HAYMH Ke OHECTOCOOH
MOJIATOK, MPOrpamMa Ui Ke IO OIITETH KOMIjYTepPOT KOj € OJ1 3HAUCHE 3a IPYKABEH OpraH, HMHCTUTYIH]ja, jaBHA
ciyxo0a.

Hananmor co nHbopMaTnykara TEXHOJIOTH]ja € JIECHO M3BOJIHB, CO IPUMEHA HA €BTHHHU CPEIICTBA KOH
JIECHO Ce TMPHUKPUBAAT M BUPTYEIHO ce Heno(haTIuBH. AKO € MO3HATO JeKa TEPOPUCTHTE , TylyBaaT" OKOIY
HUBHATa MEANyMCKa IIPOMOLIMja, aKO € TIO3HATO JieKa HajIIoCaKyBaHa 111 Ha TEPOPUCTUTE CE MEAUMYMHTE, TOT ALl
CO CUTYPHOCT MOXEMe J]a KOHCTaTupaMe JeKa MOKHOCTHTE Ha TEPOPHUCTHUTE 3a HENPEUeH yInaj BO OCETIMBATa
MH(OpPMAaIICKa TEXHOIOTHja EHOPMHO T'M 3Tr0JIEMYBa HUBHUTE MOXHOCTH 32 ,,MAH()OPMATHIKO BojyBame™. Toa e
camo YIITEe €IHO COBPIICHO OpPYXje BO OOraTHOT apceHall Ha OpyKje Ha TEPOPUCTUTE KOU HEYMOPHO TH ciear
CUTE COBPEMEHHU TPEHIOBH M BO OBaa 3HavajHa cdepa.

MOTI/IBaHI/H/ITe 3a U3BPIIYBak-€ HAa BAKBU Hallalu C€ CEKaKoO )106p0 IIO3HATHUTE 6apaH,a 3a MOJIMTUYKH IIPOMECHH,

COILIMjaJTHU MPOMEHHU MJIM €KOHOMCKH ITPOMEHHU.
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AKO JieHec MocTojaT OrpoMeH Opoj Ha 00jeKTUBHM M CyOjeKTHBHU MPEUKH 32 OTIIOYHYBamk€ Ha cajoep
BOJHHU OJ1 IIOr0JIeMU pa3Mepu (IIpuMep MefyHapoJHaTa €KOHOMCKA 3aBUCHOCT, e€cKajlalljata U OATOBOPOT OJ
JpyraTa cTpaHa co BOCH KOH(IIMKT, HEeMamke Ha TEXHOJIOIIKA OATOTBEHOCT), TOTAIl 32 HOBUTE ,,TEPOPHCTH  HE
MOCTOjaT HUKAKBU NPEUKH, HUTH ,,[JpBEHA JIMHMja** 32 OTIIOYHYBamkE Ha cajoep TepOpU3MOT Ha TTI00aJIeH TUIaH.

HeBupnuBuot Hempujatesl BOOPYKEH €AMHCTBEHO CO JIATON MEPCOHATECH KOMITjYTep, KOHEKTHpaH Ha
rinobaqHaTa KOMIjyTepcKa Mpexa, ,,BOOPYXKEH CO OFPOMHO YOBEYKO 3HACHE TPAHC(OPMHUPAHO BO JUIMTAJICH
KOJI, KOj OJUTy4yBa CO OTpOMHA IECTPYKTHBHA €HEPruja U OTHEHa Kenda J1a TH OCTBapH CBOMTE MpaydHU LIeIH,
BIUIOBYBA BO HAIlaJ CO TELIKO MPENO3HATIMB MpaBell, HO CO SAMHCTBEHA 1IeJl: eIeKTPOHCKH aTak Bp3 Ip’KaBHATA
nH(OpMAIIIICKa MpEeKa O] OTPOMHO CTPATErHCKO 3HAUYCHE 3a HENMpe4yeHO (YHKIMOHUpAmE Ha CUTE BUTAIHU
OIIITECTBEHU (DYHKIIUH.

Toa e 310k00HOTO JHIIe Ha cajOep TEPOPHUCTOT U Ha cajOep TepOPHU3MOT, OITacHA 3aKaHa 32 HAIIMOHAITHATA
0e30eIHOCT Ha OMpeeNIeH IPKaBH, CMPTHA 3aKaHa | 3a TiiobanHara 6e30eTHOCT BO HapeJHHOT nepuo. Toa e
OImacHOCT OJUcKa 70 atoMcka Oomba. MHBa3ujaTa Ha cajOep MPOCTOPOT M MOHATAMY MPOJIOIKYBa CO OTPOMHA
Op3uHa, co Op3nHaTa Ha Pa3BOjOT HA MOKHaTa oaH3MBHA KOMITjyTepPCKa TEXHOJIOTHja.

CBeTOT NOBTOPHO Ce Haora IMpei yHiTe €IeH HOB M MOIIHE ONAceH Cepruo3eH 0e30eIHOCEH MPEeIU3BHK O]

HajroJIEMOTO 3JI0 - TEPOPU3MOT.

3. lletn Ha Hanajg Ha cajoep TepOPU3MOT

Bo neHenrHo Bpeme, HajCOBPEMEHOTO OpyXkje € KoMmIrjyrepor. Cekoj 100po 00ydeH KOMITjyTepuHja e
nobap Bojuuk. Cekoe aere Koe J100po ro pazdoupa KOHIICTITOT Ha KOMIIjYTEPUTE U HAUMHOT Ha PaboTa Ha HEKOU
MpPOrpaMu € MOTEHIIMjaIHA OMACHOCT 3a IIEJIMOT CBET. BO CBETOT MOCTOjaT MHOTY MPUMEPU Ha KOMIITjyTEPCKH
Hamaau, MPU IITO KPTBH HAa TAaKBUTE HAMaJM CE HAjpa3IMdHM KOMIAHMM WM BiaguHu uHCTHTYIMH. Ce
MOCTaByRBa IMpallamkeTo Koja € 1eita Ha TakpuTe Hanaau? 11To ce mocturnysa co tve Hanaau? Bo MHOTY ciiydan
CO TAaKBHTE Halau ce KpajaT MHPOPMAIIMU 0J1 BOGHH MHCTUTYILIMU CO KOM JIMPEKTHO C€ 3arpo3yBa 0e30eaHoCTa
Ha oJipeleHa 3eMja. Bo mpyru ciydam ce KpaJuaT KOJOBHU OJf HEKOM MPOTpaMH KOU C€ BO Pa3Boj, a BO TPETH
ClTy4ad, 1aK, Hala/InTe ce M3BPIIyBaaT eIHOCTaBHO 3a 3a0aBa (wiu mak TpeHuHT). OBa ke ce pasriiefa mpeKy
MIPUMEPH 332 KOMITjYTePCKU HalaJu BO KOM Ce HANaJHATH CEPBEPH O] €[HA 3eMja Of] CTpaHa Ha KOMIIjyTePIIHU
ol Apyra 3emja.

Bo 1997 roguna MPA ja mokupaiiie aHraMcKaTa jaBHOCT CO yNaTyBame Ha 3aKaHH JieKa MoKpaj 6omowu,
aTeHTaTH W JPYrd OOJMIM Ha TEPOPUCTUYKW HAmagud Ke TOYHe Jla KOPUCTH M EJICKTPOHCKH Hamaad Ha
CiTy’)kO€HUTE U BIaJIMHU KOMITjYTEPCKU CUCTEMHU.

HUckyctBata co An-kaena u UCWJI ucro Taka mokaxkaa Jeka MPUNAJAHUIIMTE HA OBHE TEPOPUCTHUUKHU
OpTraHM3aIMU CE CITYKAT CO COQUCTUIIMPAHN TEXHUKH HA 3aIITUTA HA CBOUTE KaHAJIM Ha KOMYyHHUKAIHja TIPEKy

I/IHTepHeT, CeKOj)IHeBHO IMOCTaByBalb€ Ha HOBH BEeO JIOKalMKM Ha KOW TIHW TIpolarupaar CBOHUTE
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(hyHIaMEHTaTMCTUYKH UCH, a Kaj HEKOU Of yalCeHUTE TEPOPHUCTH Ce MPOHAjACHN KOMIjYTepH CO MUPPUPaAHH
¢ajnosmu.

Hamagor ma CBeTckuoT Tproecku IeHTap Bo Ibyjopk 3Haeme cute moOpo kako 3aBpmu. Meryroa
uHTEepecHo Oerre HemTo Apyro. Hemocpenno co Hamaaute, Oeme OJI0OKHpaH U OQHULKjaTHUOT cajT Ha CBETCKUOT
TProBCKH leHTap. TeIKo € 0Ba Ja ce Hapeyde CIIy4ajHOCT.

Hemocpenno mo oBoj Hamaa, Bo CAJ] ce cTpaByBaiie ol MOBTOPEH Harmaj, HO OBOj MAT KOMIIjYTEPCKH.
Criopen MUCIIERETO Ha aMePUKaHCKHATE CTPYYHAIlN YCIIEITHOCTa Ha BAKBHOT Hama OM ja mapain3upan mnejara
IpkaBa. 3a HUBHA Cpeka, BaKOB Hamaja He cienenre (bapem He ycmemieH). Mefyroa o IpeBEeHTUBHU MEPKH,
IlenTaron Oemre ,,otkauen* ox Marepuer. CAJl ce cnpemare 3a ,.enekrporcku [lepm XapOyp®. Llterute ox
BaKBHOT Hara] Ou O6use HenporeHnnsu. Mimeno, mpen Hexonky ronuau Bo CAJl, n3Becen Robert Moris, cuH Ha
HEKOj Of IMPEKTOpUTE Ha ATEHIMjaTa 3a HallmoHATHA 0€30€/THOCT, BO MpeKaTa y(QpIIiI IporpaM Koj BO IEJIOCT
TH Tapai3upall KOMIjyTepUTE BO HEKOW O] HajBaKHUTE (pelepaTHi U YHUBEP3UTETCKH MHCTUTYIIMH (32 TOa
mobwm ka3zHa camo o 10.000 gomapu u 3 TOIWHU YCIOBEH 3aTBOP).

W3spasura ,,cajoep BojHa ce Bopeme nomery Kuna u CAJ] Bo maj 2001 rogunHa (mpuunHa Oemre CyaupoT Ha
KMHECKH aBUOH CO aMEPUKAHCKH IIMTUOHCKY aBUOH). BeHaI 110 CyIupOT IOoYHaa Hanaju HajIIPBHH O] KWHECKA
ctpana. llen Ha TakBuTe Hamamu Oea cepBepu mmpym CAJl, a crpanaiie u cTpaHHIaTa HA AMEPHUKAHCKHUOT
KoHrpec. KapakTepucTuyHo € Toa IITO IPU OBHE HAMaJu HE Ce HAIpaBHja HEKOH MOTOJIEMH IITETH, TYKY caMo
ce M3MEHH COJIp)KMHATA HA HEKOM CTPAaHHIIHU (HAjYeCTO ce UCTIMIIyBaa KWHECKH cUMOomH). MefyToa u Xakepure
on CA/l Ha oBHe Hamaau He OCTaHaa JODKHU. Tre oAroBopHja co Hamaau Ha BeO-CTPaHUIIMTE HA TOKPAUHCKHUTE
BJIACTH BO HEKOM Oj] MOKpanHHTe BO KrHa, Kako M Ha KopejckuTe Kommanuu Samsung u Daewoo Telecoma
(MHTEpecHO e Toa IITO BO OBaa ,,cajOep” BOjHA, Ha cTpaHaTa Ha AMepukaHiuTe Oca xakepute oz Caymucka
Apabuja, [lakucran, Munuja, Bpasun, AprentiHa u Manesuja, a Ha cTpaHata Ha KuHesute Xxakepure of
Janonwuja, Kopeja u Mupounesuja). Ouurnenno Oeie feka ApkaBuTe ru (prHAHCHpaa BAaKBUTE HANaau, OUICjKH
JIBajIia ,,roJeMH’* XakepH Oea 3aJ0JDKeHH 3a MOAroToBKa Ha cepBepute Bo CAJl on MmoxxHM Hanaaw. Ha 1 jymm
2001 ronuHa, BO MekcrKko OmIT yariceH HeKOj MEKCHKaHCKY THHE]j[Iep KOj Ovil 0OBUHET JieKa M3BPIIWII Hamal Bp3
HACA. Toj ycnean na Biiese Bo cepBepoT, Moauduipan Hekou (ajioBu U Kpenpa HEKOU HeJIeTaIHN aKayHTH.
WHTepecHo e Toa mTo BO 010paHaTa, MEKCHKaHCKHOT THHEJIIEp ce OpaHell co Toa Jleka HeMall HUKaKBa BPCKa CO
KOMIIjyTepH, ¥ JeKa JaKHO € 0OBUHET. J{anu co Toa apxaBaTa caka Jia Bliee CTpaB IIOMEl'y XaKepHUTe 3a YCIEITHO
HUBHO ToHewe? [lamm npxaBaTa ce CIyXH CO JaXHH OOBMHEHHja? 30IITO ce THE JIaXHH OOBUHEHHU]ja?
JokaxyBambeTo Ha OBOj TUII Ha KPUMUHAJIUTET € MHOTY TEXOK M CEKaKo JIeKa Ha MPaBOCYAHUTE OpPraHu UM €
HEIBOCMHUCIIEHO NOTpeOHAa CTpyyYHa MOMOII O CTPYYHH JIMIa KOM A0Opo ja pa3OupaaT U ce ynareHH BO oBaa

HpO6J’IeMaTI/IKa, 0COOEHO IITO 3aKAHUTE BO caj 6ep OpOCTOPOT CC BO HOCTOj aHa €BOJIYTUBHOCT.

3akiaydox

P a3B0jOT Ha COBpCMCHATa TeXHOJ’IOl"I/Ija ja 3rojicMmyBa 0n6paHaTa O TCPOPUCTUUKHUTE 3aKaHU, HO UCTO

TaKa ' 3rojJieMyBa U MOXKXHOCTUTC HAa TCPOPUCTUTE 3a YCIICHIHO OCTBAPYBAkC HAa HUBHUTC LICJIU. TepOpI/ICTI/ITC
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JIEHEeC MHOTY JIECHO OIlepUpaaT BO KNOEPHETCKUOT MPOCTOP TaKa IITO YHUILITYBAAT ONpeIesieHH OAATOUH, HO U
MaHHMITyJIHpaat co 3Ha4ajHU MOJATOLH.

JenennuTe ,,KOMIjYTEPCKH KpaJlu' cO TEPOPUCTUUKUTE HAMEHH MOXarT Jia Biie3aT BO HajOe30enHuUTe
0aHKM Ha MMOJIATOLM CO eI 1a U3BpIIAT KpaxkOa Ha 6e30€AHOCHO OCeTIMBY MH(OpMAIMK U J1a TH YHHUIITAT HIIH
Onmokupaar. OBUE MOXXHOCTH TH 3roJieMyBaaT IIAHCUTE TEPOPHCTHTE Jla MaHUITyJUpaaT Ha Oep3uTe BO CBOj
UHTEpEC, J1a MPeAU3BUKAAT ONpe/esicH (PMHAHCHUCKU 3aCTOj WM Jia To 3a0p3aart mpoIecoT Ha nHdIalmja.
3Ha4ajHO € Ja ce Kaxke JieKa cajoep Tepopu3MOT BO HAHWHA Ke IPETCTaByBa MHOTY onacHa (opMa Ha MOJIMTHYKO
HacwiIcTBO. Huty MakenoHuja He € UMyHa Ha OBOj THIT Ha cajOep Hamaau Ha MHPPACTPYKTypaTa KOU OM MOKeIe
ma ce ciaydar. CuTe HaIe)XKHH WHCTHTYIIMM BO OBOj KOHTEKCT Kako mTo ce MBP, MunuctepcTBoTo 3a
nH()OPMATHYKO OMITECTBO, LleHTapoT 3a ynpaByBame CO KpU3H U IPYTH Ha UISKHH OPTraHy Tpeba 1a mpe3eMaT
MEPKH CO IIe]T 33ajaKHyBamke Ha 0€30€JHOCHIOT CHCTEM OJ1 OBOj BU Ha cajoep Hamaau. Co orniex Ha GakToT JeKa
OBOj THIT Ha TePOpH3aM MIPETCTaByBa ceprO3Ha rio0aiHa 3akana, Pemybnnka Makenonuja Tpeba ia ja 3ajakHe
MeryHapoaHaTa copaboTKa BO OBOj KOHTEKCT U J]a TIpe3eMe COOABETHH MEPKHU M CTPATETHH 3a 3allITHTa O]l OBOj
BUJ Ha cajoep Tepopm3aMm. Ce Haorame BO TIEPHUOJ M BO BpeMe Kora HaI[OHAITHATa 0e30€THOCT € CeKOjIHEBHO
MPUCYTHA T€Ma BO MEIUYMHUTE, ITa CO TOa M BO jaBHOCTA mupyM EBpoma u cBetor. Bo T0j KOHTEKCT, cajoep
0e30emHOCTa U TPAACHETOo Ha ToOpa 1 eprKacHa CTpaTeryja 3a UMILIEMEHTAIIM]a Ha UCTaTa MPETCTaByBa MOXKeOn
Y KJIyYeH eJIEMEHT Ha KOU ce 0a3rpa yCIIeNTHOCTa Ha 010paHOCHHOT CUCTEM Ha efHa 3eMja. LlenokymnHara, Moxe
Jla ce Kaxke, MHBa3Wja Ha cajoep MpOCTOPOT CE IIMPH CO OIPOMHA Op3MHA M BO MTHUHA MOXKEME JIa OYCKyBaMe Ce
noBeke cajoep Hanaau. Tepopu3MOT BO WAHMHA WM UAHUHATA HA TEPOPU3MOT Tpeda Aa MpeTcTaByBa 3HAYACH
MaToKa3 3a COBPEMEHUTE BJaad BO KOja Hacoka ke Tpeba Jla ce opraHusupa 6opOara MpOTHB TEPOPU3MOT, a

MOCEOHO MPOTHUB CajOep TEPOPU3MOT.
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BEHITAYKA UHTEJIMI'EHIINJA — 3AKAHA UWJIN I'APAHT HA
BE3BEJTHOCTA

UDC: 004.89:355.45 Cmpyuen mpyo

Hou. 1-p Mapjaun I'adepoB

Eeponcku Yuusepsumem Penyonuka Makedoonuja — Cronje

Ancrpakr

[TouMOT Ha BemITa4YKa HHTCIMICHIIMja MAaKO MOTCKHYBa OJ MOPAHO, CEMaK BO IMOCIECIHUTE HEKOJIKY
TOJIMHM CTaHyBa MHOTY IOIMYJapeH KaKo pe3y/iTaT Ha 3rOJICMEHHOT 00OeM Ha MOIATOIM, KOPHUCTCHETO Ha
HANpeIHUTE AITOPUTMH W KAKO PE3yJaTaT Ha MOCTOjaHHOT HANPEIOK M YCOBPINYBaib€ HAa KOMITYTEPCKUTE
cuctemu. Oco0eHO BHIMAaHKE Ha MTOJIETO Ha BEIITAYKaTa MHTEIUICHIIU]a IPeIM3BUKYBaaT CBEHTYaTHUTE PUHIIH
KOM O MOYKeJIe J]a HaCTaHaT 3a OMILITECTBOTO, MOCEOHO 3a Oe30eIHOCTa KaKO pe3y/ITaT Ha MPUMEHATa Ha OBHE
HOBH TCXHOJIOT'HUH.

[locTojaHHOT HANpeIOK HAa TEXHOJIOTHjaTa M WHCHCTUPAKETO Ha KOHIICNITOT Ha BeIITadka
WHTEIIUTCHIIMja € JIOBOJIGH TIIoKas3aTesl 3a mnoTpebara Ha MTHO Tpe3eMame Ha COOJBETHH MEpKH 32
BOCITOCTABYBaIh€ Ha ¢/ICH CHCTEM Ha MPABIJIHO YIIPaBYBabe CO CAMHUTE CHCTEMH Ha BEIITaYKaTa HHTCIUTCHIIH]a.

OcHOBHa I1eJT Ha TPY/IOT € Jia ja aHaJIM3upa BellTauKaTa MHTSJIMICHIM]a KaKo MMOTSHIIMjaIHa 3aKaHa W
rapasiiyja 3a 6e30eIHOCTa BOOIIIITO, CO IOCEOEH aKIIEHT Ha Pa3IMYHUTE JOMEHHU Ha Oe30eHocTa. Kako npeamer
Ha TPYJOT Ce MMOCTaByBa aHAJIKM3aTa Ha Pa3IMIHUTE JOMEHH Ha 0e30eqHOCTa BO KOHTEKCT Ha IMpUMEHaTa Ha
BeIITaYKaTa MHTEIUreHnuja. [Ipeky TpyIoT ce 04eKyBa Jia ce YTBPAAT 3aKIydOld KOU HaydHO OU ja orpaBiaie
WM HETUpajie MpPUMEHaTa Ha BEIITauyKaTa WHTEIUICHIMja BO JEJIO0T Ha 06e30eaHOCTa BO paMKHTE Ha €IHO
OITIIITECTRO.

Kny4unu 300poBu:gewmaura unmenueenyuja, mexmoao2uja, pooomu, 6e36e0Hocm, uHmepHem.

ARTIFICIAL INTELLIGENCE - THREAT OR GUARANTEE OF SECURITY

Abstract

The notion of artificial intelligence, though originated from earlier, has become very popular in the last
few years as a result of the increased volume of data, the use of advanced algorithms, and the continuous progress
and improvement of computer systems. Particular attention in the field of artificial intelligence causes the possible

risks that could arise for society, especially for safety as a result of the application of these new technologies.
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The continued advancement of technology and the insistence on the concept of artificial intelligence is a
sufficient indication of the need to take immediate steps to establish a system for the proper management of the
artificial intelligence systems themselves.

The main goal of the paper is to analyze artificial intelligence as a potential threat or guarantee for
security in general, with particular emphasis on different domains of security. The subject of the paper is the
analysis of the various domains of security in the context of the application of artificial intelligence. Through
paper, it is expected to establish conclusions that would scientifically justify or deny the application of artificial
intelligence in the area of security within a society.

Key words: artificial intelligence, technology, robots, security, internet.

BoBen

KoHnenToT Ha BemTayka MHTEIUTCHIIMja, HaKO TIOTEKHYBa O IOPAHO, CeTaKk BO M3MUHATHTE HEKOJIKY
TOJTMHU TOCTOjaHO C€ aKTyaln3upa MpeKy OpojHH HAaydHH HCTpaXKyBama W AebaTu. Mako mocrojar pa3nudHd
MIPHUCTAITU IPU U3YIyBaKETO U 00jaCHYBamETO Ha BEIITAYKaTa HHTEIMTEHIIH]a, CETIaK BO €/IHA OMIITO MpudaTeHa
nedUHUIM]ja, BeIITauKaTa HHTEIUTeHIINja, MOXe J1a ce JeUHIpa KaKo OTpeesieHa ClIOCOOHOCT Ha JUTUTATHUTE
KOMITjYT€PH WJIH CHOCOOHOCT Ha KOMIIjYTEPCKU YIPaByBaHUTE POOOTH Ja M3BpIIyBaaT HEKOW 3aJayl KO ce
IOBP3YBaar CoO U3BPILYBAKLE OJ1 CTPaHa Ha HHTENMIeHTHH Outnja.t Co Apyru 360pOBH, TI0J1 OMIITHOT TEPMUH HA
BEINTa4YKa MHTEIMIEHIIM]a ce TI0pa30nupaaT MHTEIMI€HTHUTE €HTUTETH.

Ce mocTaByBa MpallameTO Jald OICTOjyBaETO Ha BEITaYyKa HMHTEIUTCHIMja KaKo KOHIENT e
OIIPaB/IaHO, OJHOCHO Koja € Hej3uHaTa 1en. Cekako BO CeBKYITHOTO pa3rielyBame Ha OBOj KOHIIENT, HECIIOPHO
€ JleKa HajBaKHATa 11eJ1 Ce COCTOM BO M3rpajbdaTa Ha WHTEIEKTyallHH MAIlluHH, OJJHOCHO POOOTH KOM OM MOXKeJe
Jla ja KOPUCTAT YOBEUKATa HHTEJIUTCHIIM]ja Ha KCTO HUBO HA YOBEKOT, HO AypH U 1oao0po of Hero. OcBeH oBaa
npuMapHa Iedl Ha BellTaykaTa WHTENHWIeHIIMja, WCTaTa IocelyBa M CEKyHIapHa IIeJ Koja Ce COCTOU BO
OTPOMHHUTE HANOpPW Ha OpOjHM MCTpaKyBauu Ja ja cdarar Mpupojara Ha BEHITAYKaTa WHTEJHWTeHIIMja, a CO
CaMoTO TOA JIa ja MOTBPAAT U HEj3UHATA ONPABIAHOCT, OJTHOCHO HEOIPABIaHOCT.

Bo exna ucToprcka KOHOTaIMja BeNITaYKaTa MHTEJUTSHIM]a IPBIAT Ce CIIOMeHyBa BO 50-TUTe TOMHH
Ha MUHATHOT BEK, KOHKPETHO BO TeKOT Ha 1956 rommna. Mako oBOj moMM ce CIIOMEHyBa MHOTY MOOJaMHa,
UCTHOT J00MBa Ha TIIOCTOjaHa aKTyalu3aldja BO IIOCIEAHUTE HEKOJIKY TOJUHH. 3rOJEeMYyBameTo |
MHCHCTHPAmETO Ha KOHLIENTOT Ha BEITAaYKa MHTEIUI€HIIN]a BO MTOCIEIHUTE HEKOJIKY TOANHU €€ JOJKH MPEA ce
Ha HEKOJKY (pakTOpH, M TOa: MOCTOjaHOTO 3rOJEMYyBal€ Ha MOAATOLMTE KOM LUPKYNIHpaaT HU3 OpojHUTE
CHCTEMH 32 KOMYHHKaLl{ja, CO3/IaBakbeTO Ha e MOCOPHUCTUIIMPAHH U MTOYCIIECIIHU IPOTPaMH U aJITOPUTMH, KaKO
Y MOpajy MOCTOjaHOTO YCOBPIIYBalk-E HA KOMI[jYTEPHUTE U IPYyruTe MalluHU. Bo e1HO CeBKYIHO 00jacHyBame

Ha B€IITa4yKaTa I/IHTCHI/IFCHL[I/Ij a, Tpe6a Ja Cce Houpa36epe JCKa OBOj KOHICHT NPCTIIOCTABYBa HCKOPUCTYBAKC HA

http://www.britannica.com /EBchecked/topic/37146/artificial-intelligence-Al (Aug.19.2018).
2Russell, S., Norvig,P.: Artificial Intelligence: A Modern Approach. Harlow: Prentice Hall. 2009.
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KOMITjYTePCKUTE CUCTEMH 3a W3BPINYBAE HA OMPEACTICHU 3a/1auM 3a KOe € TMOTPEOHO KOPUCTEHE Ha YOBEUKA
MHTEIIUTCHIIN]a, KaKo IITO CE Ha IIPHUMeEp, MOXKHOCTA 33 BU3yalln3allija Ha ONPEICIICHU COCTOjOH, MPEII03HABAE,
OJTHOCHO JICTEKTHUPAlh-¢ Ha TOBOPHA KOMYHHKAIIM]ja, JOHECYBalb¢ HA OMPEICNICHH OJJTYKH CIIMYHO KakKo M Kaj
JIOHECYBAh-CTO Ha OJIYKH O CTPaHa Ha CAMHOT YOBEK, KaKO U CIIOCOOHOCT 332 BOCIIOCTABYBAHE HA CHCTEM KOj
mTo Ou OWIT KOPUCTEH 332 00e30e/IyBakhe Ha MPEBO/T HA ONPEICIICHH ja3ulli. EneH o1 mpuMepuTe 3a MaKCUMAaTHO
HCKOPHCTYBab¢ Ha KOHIICNITOT Ha BEIITAYKATa HHTSIUICHIMja ¢ U TiaThopMaTa Koja ce KOPUCTH T0CTa MHOTY

3a IpeBelyBambe O]l €eH Ha JAPyT ja3uk, oaHocHO wiatgopmara https://translate.google.com/.?

3a 3HaYeHETO Ha BEIITAYKaTa HHTEIUICHIMja KaKO KOHIIEIIT 32 LIEJIO0TO OMIITECTBO, TOBOPH U €IE€H Of
MeHallepuTe Bo rojiemara kommanuja “Google”, omaocHo Anex MueB. Ciopen HEro mocTojaHoTO pPa3BUBAKE U
YHaIllpeoyBamke Ha BeIUTaykaTa HMHTEJUIEHIMja CE€ OuYeKyBa Ja INPHIOHECE 3a 3HA4YajHO MCHYBAambE Ha
LEJIOKYITHOTO KHMBEEH-E BO OMIITECTBOTO. CHIOpe ] HETOBUTE UCTPa)KyBarba, BELITAYKaTa HHTEINICHIIja CBOjOT
MaKCHMYyM Ha pa3BUBamb-e, yCOBPIIYBAkE H HCKOPUCTYBak-e OU o MOCTUTHAIA Hajao1Ha 10 2049 roauHa, ToauHa
BO KOja ce OUeKyBa Ja Ce HalpaBaT rojeM Opoj Ha MPOMEHH TOKMY KakKo pe3ylTaT Ha OBa yCOBpIIyBame€ Ha
BemTaukata MHTeaurennuja.’ IT0CTOjaHOTO yHampelyBame Ha BEIITAYKATa MHTEIMIEHIHM]ja 10 HEj3MHO
COBPIIEHCTBO BO JOIVIEAHO BPEMe MOXKE J1a 03HAaUyBa U MOTIIOJIHO 3aMEHYBAHb€ Ha YOBEKOT CO MAIIMHU, OZJHOCHO
NOTIHOJHO 3aMEHyBamhe Ha M3BpLIyBambe Ha 3aJa4dTe OJ CTPaHa HA YOBEK CO ONpE/EICHU MAIluHH KOoUu Ou
(yHKIMOHMpaJe TOKMY Bp3 IPUHIMIIOT Ha BelITayka HHTenUreHnuja. [locrojat u onpeaeneHn pa3MUciyBama,
CIope/l KOM MakCUMYMOT Ha CBOJOT pa3BOj Ha BeLITAuKaTa MHTEIUICHIMja MOXKE [Ja CO3/aJe U YCIOBH 3a
IIOCTCIICHO HpI/I6HI/I)KYBaHJC Ha KOHIICIITOT Ha BCIITa4YKa HHTCHI/II‘GHHI/Ija, a0 (I)YHKHI/IOHaJIHOCTa Ha YOBCYKHOT

MO30K.>

Bemraukata unrejureninuja u 6e3oeqnocra

Cexkoja ap>kaBa 0Ie]THO, HO ¥ LIEJINOT CBET ITIOCTOjaHO € U3JI0XKEH Ha IT0CTOjaHu 3aKaHH 1o O6e30eHocTa
KaKo pe3yiTar Ha OpOjHHTE CTapH, OIXHOCHO TPaAMLMOHAIHM HAYMHU Ha 3arpo3yBame Ha 0e30enHOoCTa, HO U
KaKo pe3yJiTaT Ha COBpEeMEHHTE, OJHOCHO HOBHUTE (DOpMU Ha 3arpo3yBame Ha 0e30e1HOCTa, KaKO Ha HallMOHAJICH
IUIaH, Taka U Ha Mel'yHapoJeH 1uiaH. [loceOHO BHMMaHNe BO CBETCKATa jaBHOCT IIPUBJIEKYBAaaT HOBUTE HAUWHU U
(dhopmu Ha 3arpo3yBame Ha 0e30eJHOCTa Ha Ap)KaBUTE, O[] IPUYMHA ILITO UCTUTE 0 TOTall He OWjie MO3HATH, U
KaKo pe3yJjITaT Ha Toa He IIOCTOM COOJIBETEH CHUCTEM 32 HUBHO NPEBEHUPAE U HUBHO Cy30UBambe.

Bennam Ha moueTokoT Tpeba na ce moTeHuupa (GakToT AeKa BelTaykaTa MHTEIUTCHIIM]ja, OCBEH ILITO
¥uMa OrpoMeH Opoj Ha MPUIOOMBKH 3a OMIITECTBOTO U 332 CAMUOT YOBEK, UCTaTa MMa M CBOM HETaTHBHU CTPaHHU.
[MocTojaHnoT pa3Boj M yCOBPIIYBamke Ha BEIITAUYKaTa MHTEIUICHIIM]ja MPEIU3BUKYBa OTPaB/JIaHu CTPABOBH Kaj

rojieM Opoj aHAIMTHYapUd M TeopeTudapu oj obmacta Ha Oe30emHocTa. Ce IMOCTaByBa NpAIIambeTO Jajlu

3https://translate.google.com/(Aug.21.2018).
4http://91.222.7.186/vesti/naslovna/tehnologije/aktuelno.236.html:693728-Vestacka-inteligencija-do-2050-preuzima-vecinu-
poslova(Aug. 23.2018).
5Nils, N.: Artificial Intelligence — A New Synthesis: Morgan Kaufmann Pub. Inc. 1998.
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OTICTOjyBAaWETO U YCOBPLIYBAkHETO Ha BEIITAYKATa WHTEIMICHIIMja MOXKe Ja OMAaT UCKOPUCTEHH O CTpaHa Ha
oTIpeJiesIeHH MOSIMHIIM WU TPYIH Ha MOSIMHIIN Kako 3aKaHa 3a camara 6e30emHocT. Cekako JeKa BellTadykaTa
MHTEJIMIeHIIMja MOXE Ja Ouae MCKOPHCTeHa, OJHOCHO MOXKe Aa Ouze 31oymoTpebeHa 3a 3arpo3yBambe Ha
6e30eanocta. OBa 3arposyBame Ha 0e30eHOCTa OJ] CTpaHa Ha BEITayKaTa WHTEJHWICHIWja MOXe Aa Ouie
HalpaBeHO HAaMEPHO U HeHaMepHOo. HaMepHo 3710ymoTpedyBame Ha BElITauKaTa MHTEIUTCHIIN]a 33 3arpo3yBambe
Ha Oe30eqHOCTa MMame BO CHTyalfja Kora MOCTOM CBECT Kaj Julara KOM ce KOPHUCTaT cO BelTaykaTa
WHTEIIUTCHIIM]a JIeKa € MOXKHO CO HUBHHTE JIjCTBHja Ja Ouje 3arpo3eHa 6e30e1HoCTa, TOKMY Kako pe3yJiTar Ha
camara BellTauka WHTenureHuuja. Jlomeka, mak oj apyra cTpaHa, HEHaMEPHOTO 3arpo3yBame CO BElITayKa
MHTEIUTCHIIN]a IMaMe BO CUTyallMUTe KOra McTaTa ce KOPHUCTH 32 ONpPABIAaHU 1IN, HO HEJ3HHOTO KOPUCTCH:E
MOJKe J1a TIPEeIM3BHKA OTPEIETICHN 3arpo3yBama Ha 0e30eqH0CcTa, OJHOCHO 3arpo3yBama Ha 6e30eqHocTa Kako
pe3ynTaT Ha HEKOW HENPEIBUICHH 110jaBU U CIIydyBarba.

[locrojaT Tpu rmaBHN 06MacTH Ha 6€30€IHOCTa, KO IIOCTOjaHO C€ M3JIOKEHHN Ha OPOjHU PU3HIINA TOKMY
KaKO pe3ysTaT Ha MCKOPHCTYBAamETO, OJHOCHO 3JIOYNOTpeOyBameTo Ha BelITaukaTa nHTenureHnuja. [IpBara
o0JacT ja moKpuBa AUTUTATHATa 0e30€THOCT, OAHOCHO OPOJHUTE PU3UIM KO MOXE J]a HACTAaHAT KaKo Pe3yaTar
Ha HCKOPHCTYBAaKETO Ha BEIITayKaTa HHTEIHWIeHIMja 3a cajoep mpoctopor. TOkMy Kako pe3ynTar Ha
3nmoymnoTpeOyBamke Ha BEHITayKaTa WHTEIWTEHIIMja BO OBaa o0JacT moara 0 pa3BHBamke M YCOBPINYBame Ha
cajoep KPIMHHAIUTETOT, OJHOCHO JI0 TIOCTOjaHO M3BPITYBakE U MPAKTUKYBAmkE HA CajOep Harmau.

HHuTepHeT MpoCTOPOT WM KaKo INTO YIITE €€ HapeKyBa BO WH(POPMATHUYKUTE KPYroOBH, cajoep
POCTOPOT, BO MOMEHTOB MPETCTaByBa HAJTOJIEM pecypc cO MH(POPMALMU BO CBETOT. MICTHOT € Taka MIMPOKO
OTBOPEH 3a MOCTaByBame U Mpe3eMame Ha uHopmanuu. Co ymnoTpebaTa Ha MHTEPHETOT BO CEKOjIHEBHHOT
JKHUBOT C€ M0JI00pyBa KOMYHUKaIMjaTa Mery JIyreTo, a pu3nuKuTe OapuepH u MPEUYKH ITO MOXKeE Jia ce MojaBaT
ce n30puInany. BimjanueTo Koe ro U3BpIIyBa HHTEPHETOT BP3 MEIOKYIMHUOT KHBOT HA YOBEKOT € OTPOMHO H
JocTa 3abenexuTeHo. HTEpHETOT ce mojaByBa BO CEKOj acleKT Ha YOBEKOBHOT JKUBOT, KOPUCTEJKH TO KaKO
HAYMH 3a J00MBaKke¢ HAa HAJHOBU BECTH W WH(pOpMAIMM, KaKO HA4YuH 3a Oapame pabdoTa, cO37aBambe HOBU
TIPUjaTENCTBA, KOPUCTEE HA Pa3HU BEO-CTPAHUIIM CO Hajpa3IndHa COAPKUHA, KAKO €yKaTUBEH MEIUYM U CI1.°
Wmajku ja npenBua oBaa MPUCYTHOCT HA MHTEPHETOT BO CEKOjIHEBHOTO JKUBECHE, KAKO M HETOBOTO 3HAUYCHE 32
IEJIOKYITHOTO OIIITECTBO, TOTPEOHO € NCKOPUCTYBAE HA BEIITaYKaTa HHTEIUT€HIIM]a CO ToJIeMa BHUMATETHOCT
TOKMY BO JIEJIOT Ha cajoep MpOCTOPOT, KaKo OH Ce CIpeyriIe MOXKHH 3JI0yTIOTpeOu.

Cnegnata obnact oj1 6e30e1HOCTa KOoja MOXKe J1a Onjie 3arpo3eHa Kako pe3yiTaT Ha HCKOPUCTYBambe Ha
BellITauKaTa MHTENUTeHINja € pu3nukara 6e30eJHOCT. 3arpo3yBameTo Ha pu3nukaTa 0€30eJHOCT KaKo pe3yiaTaT
Ha 3710ynoTpedara Ha BEIITAauKaTa MHTEIMUICHLMja HAjYecTO CE M3BPIIYBa MPEKy peanu3alyja Ha Halaau co
MIOMOII Ha JIPOHOBH, KaKO U peain3alyja Ha HalaIu co OCTaHaTH (PU3MUKU CHCTEMH. YeCTo ce claydyBa TOKMY
CO MOMOII Ha JPOHOBH Ja OMIAT M3BPLICHW HEKOW TEPOPUCTUYKHM HAalaad KOM MMaaT TPajHu M pa3opHU
NOCJIEUNH 32 TojieM Opoj Ha XKPTBH, KAaKO U HOCIIEANIH 32 CAMOTO OIILITECTBO.

HctopujaTa Ha MOYETOK HA UCKOPHUCTYBamkE Ha IPOHOBUTE 3a BojyBame € o1 2001 roanHa, KOHKPETHO

Ha 7 oktoMmBpu Kora CoeanHeTuTe AMEepUKaHCKH Jp)kaBu BO ABraHHCTaH UCKOPUCTYBAaT OECIMIOTHO JIETAI0

®Prlja, D.: Pravnainformatika: Beograd: PravnifakultetUniverziteta Union. 2010.
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TOKMY 3a oBaa HameHa. Beke ox 2001 romuHa ma HaBaMy, BOjyBameTO CO OSCHHMJIOTHHM JeTana MOCTOjaHO ce
npomupysa. Criopen Hekou ctaTUcTUKU A0 2015 roguna o ctpana Ha Coenunerutre AMepukancku [pixxaBu Bo
ABranucTan u3BplieHu ce npeky 200 Hamaaw co MOMOII Ha JPOHOBH, OJHOCHO CO MOMOII Ha OECIUIOTHH
netana. Bo emna mpoeknuja, 10 2019 roguna ce ouekyBa aa Jojne A0 3rojemyBame 3a 50 % Ha BKymHO
M3BPIIEHNUTE HANaau CO JPOHOBM oj crpaHa Ha Coenunerute Amepukancku Jlpxasu.! Kopucremero Ha
JPOHOBUTE 32 BOjyBambe HE € MPOOJIEMATHIHO KOTa ce paboTH 3a OCTHTHYBakhE Ha OMPaBIaHO BOCHH IIENHU, HO
HETOBOTO KOPHCTEHE 32 MOCTUTHYBamh¢ Ha HEONPABJaHU IENIM JIOBEAYBa JO0 PA30pPHH MOCIEAUIH. THUITHYEH
npuMep 3a 3i1oynorpebara Ha OCCIMIOTHHUTE JieTalla, OJHOCHO KOPUCTCHETO Ha JPOHOBUTE € HHBHOTO
KOPUCTEHE OJI CTpaHa Ha TEPOPUCTHUTE 33 TMOCTHUTHYBamh¢ HA HHUBHUTE TEPOPHCTHYKU IIeNH. Tepopu3MoT
Haj1oOpo ce neuHUpa MPEKy HaBEyBAHETO HA MOCIEAUINTE U IeITUTe KO HACTAHYBaaT CO MPE3eMameTo Ha
TEPOPUCTHIKHUTE aKTH, CO TPE3EMAETO Ha TepOpUCTHUKKTE Hamaau. Kora ce 300pyBa 3a Tepopu3aM BO IMpPB
TUTaH ce paboTH 3a ynorpeda Ha HACHIICTBO, 3a yIOTpeda Ha arpecHja, OJJHOCHO 3a yImoTpeda Ha CHIIa WK 3a
3aKaHyBamE 32 HUBHA yrmoTpeba ce co IelT Jia ¢e OCTBapaT OMPEICICHH 1IeJM Ha TEPOPHUCTHTE, KOU BO CYIITHHA
3HauaT OCTBAPYBAME HA MOJUTHYKH TpoMeHn.® ViMajku ru peiBy 1 OBUE MITETHH MOCIIEIUIM KAKO PE3yJITaT Ha
NPaKTUKYBAalkETO Ha TEPOPU3MOT, ce NOOMBa jacHa CJIHMKa O] €BEHTyalHaTa 3JI0yNnoTpebda Ha BellTaukaTa
WHTEJIMTCHIIM]ja BO o0acTa Ha (u3nykata 0€30€HOCT, mpej ¢& Ha OPOjHUTE 3JI0YMOTPEO KO CE M3BPIIyBaatT
3a OCTBapyBam-€¢ Ha IETUTE Ha TEPOPHCTHUTE.

[Mocnennara, ogHOCHO Tperara oOmacT Ha Oe30eHOCTa Koja € HM3JI0KEHa Ha MOCTOjaH PHU3HK KaKo
pe3ysiTaT Ha MPaKTHUKYBAakETO U YCOBPIIYBAHETO HA BEIITauykaTa MHTEIMIEHIMja ¢ 00jacTa Ha IMOJIMTHYKA
0e30enHocT. Kako HajuecTH JejcTBUja KOU Ce CIIydyBaaT BO paMKUTE Ha OBaa 00J1acT, a UCTUTE Ce PE3yJITaT Ha
3nmoynoTpedaTa Ha BellTauKaTa MHTEIUTEHIHja, Ce CIEAHNTE: TIPE3eMambeTO Ha Pa3IiuH MEPKH 3a MOCTOjaHO
Ha/TTIeIyBakbe U OTICepBallMja Ha JIMIA WK TaK Ha 00jeKTH, Mpe3eMamke Ha OpOjHH aKTUBHOCTH BO HACOKA Ha
CIIpOBElyBamke¢ Ha OIpe/ielieHa MpolaraHia 3a MOCTUTHYBalke Ha HEKoja Iel, KaKo W JIejCTBUja IITO 3HAyat
CTOPYBame Ha pa3HU HM3MEHH CO MOMOII Ha OpOjHM MAaHWIYJIATHBHU BUjeomarepujanu. Mako mMoxe aa ce
W3rCHEpaIM3upaaT OBHE TPU TMOCEOHH O0NACTH Ha 3arpo3yBame Ha 0e30eHOCTa Kako pe3ynaTarT Ha
370ynoTpedaTa Ha BeIITAuyKaTa WHTEIHMICHIW]ja”, cemak Tpeba Ja ce MMa BO MpPEIBHI JeKa MOJeTo 3a
3arpo3yBame Ha 6e30eHOCTa ¢ MHOTY TIOIIMPOKO O] OBHE KOM ce ocouYeHU. Kako pe3ysTaTr Ha yCOBPIIYBamke
Ha BeIlTAYKaTa MHTEIUIEHIIN]ja, TIOCTOjaHO CE 3roJieMyBaaT M MOXXHOCTHTE 32 HEj3MHO 3J0YMOTpeOyBame BO

HAaCOKa Ha MOBPEAYBAKC HA PA3IINIHUTC o0nacTu Ha 66366,[[HO0Ta.

3akaydox

OJI JCHCIICH aCIICKT Kora ce 36OPYBa 3a B€IITadyKarTa I/IHTeHI/II‘eHIII/Ija, TCHEPATTHUOT 3aKJIY4OK € ACKa €

ce TIOTIPUCYTHA BO OMIITECTBOTO U JIeKa Taa ¢¢ TIOBEKE U MTOBEKE CE YCOBPIITyBa U Ke ce JopazpuBa. Hecropau ce

"http://balkans.aljazeera.net/vijesti/sta-je-presuceno-o-dronovima(Aug. 25.2018).
8Jenkins, B.: International terrorism: a new kind of warfare: Santa Monica, California: The Rand Corporation. 1974.
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NpuAOOMBKHTE 3a OMIUTECTBOTO O CAMHOT KOHLENT Ha BEIITAYKa WHTEIUICHILIMja, HO KaKo LITO BHIOBME
MOCTOjaT ¥ OpOjHU HETaTUBHOCTH OJ KOPUCTEH-ETO Ha BEIITAYKaTa MHTEIMTCHIHMja, OJHOCHO HCTaTa cO3/laBa
MOYKHOCTH M YCIIOBH 32 HEj3MHO 3J0ynoTpeOyBame BO paszinuuHu cepu. Enna ox tue chepu Ha MOXKHH
3JI0ynoTpeOU Ha BelITaykaTa MHTEIUTCHIM]ja € U cdepara Ha Oe30eqHOCTa, Kako cdepa Koja € oJ MPecyTHO
3HaYeH-E 32 HOPMaIHO (PYHKIIMOHHpame Ha CeKOoe OMIITECTBO, Ha ceKoja apxasa. Bo cdepara Ha Ge3deanocra,
Tpu 00JacTH ce ToA noceOHa 3aKaHa Ha BellITayKaTa MHTEIUTCHINja, OJHOCHO cajoep mpocTopoT, (pu3nikara
0e30eaHOCT, Kako W MoJUTHYKaTa O0e30emHocT. Bo cekoe ommrTecTBO KO€ € HAacOUeHO KOH Pa3BUBamkE Ha
KOHIICNITOT Ha BEIITa4YKa MHTEIUTCHLIja U KOH HErOBO JIETATHO yIOTpeOyBamke 32 OCTBAPYBAKE HA JIETUTUMHH
eNd, MOTPeOHO € /a ce Tpe3eMar HH3a AEjCTBHja KaKko O ce CIpedniie eBeHTyallHW 3JI0YMOTpedu Ha OBO)]
KOHIIeNT. Taka MOTPeOHO € TTOCTOjaHO NCTPAXKYBAaE M MPOSKTHPAHE HA BEIITAYKATa MHTSIUTCHIIN]a, TIPET ce
O] JIUIIaTa KOM CE CTPYYHHU BO 00JIacTa, 3a ONpeellyBambe U JETeKTHPAhe HA MOKHUTE HETATUBHU TOCIIE TN
3a OINIITECTBOTO O] pa3BHBame M YNOTpeOyBame Ha OBOj KOHIENT. lMcTpakyBameTo Ha BeIITadyKara
WHTEIUTEHIIN]a, BO HUKO] CTy4aj He MOXe J1a Ou/ie HacoueHa eIMHCTBEHO KOH IMTOCTUTHYBAa-¢ Ha HEj3UHUTE LIEH,
OJJHOCHO HCTaTa Mopa Jia OujJe MCTpaXyBaHa M BO KOHTEKCT Ha HEj3MHHUTE BEKe NMOCOYECHU HETATUBHU CTPAHU
Kako OW ce Jo0mia KOMIUIETHAa CIIMKa 3a I0jaBaTa Koja € mpeamer Ha wmHTepec. llorpeOHO e ma Oumar
MCKOPUCTEHH Haja00puTe MPAKTHKH BO 00JIACTa HA BEIITAYKATa MHTEIHUTEHIMja, KaKo Ou ce moOuie KOHEYH!
pelIeHyja Kou ce OAP>KIMBH Ha JOJT POK M PELIeHHja KOU IPETCTaByBaaT OMACHOCT 3a OIMIITECTBOTO. M cekako
Ha Kpa_] HOTp€6CH € €ACH MHTCIPATUBCH U MYJITUIUCHUIUIMHAPCH IMMPUCTAIl BO U3YyYYyBAIbCTO HAa KOHICIITOT HAa
BEIlITaYKa WHTEJIWICHIMja, OJl MpOcTa NPUYMHA IITO IEJIWTE KOW CE€ OCTBapyBaaT CO HCTHOT, Kako H

€BEHTYAIHUTE HETaTUBHU MOCIIEIUIN HE MOXKE JIa C€ MOIBEeIaT MO/ €JHa HayyHa JUCIUILINHA.
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KOHIEIITOT HA IOBUTUBHA JTUCKPUMHNHAILIUJA BO
COBPEMEHOTO OIIILITECTBO

UDC: 316.647.82 Ilpezneden mpyo

J-p Poza I'ypmemeBuk

Ancrpakr

Enna o1 rmaBHUTE KapaKTEPUCTUKH Ha €BPOIICKHUTE OIITECTBA € pa3auIHOCTa. Taa moapa3onpa HHANBUTYTHA
pas3iIuKu Mery JyreTo Kou Oapaat npudakame, TIOYNTYBakhe, MPU3HABAKE U YBAKYBAE O] CTpaHa Ha JPYTHUTE.
ITokpaj OpojHUTE TPEemTHOCTH KOM TH HOCH OOTaTCTBOTO HAa Pa3IMYHOCTa BO COBPEMEHOTO OIIIITECTBO,
HCKYCTBOTO TMOKa)KyBa JIeKa pa3IUKuUTe Mely JIyf'eTo MOKaT Jia I0BeAaT U 10 Pa3InYHMU MCKYCTBa, CUCTEMHU Ha
BPCAHOCTH, HAYMHU HA PAa3MHUCIYyBabC, ONHECYBAILE, KOMYHI/IKaHI/Ij a, I1a 1ypu 1 10 €CTHUYKU CYJUPHU KON O6PI‘IHO
CTOjaT Ha MATOT Ha OMIITecTBeHara MHTerpanuja. Co men aa ce u30erHaT TaKBUTE CHTYaIlUH, HEONXOAHO €
NPaBUIIHO paz0Hpame W BpeIHYBamkEe HA TMOJUTUKUTE HA Pa3InUHOCT. ETHA O/ TAKBHUTE MOJUTHKU KOja MMa 3a
e Ja ja UCTIpaBM MCTOPHCKATa HellpaBJa U HepaMHOIpaBHa MOJI0KOa Ha OApEeIeHH TPYIH Ha JIyle YAU TpaBa
Ce CHCTEMaTCKU YCKpaTyBaHH M KpIICHM € MO3UTHBHATAa JUCKpUMHUHanWja. Mako Bo cymrTuHa ce paboTH 3a
NPOTMHCH, MEPKHU HIIH MTPAKCH KOW HE ce HETIPaBEIHU M CO KOM CE€ OCTBapyBaaT MIPEJHOCTH BO OJpeIeHU 001acTH
3a OJpeleHa KaTeropvja Ha JIMIA, [OCTOjaT M HEraTMBHHU pPa3MHCIyBama KOM OJaT BO HAacOKa Ha HHUBHO
YKUHYBabhE U KOH ja JIOBelyBaaT BO Mpaliamke QYHKIMOHATHOCTA Ha pe3yaaToT Koj Tpeba aa ro nocturaat. Bo
Taa cmucna, EBporickara yauja u CoBeToT Ha EBpona, npykaaT jacHH HAacCOKH 3a pa3Oupame Ha KOHLENTOT Ha
NO3UTHBHA AUCKPUMHHAIIM]A, KAKO BO 00J1acTa Ha 3aKOHOJIABCTBOTO, TaKa M BO CyJCKaTa Ipakca.

Koyunu 300poBU: no3umugna OUCKpUMUHAYUja, Apupmamuena akyuja, noIHa pamHONpAeHOCM, 2PYRHU NPaed,

Ppasnuyen mpemman

THE CONCEPT OF POSITIVE DISCRIMINATION IN MODERN SOCIETY

Abstract

One of the main characteristics of European societies is diversity. It involves individual differences among people
seeking acceptance, respect, recognition and appreciation of others. Despite the numerous advantages that
richness of diversity brings in modern society, experience shows that differences between people can lead to
different experiences, value systems, ways of thinking, behavior, communication, and even to ethnic conflicts

that usually stand on the way of social integration. In order to avoid such situations, it is necessary to properly
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understand and value diversity policies. One of such policies which aim to correct the historical injustice and
disadvantage of certain groups of people whose rights are systematically violated and denied is positive
discrimination. Although essentially it involves regulations, measures or practices that are not unfair and that
accomplish advantages in certain areas for a certain category of people, there are negative opinions that go
towards their lifting and calling into question the functionality of the result to be achieved. In this sense, the
European Union and the Council of Europe provide clear guidelines for understanding the concept of positive
discrimination, both in legislation and in judicial practice.

Keywords: Positive discrimination, affirmative action, full equality, group rights, different treatment.

1. IToum Ha MO3UTHBHA IMCKPUMHUHALUja

[o3uTHBHATA AUCKPUMHUHAIIM]A TIPETCTABYBa MPaKca Ha UMILUIEMEHTUPAHC HA OHUE MOCTAIKHU YHja TIel
€ JlaBame Ha IPEIHOCT Ha TPYIHUTE BO OMIITECTBOTO KOU YECTO Ce AUCKpMMUHUpaHu.! Bo Taa rpyma HajuecTo
criaraar skeHute, Pomure, jqunaTa co WHBATHIHOCT, PUTATHUIUTE HA €THUYKUTE TPYIH U MHOTY APYTH YHH
npaBa ce CUCTEMATCKH YCKpaTYBaHH W KPIICHH, ¥ TOA YECTO HU3 BEKOBHUTE. [loceUITUTe 01 TAKBHOT TPETMaH
ce HepaMHOIpaBHa MOJI0K0a BO OMIITECTBOTO U HAMANTyBah¢ HA HUBHUTE MOYXKHOCTH 32 Y)KHBaHE HA OCHOBHHUTE
npaBa, Kao LITO ce MPaBOTO Ha 00pa3oBame, BpaOOTyBame, COLMjaliHA W 3/IPaBCTBEHA 3allITUTa UTH. 3aToa
MOCTOjaT TMOCEOHU TMPOIKCH, MEPKH WU MPAKCH CO KOU C€ OCTBapyBa IMPEIHOCT NPU BPabOTYBamETO, BO
00pa30BaHMETO M YXKUBAHETO Ha TIOCIMHHM MPaBa, KOM BO CYIITHHA C€ TUCKPUMHHATOPHU (HETaTHBHM) CIIpeMa
OCTaHATUTE WICHOBHM Ha OIINTECTBOTO, HO HE W HempaBeaHd. OBH TIPONKMCH, MEPKU HWIIM MPAKCH KOU THU
MpeB3eMaar BJIaJIuTe, OPraHU3aI[MUTe WIK KOMIIAHHUHUTE BO ITPABOTO CE MO3HATH U KaKO MEPKH Ha apupMaTHBHA
aknyja. Mepkute Ha adupmarMBHA akija ce mokpeHatd Bo CAJl, moj WHHUIMjaTHBAa HA aMEPUKAHCKHUTE
npercenarean Keneam um [loHCOH, a Hajroiema eKclaH3Wja M paJuKajiu3alyja JOKMBealle 3a BpeMe Ha
BJIQJICCH-ETO HA KOH3EPBATUBHUOT mpercedaren Pudapn HUKCOH BO TEKOT Ha IIEECETHTE U CEIYMJICCETHTE
TOJIMHU Ha MUHATHOT BEeK. THe MMaaT 3a 1€/ Jia TM UCIpaBaT ONIITECTBEHUTE HEMPaBIX OJ MUHATOTO, Ja TH
HaMasar MOCTOCYKUTE HECTHAKBOCTH BO OMIITECTBOTO KOW HACTAHAJIC MO AT HA TUCKPUMHHAIM]A WU JAPYTH
00JIHITY HAa HACUJICTBO U J1a 00e30e/1aT MoJIHA U CTBApHA PAMHOINPABHOCT, TOCEOHO BO 00J1aCTa Ha BPaOOTYBAmHETO

1 BUCOKOTO 06pa3OBaHI/I€.2

2. lIpexgu3BUIIUTE U MOCJEAUIATE HA MO3UTHBHATA IMCKPUMUHALKja

Bo peaIHOCTa HOCTOj aT pa3/IniHU TOJIKYBamkba Ha KOHUCTITOT HA TIO3UTUBHA I[I/ICKpI/IMI/IHaL[I/Ija N HCTOBUTC

HMIITIMKallMKd BO OIIIITCCTBOTO. Bo TOj KOHTEKCT IMOCEOHO BHHMAaHUE MPUBJICKYBa ,Z[I/ICTI/IHKL[I/IjaTa HOMef‘y

1 Alexandera, S.: Legality of Positive Discrimination in the United Kingdom, Edition 1, Part 1, 2018, p. 1.
2 Mesi¢, M.: ,,Kontroverzije oko afirmativne akcije*, Migracijske i etnicke teme, Vol. 21 No. 3, 2005, ctp. 187-189.
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NPUHIMIIOT Ha €IHAKOB TPETMaH, KOj IPETCTaByBa BOACYKH IIPUHIHII HE CAMO BO €BPOIICKOTO 3aKOHOAABCTBO U
npakca, TYKy W MOIIMPOKO, M KOHIENTOT Ha MO3UTHBHA JHCKpUMHHAIMja. Bo MOcieaHNTe HEKOJNKY TOAWHH
aKTYeJHH ce U JlebaTuTe 3a 3acTalleHOCTa Ha )KEHUTE Ha PAKOBOIHUTE MO3UIUH, IMajKH TO BO BHJ (aKTOT JeKa
yIpaBHUTE OAOOPH BO MHOIITBO KOMIIAHMH HIMPYM CBETOT MPETEXKHO CE COCTOjaT OJ MAIIKHA PaKOBOIHMTEINH,
JoJieKa MPOIEHTOT Ha JKEHW Ha PaKOBOJHHTE TMO3WIMHU € CEeyITe MHOTY Maid. Bo M3MHHATHTE AEUEHHU BO
3aKOHOJABCTBaTa Ce IpeB3eMaaT pa3HU MHMLHUjaTHBU KOM mIpedepupaaT n300p Ha JKEHCKH KaHAWIATH Ha
paboTHHTE MecTa Kako OOJIMK Ha IMMO3WTHUBHA AUCKPUMUHAILM]A. TakByU ciiydaeBr WMa U BO IPYTUTe 00JIaCTH HA
OIIITECTBEHNOT KUBOT, Ha IPUMEP, BO 3APABCTBOTO ¥ 00Pa30BaHMETO, MIIN KOT'a C€ BO MPAIIake MIPUIIaIHULINUTE
Ha OCETJIMBUTE I'PYIIHU BO OMIITECTBOTO, KAKO IITO C€ MAJILIMHCTBATA, BEPCKUTE UIIM €THUUKUTE IPyNy UTH. TOKMY
HOpaJay TaKBUTE WHULMjaTUBU U UMIUIMKAIMK BP3 OCTAaHATUTE YWIEHOBM HA OIMILITECTBOTO Joara O ce MOYeCTH
KPUTUKA Ha MO3WTUBHATA AMCKpUMHUHaIMja. TolKyBamara Ha OBOj KOHLENT BO MOCJIETHUTE T'OAUHHU CE
3acTaleHu U BO CyJCKaTa Ipakca Ha EBpOICKHOT ¢yl 3a 4OBEKOBH IIpaBa U EBPOICKHMOT cy[ Ha IpaBjaarta.
MeryHapoAHUTE HHCTPYMEHTH 3a YOBEKOBH IIPaBa, KAKO U HALIMOHAIHUTE 3aKOHHU, KOU I'0 IPEIo3HaBaat
KOHLIENITOT Ha MO3UTHBHA AUCKPUMUHALIM]a yIIaTyBaaT Ha MEPKH Ha MO3UTUBHA WK apMaTHBHA aKLUja KOU
ce MOHEKOorall MO3HaTH M Kako MOCEOHM WM PEeCTHUTYTUBHH MepkH. [locTojaT meT mMpoKH KaTeropuu Ha
MO3UTUBHA aKnyja: 1) MO3UTUBHU MEPKH 32 UCKOPEHYBamke Ha JUCKpUMHHAIMjaTa (HA IPUMEp, OTCTPaHyBambe
Ha JMCKPUMHHATOPHUTE IMPAKCH MPOTUB TPYNUTE KOM CO BEKOBU Omie BO HepaMHONpaBHa MOI0k0a); 2)
(anujaaHo HEYTPAIHU MOJIUTHKH KOM UMAat 3a 1l IpyKambe Ha MOMOII Ha 3arPO3eHUTE TPYNH; 3) IpOrpamMu
KOHM Ce KpeHpaHH 3a TPHUBICKYBAalkE¢ HAa KaHAWAATUTE O] MOMAJKY 3acTaleHuTe rpymnu; 4) npedepeHuujaneH
TpeTMaH (Ha nmpumep, ynorpebda Ha ,, KBOTH WIH ,,ILTyC™ GakTopu); U 5) peacpuHUpame Ha 3aCIyTruTe COo el
3a0paHEeTHOT OCHOB Ha JAMCKPUMUHAIIM]jA Jla OBO3MOXKU KBasiM(UKalyja 3a oxpeneHa nosumuja. Cekoja o oBue
KaTeropHy MMa 32 [1eJ IOCTUTHYBAamhE Ha CTBAPHA €JHAKBOCT KOja 6apa OTCTpaHyBamhe Ha OCHOBHHUTE CTPYKTYPH,
KaKo IITO ce UCTOPUCKHUTE M KYJITYPHHUTE MPepacyqu KO ja OJpKyBaaT AMCKpUMHHAIMjaTa TypH U KOra ce
BOCIIOCTABEHH MEPKH Ha hopmaiHa egHakBOCT. [lo3uTHBHATA aK1Mja MOTBPAYBA JeKa MOHEKOTrall TPETUPAHETO
Ha MMOEJUHLIUTE Ha MOTIIONHO MUCT HAYMH Kako MTO Oapa (opMaiHaTa eIHAKBOCT € HEOBOJIHO 3a 60pba MpoTHB
JUCKpUMHHALMjaTa Ha OJpPEACHU TIPYNU Ha Jiyfe KOM C€ MpeaMeT Ha JaTeHTHA WIM TpaJulHOHAIHA
JMCKPUMHHAIIMja. 3aT0a Ha OBUE IPYIIH UM € TIOTPeOEH OJIPEIEH CTENEH Ha npedepeHIujanes TperMan.®
Ilokpaj aprymeHTHTE KOM OJAT BO KOPHCT Ha HO3WTHBHATA aKl{ja, IIOCTOjaT M apryMEHTH NPOTUB
NPEeB3EMambEeTO Ha TaKBM MEPKH: 1) 3aroa IUITO AMCKPUMHUHALMjaTa € JUCKPUMHHAIMja M HE MOXe Ja Ouie
UCIIPaBHa; 2) 3aT0a IITO o OBPEyBa MPaBOTO HA €THAKOB TPETMaH; 3) 3aTO IITO Ce CO3/aBa Marerncad Kpyr BO
KOj CeKoraml eiHa rpyna € AWCKPUMHUHHMpaHa; 4) 3aTo WTO npedepeHIMjaTHuoT TpeTMaH Tpeba na Ouue
WMHIMBUYyaJIeH U crienudryeH, a He r100aJeH; U 5) 3aToa WTO ce MPOMOBUPA HECTPYUHOCT U Maj Ha KBATUTETOT
OWJIejKU He ce Tiefaar NpaBUTe KPUTEPUYMH, Ha MIPUMED, KPUTEPUYMUTE 3a paboTa, TYKYy CIOpeHUTe (KaKo
IITO Ce TIOJIOT, pacaTa, CeKCyalHaTa OpHeHTaiuja WTH.). Bo 0BOj KOHTEKCT BpeIM 1a Ce CIOMEHE CTPOro

(opMaTHHOT TIOMM Ha €JHAKBOCTa KOj T'M 3a0paHyBa KOPEKTHBHUTE OOJIMIM Ha JUCKPHMHUHAIIMja KOM CE

3 Non-Discrimination in International Law: A Handbook for practitioners, London, 2011, p. 84.
4 Kergevié, S.: Pozitivna diskriminacija - Grad Rijeka, 2008.
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NPUIHIITYBaaT Ha TPYIHTE KOU Ce )KPTBH Ha TPaAULMOHAIHATA JUCKpUMHHALMja. Of Ipyra cTpaHa, O3UTUBHATA
akuyja BooOnyacHo Oapa MpUBHIIETUPAE HA TPYIMHHUTE MpaBa Haj WHAWBUAYyanHHTe. Kako pesynraT Ha Toa,
KOHIIENTOT HA MO3MTUBHM WM aQUPMATHBHYU aKIMM TOHEKOTall ce CMETa 3a KOHTpoBep3eH.” IlosuruBHATaA
akuuja Tpeba Ja ce pasrpaHW4M M OJ OMINTaTa OOBpCKAa Ha JpkaBaTa Ja MpeB3eMa MO3UTUBHH MEPKH 3a
00e30enyBame Ha eIHaKBOCT. [IpBHOT KoHUENT Oapa apkaBaTa Ja NMpeB3eMEe MEPKH CO Len na obe3denu
npedepeHujaleH TpeTMaH Ha OJpPEACHU IPYyNH, JA0AeKa MOCIEAHUOT ynaTyBa Ha (akTOT JeKa MOTHONHATA
3alITHTa HA €HAKBOCTa HE caMo IITO Oapa IpskaBarta Jia ce BO3AP)KyBa O]l CIIPOBELyBamb¢ Ha TUCKPUMHHATOPHU
AKTUBHOCTH, TYKY U J1a IPeB3eMa MO3UTHBHU MEPKH (Ha MPUMEp, UMIUIEMEHTAIM]ja Ha aHTUANCKPUMUHALIMOHOTO

SaKOHOILaBCTBO) CO IEJI Ia ocurypa €aAHaKBOCT.

3. [lo3uTHBHATA TUCKPUMHHAIMja U Mel'YHAPOHUTE HHCTPYMEHTH 3a 00p0a MPOTHB TUCKPUMHHALHjA

MeryHapoaHUTE UHCTPYMEHTH, T€HEPAIIHO, ja IPU3HABaaT Ba)KHOCTA HA MEPKHUTE Ha MO3UTHBHA WU
adupMaTHBHA aKIMja co IeJ 1a ce HaJAMUHE JUCKpUMHHaIMjaTa og MuHatoto. Komureror Ha OH 32 4oBekoBu
MpaBa ja Mmpu3HaBa morpebdara 3a mpeB3eMame Ha MEpKH Ha MO3UTHBHA akiyja Bo OmmTuoT KomeHatp Op. 18.
Onmtror komeHTap Op. 4 Ha wieHOT 3 Ha MeryHapoJHHOT MaKT 3a rparaHCKy W monuTrdky mpasa (MITTTIIT)
YTBpAYyBa Jieka wieH 3, kao u wieH 2, ctaB 1 u unen 26 na MIIT'TIIT He camo mTo 6apaaT MEpKH Ha 3aIITHUTA,
TYKY ¥ MEpKH Ha appMaTHBHA aKI{ja CO LeJ Ja C€ OCUTYpa MMO3UTUBHO YXKUBAkE HA 3arapaHTUPaHUTE MpaBa.
Bo Ommruor komenrap Op. 32 KomuTeToT 3a enMMMHAIMja Ha pacHaTa JUCKPUMHHAIIMja ja IOjacHYyBa
oOBpckaTa Ha JprkaBara Ja CIpoBelyBa MoceOHM Mepku BO coriacHocT co KonseHiujara. KonBennmjara 3a
eNIMMUHAIIMja Ha cHTe OOJNMIM Ha JAWCKPUMHUHAIIMja Ha JKEHUTE yIaTyBa Ha IpeB3eMame Ha MEpPKH Ha
adupMaTHBHA aKIlMja U YTBP/yBa JeKa OBUE MEPKH NMaaT OTPpaHIMUSHO BPEMEHCKO Tpaewe, 0e3 Ja ja mpenu3upa
HUBHATa BpeMeHCKa paMka. Bo Omutuot komenTap Op. 25 KoMuTeToT 3a enrMuHanyja Ha JUCKpUMHHAIjaTa
Ha JKEHHUTE ja MpOoUIMpyBa coApkuHaTa Ha OMIITHOT KOMEHTap Op. 5 K0j ce oJHecyBa Ha BPEMEHH MOCEOHH
Mepkd. KoMmMHTETOT ja mojacHyBa W TEpMHHOJIOTHjaTa Koja ce KOPHUCTH 3a O3HAuyBamkeé Ha MEpPKHTE Ha
adMpMaTrBHA aKiyja, 00e30eayBajKku aITepHATUBHY TEPMUHH KaKO IITO C€ ,,cCTIeU(MUIHN MEPKHU*, ,,TO3UTHBHA
aknuja“, ,,JIO3UTUBHU MEPKH‘, ,,00paTHa NUCKPUMHUHANM]jA W ,,IO3UTHBHA TUCKpUMHHAIHUja* (maparpad 17).
KomureToT ucto Taka 1aBa 06jacHyBame 3a OrpaHHYCHOTO TPackke Ha MOCEOHNTE MEpKH, Koe criopen Komureror
Ke 3aBHCH 0J1 HUIBHHOT (DYHKIIMOHAJIEH PE3yTaT KaKo OJrOBOP Ha KOHKPETEH MPOo0JIeM, a HE 01 TPEJOAPEACHHOT
npoToK Ha BpeMe. OBHME MEpKH MOpaaT Ja OuaaT MPEeKHHATH Kora Ke OHIe MOCTUTHAT CaKaHHOT pe3ynraT
(maparpag¢ 20). Mepkute Ha MO3UTHBHA aKifja (BpeMEHH MOCEOHH MEPKH) € MPU3HATH U BO Mel'yHapOJHHOT
MaKT 3a €KOHOMCKH, couujaiHd W KynTypHu npasa (MIIECKII), KonBennujara 3a mpaBaTa Ha JMLaTa co

vHBaIMHOCT ¥ KoHBenmmjaTa Ha MelyHapoiHaTa opranusanuja Ha Tpyaot 6p. 111.5

5 Non-Discrimination in International Law: A Handbook for practitioners, loc.cit.
6 Ibid., pp. 90-93.
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Unenot 14 na EBponckara xoHBeHumja 3a doBekoBu mpaBa (EKUYII) yrBpayBa neka yKUBameTO Ha
npapara u cioboauTe npeapuaeHu Bo Konsennujara ce 00e30eayBa 6e3 quckpuMuHaiuja. Toa nmoapa3oupa nexa
JpKaBUTE WICHKH UMaaT MO3UTHBHU OOBCKHM cIipeMa WieHOT 14, Kkao 1 HeraTUBHH OOBPCKHU Ja HE MpeB3eMaaT
JejcTBa Ha NUCKpUMUHanuWja. Peruran 3 Ha npeamOynara Ha [Ipotokomnot 6p. 12 kon EKUII ekcrmmuuTHO ja
HarjacyBa BaKHOCTA Ha MO3UTUBHATA akiuja. Mako nmpakcara Ha EBpOINCKHOT Cy/ 32 HOBEKOBH MTpaBa HEMa jaceH
CTaB IO MPAIIAKETO Ha CIPOBEAYBakhe Ha MO3UTUBHUTE aKLUHU CO LGN J1a Ce IIOCTUIHE CTBAapHA €IHAKBOCT, BO
BenruckuoT nuHrBHCcTHYKKY cirydaj (Belgian Linguistics Case) CynoT eKCIUIMIIMTHO MPU3HAI JIeKa ,,[I0SAHHH
IPaBHU HEEIHAKBOCTH MMAAT 32 I1EJ1 €MHCTBEHO 14 TH MCTIPaBaT (PaKTHYKUTE HEEIHAKBOCTH. !

EBporickata yHHja BO W3MHHATHTE TOAWHU HMILIEMEHTHpala OpojHHM Mepku Kou o00e30emyBaar
MTO3UTHBHA aKI¥ja ¥ KOW BIIMjaaT HAa pa3B0jOT Ha jypucnpyaeHnrjaTa Ha EY 3a mpeB3eMare Ha TO3UTHBHA aKIHja
( Ha mpuMep Kora ce padoTH 3a TMCKPUMUHAIMja Ha OCHOBA Ha TIOJOT), a MOoceOHO Ha MpBUYHATA J{MpeKTHBa
76/207/EE3 on 9 dhebpyapu 1976 roguHa 3a mpriMeHa Ha IPUHITATIOT HAa €HAKOB TPETMaH Ha MA)KUTE M KEHUTE
BO TIOTJIe]l HA MPHUCTAIIOT HAa BpabOTYyBame, CTPYYHO OCHOCOOYBame M HAllpedyBame M Pa0OTHHUTE YCIOBH U
wreHot 157 Ha [loroBopot 3a ¢yHknmonupame Ha EY. Ilpen ycBojyBamero Ha peBumupanara J(upexTuBa 3a
eaHakoB TpetMan ox 2002 roauHa®, BO WIEHOT 2, cTaB 4 Ha JupekTrBara 3a efHakoB TpeTMaH of 1976 roauna
OWJIO MPONHMIIAHO JIeKa ,,MEPKUTE 32 MPOMOIIMja HA €JHAKBM MOXKHOCTH 32 JKCHHTE M Ma)kKHTE, a MoceOHO 3a
OTCTpaHyBam€ Ha IOCTOCYKHUTE HEeTHAKBOCTH KOH TH MoraraaT MOKHOCTHUTE Ha )KEHUTE  HeMa Jla ce CMeTaar 3a
JTUCKpUMHUHUpadykd. PeBumnpanara JlupekTHBa 3a €IHAKOB TPETMaH ja M3MEHWIA OBaa onpenda co Ien na
OBO3MOKM MEpKHTE, KOM Tpeba Jla ce MpeB3eMaT BO COTJIACHOCT co wWieHOT 157, craB 4 Ha JloroBopoT 3a
¢yakunonupame Ha EY, na ocurypaat moiiHa paMHOIIPaBHOCT TIoMery MakuTe M xenute. Ynen 157, ctas 4 Ha
Horosopor 3a pyakuunonnpame Ha EY moBeke 103B0oTyBa OTKOJKY IITO Oapa oJ] Ap>KaBUTE WICHKH Jia PeB3eMaT
MO3UTUBHA aKIMja CO e J]a OCHUTYpaaT IMOJHA €IHAKBOCT BO CIy4YaWTe KOTra HEJOBOJIHO 3aCTAllCHHOT MOJ
Hau/lyBa Ha MMOTEIIKOTHH BO MPUCTAINOT Ha BpabOTyBamke WM JIa TH HCIIPABAT WM CIpevaT HeJOCTATOIUTE KO
'Yl IPETPIIEN HEIOBOJIHO 3acTaneHuoT o’ JIMpeKTrBaTa 3a €HAKBOCT BO BPaOOTYyBambeTo (WieH 7, cTaB 1 u 2),
Kako 1 JlupekTuBaTa 3a pacHa €JHAKOBOCT (WIEH 5), MCTO Taka IOBEKE J103BOJIyBa OTKOJKY IITO Oapa of
JpKaBHUTE WICHKH Ja IpeB3eMaT MEPKH Ha MO3UTUBHA akuja. CIIM4eH MpHUCTAIl BO MOTJIe]] Ha IPEB3EeMabETO Ha

MEPKH Ha MO3UTHMBHA aKIlMja MMa U CyJICKara rpakca Ha EBporickuor cyn Ha npasaara.t

" Bua. The European Court of Human Rights (EctHR), Belgian Linguistics Case, Applications no 1474/62; 1677/62; 1691/62; 1769/63;
1994/63; 2126/64; para. | (B) (10) u The European Court of Human Rights (ECtHR), Timishev v. Russia, Applications nos. 55762/00
and 55974/00, 13 December 2005, para. 44.
8 Nupextmsa 2002/73/E3 ma Espomckuor mapmament u CoetoT ox 23 centempu 2002 ToiuHa 3a M3MEHA W JIOTIONHYBAamb€ Ha
HupexrtuBara Ha Coerot EY 76/207/EE3 3a npumMeHa Ha MPUHIUIIOT HA €THAKOB TPETMAH HAa Ma)KHUTE U XKEHHUTE BO MOTJIe HA IPUCTAIIOT
Ha Bpa0OTyBame, CTPYYHO OCIIOCOOyBamke U HAIIPEAYyBambe U paOOTHUTE YCIIOBH.
% Non-Discrimination in International Law: A Handbook for practitioners, op.cit., pp. 94-95.
10 1bid., p. 96.
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4. Ilo3nTHBHATA AMCKPUMHHALKja BO CyACKATA Mpakca Ha EBponckuoT cya Ha npasaarta

EBpornckute cynoBH ja cMeTaaT IMpEKTHaTa MO3UTHBHA JUCKpUMHHALMjA 32 He3akoHuTa. Ha mpumep,
BO KOHTEKCT Ha BpabOTyBameTO MO3UTHBHATA JUCKpUMHHAIMja O Onila He3aKOHHWTAa Kora padoToAaBadoT Ou
BpaOOTMII KaHAMJAT/Ka caMo 3aToa IITO TOj/Taa MoceayBa OApe/eHa 3alITUTeHA KapaKTEePUCTHKA, a He Iopaau
(hakToT neka ce paboTu 3a u300p Ha HAjAOOPHUOT KaHAMJAT/Ka. MICTO Taka HE3aKOHUTO € Jla CE BOCIIOCTaBaT
,»KBOTH" 3a BpabOTyBame WM YHalpelyBame Ha OIpelcH Opoj WK MPOLEHT Ha JIyfe cO oJpeAeHa 3allTUTeHA
KapakTepucTika. Ha mpumep, mo3uTUBHATA TUCKpUMHHAIMja CE CMETa 3a HE3aKOHHTa Kora paboTonaBenoT
o0jaByBa orac 3a paboTa Koj moceOHO ja HarjacyBa morpedaTa 3a BpaboTyBame Ha KeHH. 10a € MOTBPACHO BO
JIBa KIIYYHH CITy9ad Ha EBPOITICKHMOT Cy/ Ha mpaB/aTa.

Bo npecynara Ha repMaHcKHOT ciaydaj Kamanke on oxtomBpu 1995 rommmal' EBpomckuor cyn Ha
MpaBaTa yTBPIWI AeKa 10 MprUMeHa Ha TO3WTHBHA JUCKPUMHUHAIIMja MOXE Jla JI0j/Ie Kora ce BpIIu n300p Ha
JKEHCKH ¥ MalllK{ KaHAUJATH CO €THAKBH KBaTMU(UKAIMN U UCKYCTBA, IIPH IITO MPETHOCTA HA KEHHUTE OU ce
COCTOEIIa BO 3roJIeMyBamke Ha MPOICHTOT Ha JKeHCKa paboTHa cuia. MiMeHo, Bo 3aBpmrHaTa (aza Ha n30op Ha
KaHJUIaTH 32 TIO3HIIMjaTa MeHallep BIIeTIe ABajia KaHAuIaTH, rocrioanH Kananke u rocmora [ mucman, Kou Beke
Omite BpabOTEHHU BO OMJIEIIEHUETO BO KO€ KOHKYpHpase 3a MOoBHCOKa (yHKIHja. PakoBomuTennTe nMasie HaMepa
Jla TO IPOMOBHpaat rocnoauH Kananke, HO mocie mpuroBopuTe off cTpana Ha KoMHUTeTOT Ha IepCcoHanoT OwITo
OJUTY4E€HO JIeKa MOpa Jia ce Aajiec MPEAHOCT Ha )KEHCKUOT KaHauaaT, rocrora ['mucman. Toa Omito Bo cormacHOCT
co maparpad 4 Ha OpeMEHCKHMOT 3aKOH 3a €JHAKOB TPETMaH Ha MaXXHTE W JKEHUTE BO jaBHa ciyx0a Koj
npeaBHUIyBa JeKa 3a UIMEHYBabha U yHAIpeayBama BO clyk0aTa, )KeHUTe KO UMaaT UCTH KBAJTM(PHUKALINU KaKO
U MaXHUTE KOM Cce IMpHjaBeHH 3a UCTO pabOTHO MecTo Tpebda Ja MMaaT MPEJAHOCT BO CEKTOPHUTE BO KOU Ce
HEJIOBOJIHO 3aCTalleH!, OJTHOCHO KOT'a THE He MPETCTaByBaaT HajMaJIKy MTOJIOBHHA OJ1 BpaOOTEHUTE BO IMOTJIE Ha
NOeJIMHEYHATa IUIaTa, HaJOMECTOKOT M IUlaTaTa Ha 3apaboTka BO peJleBaHTHaTa KaJpOBCKa Tpyla BO
onnencuueto. [IpoTuB TakBara omnyka rocronud Kamanke moxnen xanba 10 CynoT Ha Tpynot Bo bpemeH, a
MOJIOIHA ¥ 10 PernoHaHMOT CyJ Ha TPYJIOT, Kou Omie Oesycnemnu. Ha kpajor nmoanen xanba 10 Cojy3HUOT
CyJl Ha TPYIOT KOj TW npudaTii HaoJuTe Ha PernoHatHUOT Cy/ Ha TPYAOT KOM CE OJJHECyBaje Ha eIHAKBUTE
KBaJTM()UKAIIMY HA J[BaTa KaHAUATH U HEJOBOJHATA 3aCTAlICHOCT Ha )KEHUTE BO OJIIeNIeHneTo. Toj yTBpani Aeka
OpeMeHCKHOT 3aKOH 3a €HAKOB TpeTMaH Ha MaXUTE€ W XEHHWTE BO jaBHA CIy’)k0a € BO COTJIACHOCT CO
TepPMaHCKUTE BHATPEIIHU 3aKOHCKH U YCTaBHH MIPOIHCH, HO JieKa TOCTOM COMHEX BO BPCKa CO YCKIIAAEHOCTA CO
JupektuBara Ha Cosetor 76/207/EE3. Bo mornen Ha oBa mnpariame Owia nmodapaHa MpeiMMUHApHA OJUTYKa OJ1
ctpana Ha Cynot Ha npasnaTa Ha EBporickute 3aeaauiy. [lorouHo, OMI0 TOCTaBEHO MPALIakbEeTO AT WICHOT
2, ctaB 4 Ha JlupeKkTuBaTa 3a €JHAKOB TpeTMaH oA 1976 roguHa MoXke Ja ce TOIKYyBa BO CMUCIA JA€Ka ' MOKPUBa
3aKOHCKHUTE OJIpeI0M KaKo IITO ce open0uTe Ha OPEMEHCKHOT 3aKOH 3a €IHAKOB TPETMaH KOU IpeIBUAyBaaT

3aJ0JKUTCIIHA IIO3UTHUBHA ,Z[I/ICKpI/IMI/IHaL[I/Ija. I[OKOJ'IKy HC MO2KE, TOorall aaJu 4JICH 2, craB | Ha HI/IpCKTI/IBaTa 3a

11 European Court of Justice: Case C-450/93 (Kalanke v Freie Hansestadt Bremen), Judgement of the Court of October 1995.
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€JIHAKOB TPETMaH?

, IMajKH 'O BO BUJ HAa4eJIOTO Ha MPOMOPLUUOHAIHOCT, MOXKE J]a CE TOJIKYBa BO CMHCIIa JIeKa
HE € JI03BOJICHO J1a c€ TIPUMEHYBa Ha 3aKOHCKH 0JIpe01 KaKO OHHME BO OPEMEHCKHOT 3aKOH.

EBpornckuoT cyn Ha mpaBaarta yTBpAMII eKa 4ieH 2, craB 4 Ha JlupekThBarta 3a €JHAKOB TPETMaH MOpa
Ja ce TOJNKyBa CTporo. HanmoHagHWTE HpPOMUCH KaKO INTO C€ IMPONHCHUTE HAa OPEeMEHCKHOT 3aKOH KOU
rapaHTupaaT amncoJlyTeH W O0e3yCIOBeH NPUOPHUTET Ha JKEHUTE 3a HMMEHYBale WIM YHAIpeoyBambe IO
Ha/JIMUHYBaaT [IPOMOBUPAKETO HA €IHAKBY MOXKHOCTH U T'Ml IPEUEKOPYBaaT IPAHULIMTE HA UCKIIYYOLH BO WIEH
2, ctaB 4 Ha [{upektuBara. Ox Toa cleau meka WwieH 2, craB 1 u wieH 2, craB 4 Ha J[upekTruBara 3a €IHAKOB
TpeTMaH CIpedyBaaT HAIlMOHAIHU HMPOIKCH KaKO IITO ce oApendoure Ha OpeMeHCKHOT 3akoH. CynoT yTBpAMI
JIeKa HallMOHAIHUTE MPOIHMCH KoM (BO CIydauTe KOra MAlIKUTE WU JKCHCKUTE KaHAWAATH KOHM CE C€ EIHAKBO
KBaJIM(PHUKYBaHN U KOHKYPHPAaT 3a UCTO YHAIpelyBamke) aBTOMATCKH MPEIBUAYBAaaT IPUOPUTET Ha KEHUTE BO
CEKTOpPHUTE BO KOU CE€ HEJOBOJHO 3aCTAalleHH Ce IUCKPUMHHHPAYKH CO Ornie] Ha (PakToT IITO BKIydyBaat
JMUCKpUMHHAII]ja Ha OCHOBAa Ha TonoT. YiieH 2, craB 4 Ha J[UpekTHBaTa 3a €IHAaKOB TPEeTMaH KOj IPOIHIITYBa
JeKa ,,MEpPKHUTE 32 MPOMOLMja Ha €JHAKBH MOXKHOCTH 3a JKEHUTE U MaXKHTE, a MOCEOHO 3a OTCTpaHyBame Ha
IIOCTOGUYKUTE HEeNHAaKBOCTM KOM TH MoraraaT MOXHOCTUTE Ha JKEHHTE HEMa Ja Cce CcMeraaT 3a
JUCKPUMHHUPAYKH“ € T0ceOHO M HMCKIYYHBO MPOIHUINAH CO IeJ J]a OBO3MOXKH MEPKH KOW, MaKO HaBUIYM
U3rieaaT AUCKPUMUHUPAUKH, BO CYIITHHA MMaaT 3a Lell JIa TH eTMMUHUpaaT Wik HaMaaT CTBAPHUTE CITy4acBH
Ha HeeIHAKBOCT KOM MOCTOjaT BO OMIITECTBEHUOT KUBOT. Ha TOj HAauMH 0BOj WiIEH OBO3MOXKYBa MPEeB3eMarhe Ha
HAIIMOHAJIHA MEPKH BO OJIHOC Ha MPHCTANOT Ha BpaOOTyBame, BKIYYHTEITHO U YHANPEAyBambe, KOU UM J1aBaaT
noceOHa MPeTHOCT Ha YKEHUTE CO 1IeJ Aa ce ToA00pH HUBHATA CIOCOOHOCT Ja Ce HAaTIIpeBapyBaar Ha Ma3apoT Ha
TPYZOT U Ja ja MPOJOJDKAT CBOjaTa Kapuepa Ha paMHOIpaBHa ocHOBa co Maxkute. Kako mro yrBpann CoBeToT
BO TPETHOT peuuran Ha mnpeamOynara Ha Ilpemopakata 84/635/EE3 on 13 nmexemBpu 1984 roguna 3a
NPOMOBHUpAkE Ha TIO3UTHBHA aKIKja 3a KEHUTE ,,[IOCTOCYKUTE 3aKOHCKH OJJpea0H 32 €HAKOB TPETMaH KOU Ce
CO3JI/ICHU CO TIEJT JIa € M CE OBO3MOYKAT OJJpE/ICHH MpaBa Ha MOSAMHITUTE Ce HeaJeKBaTHH 3a elNMMHUHAIINja Ha
CHUTE TOCTOCYKM HEEeTHAKBOCTH, OCBEH aKO IMapajiejHa aKl{ja CIpOBENyBa BiaJaTa, KOMIIAHUUTE U IPYTUTE
3aMHTEPECUPAaHU OPraHU3alMH, CO LIEJ J1a CE CIPOTUBCTABAT Ha INTETHUTE €(PEKTH Ha )KEHUTE BO BPaOOTYBaHETO
KOM TIPOU3IIETYBAAT OJ1 COLMjaTHUTE CTABOBH, OTHECYBama M CTPYKTYpH. ™

EBporicknot ¢y Ha rmpaBaaTa 3aB3eMall CIIMYEH CTaB U BO IIpecyaTa Ha FepMaHCKHOT ciiydaj Mapiuan
o 1997 ronuHa BO K0j YTBpAMJI A€Ka MO3UTHBHATA JUCKPUMHHALIM]a BO KOPUCT Ha )KEHUTE OMJ1a BO CIPOTUBHOCT
co JlupekTrBaTa 3a eqHaKoB TpetMan 76/207/EE3.1 I'ocnioann Xeamyt Mapian Gt BpaGOTEH Kako HACTABHUK
BO cpenHo yuwnumTe. Bo 1994 rommHa Toj amumnupan 3a yHamnpenyBame Ha paOOTHOTO MECTO, HO Cemak
OKpy>KHHOT OpraH My COONIITHI JA€Ka YHAIpelyBamkbeTo OMI0 HAMEHETO 32 KEeHCKU Kanauaaty. [-aun Mapman
Oe3ycnenrHo nogHe xxainoa 10 OKpy>KHHOT OpraH KOj YTBPIMII JieKa BO KOHKPETHHOT CIIy4yaj UMaJIo IOJIeTHAKBO
KBaJIM(UKYBaHHM KaHIUIATH, HO OMECjKU Ouiie BpaOOTeHH IIOMAJIKY JKEHCKH 3a pa3jIvKa O] MAIIKUTE KaHAuIaTH,

Ha XeHUTe Tpeba J1a UM ce MOHyAHu yHampemyBame. | -auH Mapiman 3amoyHan moctanka npotuB OKpyKHHOT

2Ypen 2, crap 1 Ha JlupekTHBaTa 3a €JHAKOB TPETMAH MpeABHAYBa Jeka € 3a0paHeTa 610 KaKBa JUCKPUMHUHAIIM]a HA OCHOBA Ha

IOJIOT, AUPEKTHA UJIM UHAUPEKTHA.

13 European Court of Justice: Case C-450/93 (Kalanke v Freie Hansestadt Bremen), Judgement of the Court of October 1995, para. 11-24.

14 European Court of Justice: Case C-409/95: Marschall v Land Nordrhein- Westfalen, Judgment of the Court of 11 November 1997.
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OpraH mpeJ JIOKaJTHUTE Cy10BH. Bo mpB cTerneH Ouiio yTBpIEHO CIEIHOTO: ,,CO Orjiel Ha (JaKTOT JIeKa KEHCKHUTE
KaHAMJaTH W T-AMH Mapman Ouje MoJAelHaKBO KBaTM(UKYBaHH, HMCXOAOT Ha CIy4ajoT Ke 3aBHCH O]
KoMmaTHOWIHOCTa Ha JlupeKkTuBara 3a eIHaKOB TpeTMaH co maparpad 25, cTaB 5 Ha 3aKOHOT 3a JIp>KaBHH
ciyxxOenny Ha CeBepHa PajHa-Bectdanuja Bo Koj OMIIo NponuIiaHo cieaHoTo: ,, KOra BO CEKTOPOT Ha OPraHOT
OJITOBOPEH 3a yHAIpeayBambe Ha PaOOTHOTO MECTO MMa IIOMAJIKy >KEHH OTKOJIKY MaKu Ha KEHHUTe Tpeda 1a UM
ce Jajie MPEAHOCT 3a yHANpeAyBame BO MOBUCOK CTEIEH, MO YCIIOB J1a T0CTOjaT MoAeIHAKBY KBaTH(PHUKALIUN Ha
MAIIKATE ¥ JKEHCKUTE KaHAWJATH (BO OJHOC HA HUBHUTE MOAOOHOCTH, KOMIIETCHUUH M MpodecroHaIn3am),
OCBEH KOra IOCTOjaT MPHYMHM CHCUU(PUYHH 3a TOEAMHEYHW (MAallKW) KaHAMJATH KOW ja 3aMariyBaaT
paMHOTEXKaTa BO HUBHA KOPHUCT.

IIpen EBporicknoT cyn Ha mpaBiata OWIO TOCTaBEHO MpaIIamkeTo Jalu wieH 2, ctaB 1 u 4 Ha
JupexTuBara 3a €QHAKOB TPETMaH I'0 MCKIy4YyBa MPAaBHJIOTO HA HAIIMOHAJIHWUOT 3aKOH, OJHOCHO 3aKOHOT 3a
IpkaBHU crykOennnn Ha CeepHa PajHa-Becrdanmja, npu mro Cynor yTBpauia eka ,,BaKBOTO HAIIHOHAITHO
MIPABHJIO HE € OHEBO3MOXKEHO OJ1 WwieH 2, ctaB 1 u 4 Ha JlupekTrBaTa 3a €JHaKOB TPETMAaH IMOJT YCIIOB: a) BO CEKOj
NOEAMHEYEH ClIy4aj MPaBUIOTO KOE MPEIBUAYBA MTOIEAHAKBO KBATU(PHUKYBAHH MAIIKH U )KEHCKH KaHIUIATH Ja
00e30enn rapaHIMja JeKa KaHAUIATypuTe Ke Onmatr mpeamer Ha OOjeKTHBHA MPOIICHKA KOja Ke TH 3eMe BO
OpEeABHU] CUTE€ KPUTEPUYMH KOM C€ CIEUU(PHUYHM 3a KaHIUAATHTE U K€ IO MPEMOCTH MPHOPUTETOT HAAEH Ha
KEHCKHUTE KaHAWIATH KOTa €JeH WU MOBEKE O THE KPUTEPUYMH ja 3aMariyBaaT paMHOTEKaTa BO KOPUCT Ha
MAaIIKHUTEC KaHAWIAaTH, U 6) TAaKBUTC KPUTCPUYMHU Aa HE CC CO3JaJC€HU CO LECJI Aa T JUCKPUMUHHUPAAT )KCHCKUTE
kanaunaty. [ToBUKyBajku ce Ha ojuryKara Bo ciy4dajot Kamanke on 1995 roguna EBponickroT cya Ha mpaBjaTa
YIBpAWI JeKa: ,JIPHOPUTETOT KOj oJpeadara Koja € BO IMpallalke To JaBa Ha J>KCHUTE IPEeTCTaByBa
JIMCKPUMMHAIIMja BO CMHUCIIA HA 4iieH 2, ctaB 1 Ha JlupekTuBara 3a e JHAKOB TPETMaH U TaKBaTa JUCKPUMUHAIH]a
HE ce eJIMMHHUpPA CO MOXKHOCTA 3a JaBalke Ha MPEAHOCT Ha JKEHHUTE, UCKIY4yBajKH T'M MPH TOA MAIIKUTE
kaHauaaty. CyqoT moHaTaMy yTBPJIWII JIeKa ,,0CHOBATA 32 OL[CHYBabe Ha KaHJUIATHTE € IPEKYMEpPHO CTECHETa
OMJIejKu ce 3eMa BO MPEBUJ CaMO HYMEPHUUYKHOT TPOILEHT HAa Ma)KMTE BO OJHOC Ha sxeHHTe. [lokpaj Toa,
ozpendaTa Koja € BO Mpalllamke He ja moJo0pyBa CriocoOHOCTa Ha )KEHUTE J1a Ce HaTIpeBapyBaaT Ha 1Ma3apoT Ha
TPYZOT U JIa ja POIOJDKAT Kaprepara Ha eIHaKBa OCHOBA CO MakKuTe.

Bo BakBuTe ciyyam KpUTHYapuTe Ha MO3UTHBHATa TUCKpPUMHHAILMja TBpAAT Jeka He e dep aa ce
00e30e11 BpaboTyBame Ha OAPEIEHO JIMIE CaMo 3aTo IITO € MPUNAAHUK Ha OJpeeHa rpyma, 0e3 1a ce 3eMaT BO
NpPEIBH]I OCTAaHATUTE KPUTEPHUYMH KOH CE TIOBP3aHU O pabOTHOTO MECTO. J[pyr aprumMeHT e (akToT AeKa BakBaTa
npakca He Bidjae 100po Bp3 €eKOHOMHjaTa Ha 3eMjaTa OuJiejKy MO3UTUBHATA AUCKPHUMUHAIIK]A YECTO BOAU KOH
BpabOTyBama Ha MOTEHIMjaJHO HEKBATU(HUKYBAHH U HENPUKIAJHA KaHIUIATH — TIICTUILITE KOE € 3aCTaleHo U
BO IIpecyaTa Ha EBpOICKMOT Cyj Ha Tpasiara Bo ciaydajor AGpaxamcon u Annepcon.’® IloBukyBajku ce Ha
yiied 119 na [orosopot ox Pum on 1957 roanna koj nponuinyBa JieKa >KeHUTe UMaat IpaBo Ha ,,eIHaKBa IJjiaTa
3a eHaKBa padoTa‘ KpUTHYApUTE HA TIO3UTHBHATA TUCKPUMHHALIM]a T0COYYBaaT JIeKa MIPAaBHUTE HHCTPYMEHTH

3a YOBCKOBHU IIpaBa HC no;[pa361/1paaT AaBamkEe Ha MPEAHOCTH HA JKCHUTE KOT'a UCTUTEC HE I'M 3aCIIy’KyBaar.

15 European Court of Justice: Case C-407/98 - Abrahamsson and Anderson, Judgment of the Court (Fifth Chamber) of 6 July 2000.
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3akiaydox

Hako meryHapoIHUTE MHCTPYMEHTH 32 YOBEKOBHM MpPaBa 'O MPENO3HaBaaT KOHLENTOT HA IMO3WTHBHA
JUCKpUMHHAIMja, BO HAIMOHATHUTE 3aKOHOAABCTa Pa3JIMYHO CE TOJKYBa U NMPUMEHYBa U YECTO CE CMeTa 3a
HE3aKOHUT W KOHTpOBep3eH KoHuenT. Ox Apyra cTpaHa, Mpakcara Ha €BPOIICKUTE CYIOBH MOTBPAYyBa JcKa
HEeeTHaKBOCTUTE KO CE Pe3yiITaT Ha MOBeKeKpaTHATa AUCKPUMHUHAIIN]ja Ha TTIOeIWHU TPYIH Ha JIyfe He Tpeba ia
ce 3aHemapar. EBpOINCKHOT cynl Ha MpaBiaTta HE To 3aHeMapyBa (DAKTOT Jieka HEKOU JTabOKO BKOPEHETH
npeipacyid ¥ CTEPEOTHIN 3a yJIoraTa M KamallUTEeTOT Ha JKCHHTE BO 00JacTta Ha BpabOTYBamETO CE YIINTE
mocrojar. Onm npyra crpana Cymor yTBpayBa JeKa IPHOPHUTETOT KOj MM C€ JaBa Ha IIOJeIHAKBO
KBaJTM(DUKYBAHUTE )KEHU CO MAXKUTE CO I1eJI IIOBTOPHO JIa CE BOCIIOCTABH OallaHC HE € BO CITPOTHBHOCT CO ITPABOTO
Ha 3aeIHUIIATa, O] YCIOB TAKBHOT MPHOPUTET Jia UMa 3a IeN Ja ce BpIIaT 00jeKTUBHU MPOICHKU HA CEKO]
KaHAWJAT MOCTUHEYHO, Oe3 oryie/l Ha HUBHUOT moi. O BakBHOT MpUCTaN Ha EBPONCKHOT cyn Ha mpaBjaaTta
NpoM3NIeTyBa Jieka TNpaBUIIHATA TNPUMEHA HAa KOHIENTOT HAa TO3WTHBHA JHCKPHUMHHAIMjA TOJpazoupa
XapMOHU3allMja Ha HAIMOHATHOTO 3aKOHOJABCTBO CO EBPOIICKOTO W MPABWIIHO TOJKYBamkbe M MPUMEHA Ha
onpenduTe Ha Mel'YHApOJHUTE HHCTPYMEHTH KOW IMpeIBUIyBaaT MEPKH Ha TIO3WTHBHA aKIHja, HO M OJAPEICH
cTerneH Ha (pIeKCHOMITHOCT BO MPUMEHATa Ha MHOINTBOTO MPUCTAINHW Ha MO3UTHBHA aKI#ja He caMo BO obiacTa

Ha BpaOOTYBaWkETO, TYKY U BO APYruTe 00JaCTH Ha OMIITECTBCHUOT KUBOT M BO OJIHOC Ha JIPYTMTE OCETIMBU

rpynu
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HOW ARTIFICIAL INTELLIGENCE CHANGES HUMAN EXPERIENCE IN
ART

UDC: 004.8/.9:7 Reviews

Ass. Prof. Blagojche Naumoski, M.A.

European University — Republic of Macedonia, Skopje

Abstract

Computational art is a creative field that indicates the futuristic idea of artificial intelligence. Despite the common
belief that a machine is unable to create art, current developments and examples in computational art present a
new form of art. Reaching to a broad variety of artistic dimensions, artificial intelligence programs generate
poetry, music, visual art, architecture and design.

This paper introduces artificial intelligence as an artistic phenomenon and analyzes the artifacts that are produced
by computer algorithms. Thus, it provides a theoretical framework and a philosophical discussion on the creative
abilities of artificial intelligence. Furthermore, it is concerned with the entitlement of artiness, by presenting a
reflection on the dynamics between the artwork, the art maker and the art audience.

Innovation in the sciences is always linked to the human experience in a certain way, either directly or indirectly.
Of course, human experiences happen through engaging with the arts — for example, listening to music or looking
at a piece of art. The arts tend to be ahead of the society when it comes to envisioning the future of technology —
for instance, all the science fiction works that have shown us the future before scientists and engineers in reality.
Many artists ‘magpie’ new technologies to use within the creative process. Because of technology, the role of the
artist and the scientist, as well as their creative processes, is melding and the rigour of the resulting works is
unbelievable. Our creativity has allowed our species to thrive, and, now, with machines having their own concepts
of aesthetics, perception and creativity, it poses some important questions to artists. Artificial Intelligence (Al)
brings the gap between technology and art by challenging creative intelligence and sensorial experiences,
integrating networks known as GANs (Generative Adversarial Networks) and cGANs (Conditional Generative
Adversarial Network), and changing the manner artists interact with their so-to-speak canvases.

Keywords: Digital, technology, Artificial Intelligence, arts, social media

Introduction

Computer music, software-developed works of art, bots that write pop music, schools teaching
computational approaches to art and design — robots may not replace humans, but they certainly help and support

them, even in their artistic production. Artificial intelligence and machine learning underlie this artistic revolution
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— two branches of computer science embraced not only by well-known independent computer
programmers/Internet artists such as Darius Kazemi, but also by companies, such as Google, which has launched
two initiatives dedicated to the creative applications of Al, as well as institutions, such as the New York
based School for Poetic Computation, which have long offered training programmes on the issues.

When the machines started to generate artworks, became creative producers themselves. From being a
fictional theme in dystopian/utopian literature and science-fiction movies, intelligent machines have transformed
into the writers of those movies and stories.

Therefore, their role in creative industries has been rapidly changing. Even though artificial intelligence
and its artistic applications have been important scientific topics for decades, their popularity and recognition
have been increased in recent years. Nevertheless, the legitimacy of this art genre and the concept of creativity
in the field of artificial intelligence are still controversial subjects that need academic attention. Since the
conventional definition of ‘art’ defines this notion as a way of communication between human subjects, new
academic research that deals with Al art needs alternative approaches to the concept of art, to be able to put
forward a classification for Al art.

Acrtists also begin to influence more actively and message the results of the artwork they create with their
machine learning algorithms — changing their relationship with the Al to be more of an ideation partner, rather
than simply a tool for making new tools.

Art and creativity are fundamental features inherent in human intelligence and fundamental signatures
of humankind. It is a way through which we express our sentience. Artistic expression is attributed to be a human
aspect related to consciousness. Therefore, it is seen as a human experience associated with awareness, will,

perception, thought, memory, intelligence, creativity, identity and autonomy 1.

1.1 Artistic Aspects of Research

In order to answer the research question, the study will contain three sub topics: Al as an Impersonator,
AT’s perception as artwork and Art + Al tomorrow which addresses the concept of creativity and the artificial
intelligence’s capability of generating creative outputs that have an artistic quality. As a novelty that has been
attributed to the human mind, creativity is the main inquiry of the research regarding artificial intelligence.

Magenta is a Google Brain project that uses machine learning to create music and art. The initiative
unites a network of artists, programmers and researchers who share innovative methods and approaches to create
art. One of its first experiments led to the creation of Al Duet, a computerized piano that reacts to sound inputs
entered by humans.

One of the most interesting results to come out of Magenta is Nsynth, an audio synthesizer that uses Al

to produce new sounds using mathematical algorithms. Nsynth takes simple sounds, such as those of a flute,

1 King, 2007: 152",
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organ, violin or a xylophone, and combines them to create new sound effects, as if generated by an instrument
that does not exist.

Founded in 2013 in New York to explore the intersections of code, design, hardware and theory,
the School for Poetic Computation? is a hybrid of a school, residency and a research group, focusing on poetic
production through bots and Man-Computer symbiosis.

The artist Darius Kazemi is convinced that artificial intelligence does not necessarily require
considerable investments. Kazemi has created dozens of online bots: Two Headlines takes two headlines and
combines them with amusing results; Museum Bot tweets a random high-res Open Access image from the
Metropolitan Museum of Art, four times a day; Very Old Tweets retweets some of the earliest posts, when users
still used Twitter to describe what they were doing.

Then, there’s Al software capable of creating amazing reproductions of original paintings. The algorithm,
known as GAN (Generative Adversarial Network), consists of two interacting neural networks. One generates,
the other evaluates, and the algorithm ploughs on until the desired result is achieved. GAN was trained on 81,500
paintings to tell the difference between images we would class as artworks and those that are mere simple images.
The network was also trained to distinguish different styles of art, such as Cubism, Rococo or abstract art.

There is also an algorithm that can show a network trained to recognize, let’s say, a painting, to run the
network forward, and, from what the network have seen, the algorithm adjusts the pixels in the picture according
to the interpretation. They observed that early layers cared about simple features, but, as we move through the

network, we encounter higher order of features®.

2 http://sfpc.io/ (8 Sept. 2018)
3 https://artsciblog.wordpress.com/2017/02/25/first-blog-post/ (8 Sept. 2018)
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How can these networks be used in arts or how can they inspire arts? With a technique which is an
extension of the neural networks, called ‘deep’ neural networks. Deep neural networks is an extension of neural
networks where the computer goes one step further and each neuron figures out its own function as well. In an
example of treating art with deep networks, the author takes a photograph, chooses a painting style that they
would like to interpret and the network applies the artistic style of the painting to the image and transforms it as
shown below in Figure 2*.

Figure 2. (right) Input painting (left). Output painting which learnt style from inset painting (left bottom).

1.2 Al as an Impersonator

We began using Al to create art by first teaching it to understand and replicate our own art. The technique
is called "style transfer” and uses deep neural networks to replicate, recreate and blend styles of artwork. It
identifies and combines stylistic elements of one image and applies them to another. No artistic or coding

experience required.

4 http://uk.businessinsider.com/ai-makes-photos-look-like-famous-paintings-2015-9/#for-their-experiment-the-scientists-used-a-photo-
of-the-neckar-river-in-tuebingen-germany-2 (8 Sept. 2018)
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Whether it’s applied to paintings, photography, video, or music, the concept is the same: choose a piece
of artwork whose style you want to recreate, then let the algorithm apply that style to a different image. Or,
choose several styles of art and let the Al produce mash-ups that incrementally blend styles together. In the
example below, taken from Google Al, you can see the four original pieces of artwork chosen in each corner.
The grid of images between these corners represents the degrees of blending one image into another and applying

the resulting style to a new photo. The middle image beings the result of an equal mix of all four pieces.

Figure 3. Google AI’s Style Transfer model. Four original pieces of artwork (one in each corner) combined in gradients of

proportions to produce a new photograph.

! 11254
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The use of Al to impersonate and remix artwork has had varying degrees of “artistic” success, from this
"Dinosaur x Flower mash-up” by Chris Rodley that went viral, to the more common psychedelic looking
examples can be fond all over Reddit®.

> https://www.boredpanda.com/dinosaur-flowers-fruits-vegetables-artificial -intelligence-art-chris-
rodley/?utm_source=google&utm_medium=organic&utm_campaign=organic (8 Sept. 2018)
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Figure 5. Dinosaur x Flower, by Chris Rodley
(" E 7 ey 5

There are even stunning results of style transfer that begin to be percerved as original art in their own
right, like the image below by the Reddit user vic8760, who combined a neoclassical portrait of Napoleon, and a
High Renaissance painting of a crowd scene®.

Figure 6. Napoleon Bonapart A2 by the Reddit User vic8760

Y |

Another form of imitation similar to style transfer is the image-to-image translation, which can completely change

the appearance a photo or video, allowing users to edit the image’s context, such as time of day, season or weather.

& https://www.reddit.com/r/artwork/comments/8gvyns/napoleon_bonaparte_a2_by vic8760/ (8 Sept.2018)
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Figure 7. Nvidia’s image-to-image translator

Input winter image

Al-generated summer image

1.3 AD’s Perception as Artwork

What about AI’s perception as artwork? A pioneer of Al and art, Tom White from London, will be
presenting two provocative series. The first series starts from a simple drawing made by an algorithm. Then, an
Al algorithm which was trained on photographs from Image Net, slowly transforms the initial sketch into an
abstract representation of a physical object. This painting will not necessarily be recognisable to humans. The
second series, a little more provocative, uses the same systems, but, instead, produces images that will generally

be categorised as ‘inappropriate’ or ‘having explicit content’ by online image analysis Als.

Figure 8. ,,Perception Engines’” by Tom White

Turkish artist Memo Akten takes over the investigation, ‘Learning to See’, of how the experience or the
memory of the machine affects what it sees and how it sees it. He describes it as “an artificial neural network

making predictions on live webcam input, trying to make sense of what it sees in context of what it has seen
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before.” He is also unveiling ‘Deep Meditations’, an extension of the aforementioned works, using machine-

learning algorithms to create a two-hour meditative channel video and sound installation.

Figure 9.”’Deep Meditations’” by Memo Akten

An example of taking Al perception to the next level is the ‘Imaginary Landscape’ by the Japanese artist
Nao Tokui. As various objects are manipulated in front of the camera, the machine, trained only on specific sets
of images (for instance, of beaches or flames) reinterprets these objects as instances of categories it knows. The
eerie effect of seeing a mobile phone power adapter reinterpreted by the algorithm as a cliff by a beach is not one

a viewer is likely to forget, perhaps causing them to wonder whether this is all of nature that will be left in the

future.

Figure 10. ,,Imaginary Landscape’’ by Nao Tokui
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1.4 Art + Al Tomorrow

What art has taught us about Al so far
Art is how we explore, who we are and who we want to become, as Al changes the picture of daily life.

Our whole notion of what defines something as “art” is going to change. It can help us understand more
deeply what we want to communicate. It can change what we communicate by virtue of how we create it and
who we create it with.

The questions we need art to help answer

We need art to imagine what Al can become, and understand its impact on who we are becoming. There’s

no denying that by giving machines the same abilities that inspired us to create art (memory, language, expression,

understanding, reasoning, learning), it may, one day, decide to make art of its own.

Conclusion

Thanks to technology, the roles of the artist and the scientist, as well as their creative processes, are
melding and the rigour of the resulting works is unbelievable. Our creativity has allowed our species to thrive,
and, now, with machines having their own concepts of aesthetics, perception and creativity, it poses some
important questions to artists.

The basis of Al-art can be summed up as generating a new and authentic art form by a computational
system which models the human mind and creativity. Thus, in regard to the previous discussions about the
authenticity and legitimization of Al-art, the thesis suggests that it is be possible to consider Al-art as an
‘autonomous art genre’. The autonomous aspect of the genre is due to its modeling of human art and the
qualification of human perceptions. The evaluation of Al-art is still bound to human emotions and human taste
of aesthetics. Nevertheless, it is a different art form which has computational features. It is a genre that combines
the human aesthetic, human culture and analog features of the human mind, with the computational system and
digital features of machine intelligence. Hence, while it is based on the model of the human cognitive system of
creativity, it presents an idiosyncratic style owing to its computational features.

Therefore, when evaluating Al-art, attributing it as an autonomous art genre would provide a better
understanding of Al-art as a concept and a field of research. Furthermore, classifying Al-art as an autonomous
genre would make it easier to describe and evaluate the Al artworks. It would also mean endorsing the entitlement
of Al-art as a creative industry. Al-art is already a creative industry which has ranged far beyond the computer

labs and reached into art galleries, film festivals, music industry, and literature.
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XOJIOTPAPHUIJATA KAKO TPOAUMEH3NOHAJIHO HUBO HA
OPOTOT'PAOUIA

UDC: 535.421:004.946]:77.03 Ipezneden mpyo

M-p Camona KpcreBckn

Eeponcku ynusepzumem — Penybauxa Maxedonuja - Cxonje

Ancrpakr

Xonorpadujara e Hayka 3a n3paboTKa Ha XOJOTpaMu OJHOCHO Ha HarpenHa (Gopma Ha gortorpaduja co cimka
Ha €KpPaHOT BO TPH AWMEH3HUH, T.€. METOIU HA PEMPOAYKIHja M CO3/aBambe Ha TPOJMMEH3HOHAIHU CIMKU Ha
(dororpadckara roda co NmpruMeHa Ha KOXEPEHTHA CBETIIMHA (JIACEPCKH).

XoJorpaMuTe ce Mo3HaTH Kaj HAC O]l Hay4yHO-(haHTaCTHUHUTE (UIMOBH KaKO IITO ce SBE3CHU nateku, BojHa
HAa SBE3/IUTE UTH.

[Mpeamer Ha TPYAOT € LETOCHO 3al03HABAKE CO CHTE aCIIEKTH Ha XoyorpadujaTa 1 onpeenyBambe Ha OCHOBUTE
Ha pa3BOj HA OBaa HayKa.

OuekyBaHa 11eJ1 Ha TPYJAOT € Ja C€ YTBpAAT NPUIOOUBKHUTE O] XouorpadujaTa BO pa3IuuHy cepy Ha HHTEPHET-
POCTOPOT.

Kayunu 360poBu: xoroepamu, unmepuem, pomoepaghuja, racep, ceemauna

THE HOLOGRAPHY AS A TRIDIMENTIONAL LEVEL OF PHOTOGRAPHY

Abstract

Holography is a science of making holograms, that is an advanced form of photography with a screen image in
three dimensions, methods of reproduction and creation of three-dimensional images on the photographic plate
using coherent light (laser).

Holograms are are familiar to us from science fiction films such as Star Trek, Star Wars etc.

The subject of labor is a complete introduction to all aspects of holography and the determination of the
foundations for the development of this science.

The expected finish of the work is to determine the benefits of holography in various spheres of the internet space.

Keywords: holograms, internet, photography, laser, light
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BoBen

Xonorpaduja e HayKa Koja ce 3aHIMaBa CO KpEeHpame X0JI0rpaMu - TIOHATPEHO HUBO Ha (oTorpaduja Koja BH
OBO3MOXYBa Ja ja cHUMHTE (oTorpadujaTa BO TPU AUMEH3UH.

Xomnorpadujara e MeToAa 3a U3paboTKa U PEenpoAyKIHja Ha TPOAMMEH3HOHAIHA CIMKa. YTIOTpeOyBa Jracepcka
CBETJIMHA 32 JIa TH CHUMa MOJIENIMTE Ha CBETIIOCHUTE OpaHOBH pedIIeKTHpaHH Ol 00jeKTOT Ha eMyJ3ujaTa Ha
CBETJIIOCHO CEH3UTHUBHHUOT (WM (FUTH CTaKJICHA TIOBPIITHHA).

Kora ¢uimot Omi pa3BHeH M MMOBTOPHO HM3JIOKEH Ha JIACEPCKO CBETIIO (MM HOPMAITHO CBETJIO, KAKO IMOBEKETO
XO0JIOTpaMy JCHEC), TOBTOPHO TH KPeHpa - BO MIPOCTOPOT - CUTE TOUKH O/ CBETIOTO KOU MPBUYHO MOTEKHYBAaT
0J1 00jeKTOT.

Kako pesynrar npea wiv 1o xoiorpad)cKuoT (GUiM, CIMKaTa T ©Ma CUTE TUMECH3UHM Ha OPUTHHAIIHUOT O0jEKT U
U3riie/ia TOJNKY peajiHo MITO THE CO MCKYIICHHE cakaa Ja MOCeTHaT U Jia TO IOTpar - caMo 3a Jia 'O HajJaT Tamy,
HO HHIUTO He ja QOKycupa CBETIIMHATA.

Xomorpadwujata MOTEKHYBa OJ TPYKHOT 300p XOJ0C IITO 3HAYM LENOCEH, IETIOCHO M rpagoc ITO 3HAYH
MUIIYBaM, Jia IPUBJIEYE.

Xonorpadujara ¢ TeXHHKA KOja OBO3MOXKYBa Jia ce (poTorpadupa mpeaMeT co Toa IITO €IeH Jacep Ke ce pa3ieiu
Ha JIBa MOCEOHH.

[IpBuoT 3pak ce og0uUBa O/ MPEAMETOT IITO C€ CHUMA, a TOTalll Ha BTOPHOT MY C€ J03BOJIYBa Jia C€ CYyAPH CO
peduiekTrpaHaTa CBETIIMHA O] IPBHUOT.

Tue co3naBaar nHTephepeHINCKH edeKT, KOj C€ CHIMA Ha rapue QuiM.

Kora HI3 TakBHOT 00j€KT ke TOMUHE JTACEPCKHU 3paK, Ce 10jaByBa TPOJUMEH3MOHAIHA CIIMKA Ha MPEIMETOT IIITO
oun ¢dotorpadupan, HapedeHa XoiorpaMm. TpPOAMMEH3MOHAIHOCTa HA TAaKBUTE CIHKH € 3acTpallyBadykd
YBEpIIUBA.

Xomnorpadot 6mn u3mucieH Bo 1948 ronuna o yarapckuot dusmdap a-p Jdenuc ['abop.

Bo 1971 T'abop mobm HoGemoBa nHarpama 3a ¢wmsuka. I[lpBure xomorpamcku mpukasu Ha 3/[-ciimkm Owie
Hanpasenu o1 Emer JlejT u Xypuc Ynaruekc Bo Muuures, CAJl, Bo 1963 roguna u Jypu [ennccjyk Bo CCCP.
[IpBuTe X0MOrpaMu OuIie TPAHCMUCHCKH XOJIOTPAaMH KOW HACTaHYBaaT CO IMIOMOIII Ha JTACEPCKH 3pally, a MOI0IHA
“BHHOKHUTO TPAHCMHUCH]ja”, XOJIOTpaMH KOM HACTaHYBaaT Co MOMOII Ha OenaTta CBETIHA.

U nenec TakBu mpuMepyu HaoraMe Kaj KpeAUTHUTE KAPTUUKH KaKo 3aITHTa 0J1 QancupuKyBame U P MaKyBamke
Ha MPOU3BOJIH.

JIeHHCCjYKOBHOT XOJIOTPaM € BUCTHHCKUOT XOJIOTpaM Ha pediiekcHja Ha OesiaTa CBeTJIOCT KOj € IPOU3BE/ICH Taka
HITO CJIMKATa € PEKOHCTPYUpaHa MPUPOTHO YIOTPeOYBajKH ja CBETIIMHATA O] MICTaTa CTpaHa Ha XOJIOTPaMOT O
KOja € 1 HaOJbY1yBavoOT.

Enen on HanpemonuTe Koj HAjMHOTY BETYBa BO KpaTKaTa HCTOPHja Ha Xoorpadure ce MacOBHUTE IIPOU3BOJICTBA
Ha eBTHHU JIacepH, HajuecTo yrnoTpeOyBanu Bo MuwinoHute JIBJl-ypenu u Bo Apyru npuMepu, HO TIOHEKOTalll ce
KOpUCHH BO XxoJorpadujara. OBre €BTHMHH, KOMIAKTHHU JIac€pU MOXAT MHOTY A00pO Ja UM KOHKypHpaaT Ha

TOJICMUTC U CKaIlln JIaCCPU.
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3a pasznuka on Qotorpadujara, xonorpadujaTa MoXKe Aa OBO3MOXKH HpPEAMET CO LEeNOoCHAa AMMEH3MOHATHA
BpeIHOCT. XO0JIOrpaMoT Kperupa co TBOMTE OUH J1a BUIUIL - JTa004YHHa, (hopMa, TEKCTYpa U pellaTHBHA MO3UIIKja
Ha MHOTY TOYKH Ha TJIeAambe.

[locrojar nBa THma Ha XoyorpaMu - pediekcuja u TpaHCMUCH]ja. MosKe Ja ce pa3iuKyBaaT M0 HAYMHOT Ha KOj
THE C€ OCBETJICHU.

PednexcnonnTte xomorpamu ce OCBETICHH OAHAIpEN, peIeKTUPajKH ja CBETIMHATA OF Bac KaKko IITO BHUE ja
riesiaTe CIMKaTa WM OPTEKOT obeceH Ha sUIOT. Pasnmumunn eMym3un Ha QUIM CO37aBaaT CIMKU CO Pa3IndHU
KapaKTePUCTHKU KaKO LITO Ce:

-IIpBara cungep xanude e eMyn3uja 3a IOBEKETO YMETHHUIH U XoJorpadepy ynorpeOyBajku cTakiieHa MOBPIIIHA
0J1 cpeOpeH Xalu/ 3a a IOCTUTHAT HajBUCOK KBAJINTET HA CIIMKATA.

Xonorpadepure UCTO Taka yrmorpedyBaaT UM o cpeOpeH Xalua Koj € MOSBTHH, IIOMAJIKY KPIIJIHB U TOJIECEH
3a ynotpeba, HO HE ja JaBa AIa00YMHATA, PE30NIYIHjaTa U IMPOEKIfjaTa € MOXHA CO CTaKJIeHa IIoYa.

Kaxko u na e, pummort e ycnemHo ynotpeOeH 1a mpou3BeayBa oBeke paboTH.

-Bropwuor (dichromated gelatin DCG) - ouxpomamcku sceramun € MelaH, HCYIICH XKeTaTHH KOj € 00JI0KEH O
napue oj crakio. JIII" mpousBemyBa MHOTY CBETIM CIIMKH BO 3JIATHOXKOJITA 00ja.

Cnukure ¥MaaT MUHMMAJCH CTENeH Ha JiabovrHa, HO THE Ce BUACHM BO HOpMalHa coOHa cBeTNHHA, Oe3
cnenyjanau peduekropu. OBa ro mpaBu NOrOAHO KaKO MaJl IOAAPOK TUXPOMATHACH IPOU3BOJ 32 TOTPOITYBAYOT
BO MapKeTUTE, WK [IpeMHujaTa 1 3a UHIyCTpHjaTa BO MOpacT.

AL MHOry ce 3aMEeHETH O] CTpaHa Ha MOCBTHMHUTE MACOBHO MPOU3BEIYBaHH (hOTOMOIMMEPHH XOJIOTPaMH.
MennymuTte cééymre pabotaT Haj1o0po 3a AudpakTHBHA ONTHKA CO BUCOKH MEPPOPMaHCH M HajBEPOjaTHO Ke
pabotar 3a momonro Bpeme. Cetiure, ynctu LI cé ymre ce kopuctat kaj GoTononuMepuTe 3a KOupame.
On 1975 mo 1984 Puu Pamucon (International Dichromate Corp.,Draper, UT), npBuuHO TO BOBene
NPOM3BOJICTBOTO HAa JIBOCTPAaHH, CTAKICHH JUXPOMATCKH XOJIOTpaMU KOM Oea ymoTrpeOyBaHM KaKO HAaKWT,
NPUBP30LM, TEXKHHA 3a XapTHjaTa M JAPYrd npou3Bomd. Toj T'M Npou3Bele OBUE PA3IMYHU BEIWYMHH Ha
auxpomatu ox crpaHa Ha [lejcon Caman (Jason Sapan, holographic Studios, NJC in 1978-79.) Bo 1978-79
TO/IMHA.

-Tperute GoTONOIMMEpPHN MaTepHjall Ce HajHOBUTE CHUMama. Pa3sBuenn ox crpana na [lomapoun n JlymoHT,
(OTOTUIACTUYHHTE MTOJTMMEPH UMAAT MOJJIPIIKA M CE IOTOIHH 32 IPOM3BOACTBO HA JIOJITH CTa3H.

JnaGo4nHara Ha ciiMKaTa Ha (JOTOIOIMMEPHTE € MAJIKy TIOMajla OTKOJIKY Taa Ha CHJIBEPXAIHIOT, HO CITUKHUTE Ce
MOCBETJIM, CO TMOIIMPOK arojl Ha TJiefame. TPaHCMHCHCKUTE XOJIOTPaMH C€ OCBETIIEHH oA3aau (Kako
¢ororpad)cka TpaHCIIAPEHTHOCT), CBETIOTO IO MOJaBa X0JI0rpaMoT BO BalllUTE OYH 3a Ja ja GopMHpa CIHUKAaTa.
[IpBuTe nacepcku TPaHCMHUCHOHHU XOJOIPaMU CE HAIPAaBEHU CO JIACEPH, KaKO W CUTE XOJIOTpaMu, HO Mopa Ja
0uIaT OCBETJICHHM Of] JIACEPUTE 3a J]a MOXKaT Jia OMIaT BUICHU. 3aT0a, CJIMKUTE KOU Ce I0jaByBaaT Bo Oojara Ha
JIACEPCKOTO CBETIIO C€ YIOTPEOCHHU 32 J1a I'M BUJAT HUB, HajueCTO BO IpBeHa 00ja (XeIUyMCKO-HEOHCKH J1acep).
Jpyru BUJIOBU XOJIOTpaMU KOU KOPHCTAT JIacepCKa TPAHCMUCH]ja Ce OHHE O] KOW KOIMUTe ce HanpaBeHH. OBa e
HajHOBaTa (hopMa Ha X0JIorpaM pa3BueH oj ctpana Ha Leith u Ynarauke Bo 1962.

Bropute TpaHcMHUCHOHM XOJIOTpaMu co Oena CBeTIIMHA ce 0J1 0OMYHO cBeTIIO (0ella CBETIIMHA) M [TPOU3BEyBaaT
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CIIMKK KOHM COApPXKaT CIEKTap Ha OOW O]l BUHOXHTO. Ja MeHyBaaT 6o0jara Kako IITO IJIEAavoT ce MOMPIHYBa
Harope W HaJoJy ¥ HajuecTo ce HApeKyBaHH “BUHOKHTO XOJIOTPaMu’’.
XomnorpagepuTe pa3BHja 3HauajHAa KOHTpoJia HaJ OOMTE Ha €KPaHOT Ha OBOj THI MPOW3BEACHHU XOJIOrpadCKu

CJIMKH BO 00ja WK MPUOJIMKHO TIEJIOCHO MPUPOJIHA 00ja.

OnpenieHH NOMMU KO ce KOPUCTAT BO XoJiorpadujara

AMIIMTY/A - BUCHHA OpaH Wiy jaiabovyrHaTa Hu3 OpaHoT, € MepeH O] CpeTHaTa TOUKa

Pa3znesyBau Ha 3pauu - ypea Koj ce KOPHCTH 3a Ja Ce pa3[eid CBETIIMHATA OJ1 JIACEPOT BO J[Ba MMOCEOHH CHOMA
- pedepenTeH u 00jeKTUBEH cHOM Ha 3pary. Ce COCTOM OJ] IETYMHO TPAHCIIAPEHTHO OTJIeAalio Koe pedruexTupa
JIeTT OJ1 TACEPCKUOT CHOM U T'M IOMHHYBA OCTaHATHTE.

KoxepeHnTHa cBeT/IMHA - CBETJIMHA KOja € co rcTa ppeKkBeHnrja 1 Bo BuOpupauka ¢asa. Jlacepor mpousseaysa
KOXEpPEHTHA CBETJIMHA.

®@®uam - gamu dotorpadcku wim xomorpagcku (pUIMOT ce COCTOM OJ CBETJIHM CEH3WTHBHH XEMHKaWuU (3a
eMyJ31jaTa) KOU Ce paclipCcKaH! Ha MOBpIInHaTa. OUiMcKaTa pe3oyIirja ja Mepy CIIOCOOHOCTA 3a Pa3INKyBambe
nomery nertamute. bunmejkm xonorpadckure (uUIMOBH Mopa Aa OWAAT CIMOCOOHHM [a CHUMAaT JeTalHH
uHpOpMAaIUH, ja UMaaT MOKTa Ja T pemar 50 Wiu moBeke matu OTKoJKy (otorpadckuot ¢punm. Tue Oapaar
WIN U3JI0KYBamke HAa BUCOKOMYJICHpayKa jauMHAa WM MOCTOjaHO W3JI0KYBame Ha JIACEPCKU JOJTU OpaHOBH.
Xonorpapckuot UM € pa3BUCH Ha HAYMH CIWYCH Ha (GoTorpadcKHOT (MM CO TOTOMyBamke BO CepUja Ha
XEMHUCKH areHCH.

XoJ10rpam - MeJIMyM 3a CBUTKYBamh€ UK (POKyCHpame Ha CBETIUHA. ['0 KOpUCTH MeIIamkeTo Ha MOHOXPOMATCKH
o0jekT M pedepeHTHH OpaHOBM 3a Ja CHUMA W MyIITa I[0BEKE JBOJUMEH3UOHAIHH CIIMKH O]l
JIBOJIMMEH3UOHAJTHUOT TorJIe. 3a pa3iuka oj (pororpadujata Koja ja CHUMA CIMKAaTa KaKo IITO € BHJCHA OJ1
€JIeH acIeKT, XOJIOrPaMoT € 3aIllUC Ha CIIUKA KOja € BUICHA 0J1 MHOTY TJIC/IHIITA.

Jlacep - akpoHMM 3a “3acHUiyBayka CBETJIMHA OJl CTUMYJIMPaHa eMHCHja Ha paaujaiuja”’. JlacepoT e ypen Koj
NpON3Be/lyBa KOHIIEHTPHPAH CHOIl Ha KOXCPEHTHA CBETJIMHA. Hekow, HapedeHW Jacepw 3a KOHTHHYHpPAHU
OpaHOBH, POAYIMPAAT KOHTHHYHPAH CHON Ha CBETJIHMHA. J[pyru, HapedeHH IyJICHUpPAYK{ Jacepy eMUTHpaaT
HOBEKE CBETIIMHA BO KPATKH UMITYJICH IITO C€ CIIOCOOHU J1a 'O 3aMP3HAT JBIKCHETO.

Jleku - Kou ro MpoMeHyBaaT MpaBeloT Ha cBeTinHaTa. Bo dororpadujata nekure ce ynorpedyBaat 3a Ja ce
¢dokycupa cinrkara Ha GuimoT. Xonorpadepure ri ynorpedyBaar JEKHTE 3a Jia TO U3/0JDKAT JIACEPCKUOT CHOI
3a Zja TO OCBETIAT LEeTHOT 00jeKT Koj ke buae xonorpadupas.

Llen HA CHOMOT - CBETJIMHATA OJ1 JJACEPCKHOT CHOII KOja r'0 OCBETIIYBa 00j€KTOT U ro pediekTupa Xonorpad)CKHOT
hum.

®da3a - no3unyuja Ha OPaHOT BO MPOCTOPOT BO KOHKPETEH MOMEHT Ha BpEMe.

CHor Ha JTacepcKa CBETJIMHA € ONITHYKY I0JIENICH Ha JIBa cHoma. EqHHUOT pedepeHTeH 3pak € HacOYeH KOH mapue

Ha XOJOTPapCKUOT QUM (HETOBHOT JIMjamMeTap € 3roJIeMeH) 3a CBETIMHATA JIa TO MOKpHe QUIMOT U TIOTIOIHO
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Jla € eJJTHaKOB. BTOPHOT CHOM Ha 3pak € HaCOYEH KOH Cy0jeKTOT Ha KOMIO3HUIIMjaTa M CIIMYHO € MPOLIMPEH 3a 1a
ceetu. Kora 3pakoT ox 00jekTOT ce om0uBa, 01 00jEKTOT ja HOCH cO cebe MH(opMalMjaTa 3a JIOKalujara,
rojieMuHara, opmara u TeKcTypara Ha o0jekToT. Hekoj o1 oBue peduiektupanu 3pamu oJ] 00jeKTOT IMoToa ro
CpeTHyBaat pe)epeHTHUOT CHOII Ha XOJIOTpad)CKUOT PUIIM, MEIajKH IO IPOU3BEACHUOT MOJIEN KOj € CHUMaH Ha
CBETJIa CEH3UTHBHA eMYJI3Hja.

Xomnorpadepure ro ymoTpedyBaaT BO OCHOBa MCTHOT BHI Ha ()MJIM W pa3BuBad Kako W Qortorpadepure.
CrangapaHuOT cuiBepXaimuaeH (GuiM (WM CTaklIeHa TMOBPIINHA) € CIMYeH Ha TOj IITO TO ymoTpeOyBaar
thoTtorpadepure, HO € ModaBeH M Oapa MOJOITO BpeMe Ha U3IIOKyBamke, J00pa Pe30Tynnja, U € MHOTY OCETIINB
Ha IpBeHa CBeTIMHA. BKiIydyBa mpouecrpame Ha UCTHOT pa3BHUBad, XHUIO U GUKCATOP KOj ce yrmoTpedyBa Kaj
thotorpacdujata. M36emyBador ce ymorpebyBa 3a a ce OCBETIIM CIMKATa U IPYTH €r30THYHA XEMUKAIHH CE
ynoTpedyBaar MPUBPEMEHO 3a Jla c€ HaMaJld WK 3TOJIEMH eMyJ3djaTa co IIeN Ja ce KOHTpoiupa 0ojara Ha
CITKATa.

Kora ke ce pa3Bue GpuiMoT, X0JI0TpaMOT € OCBETICH O] UCTHOT aroji Kako U pe)epeHTHHOT 3pakK 3a BpeMe Ha
OPUTMHATHOTO U3J0XKYyBame 3a 1a ce oTkpue 3/-cnuka.

XomorpamMoT Mopa J1a Ouze ocBeTIIeH 3a Ja pousBelie ciuka. Mako ce ynmorpeOyBa jtacepcka CBETIMHA 32 J1a ce
HampaBy XOJIOTpaM, THE OOMYHO C€ HAlNpaBeHW O] HOPMAJIHM CBETJICUYKH peduieKTopu. 3a Ja ce BHIaT
xoJorpadcKuTe CIMKH, TIeJa90T Mopa Ja Iieia Ha GUIMOT, IPOSKTUPAHUTE CIIMKH Ce [10jaByBaaTt BO IPOCTOPOT
noMery QUIMOT U rieavuor.

He mocton MoMeHTaTHa TEXHOJIOTHja KOja ja 1aBa MOKHOCTA J1a Ce MOoYHe co (OKyCcHpame Ha aHTeHATa WM Ha
CIIMKaTa BO OTBOPEH MPOCTOp 0e3 CTaBame Ha OAPENEHH THIOBH HAa €KpaH Kako LITO € YaJoT, WM KOHKaBHU
ornenana. CnukuTe MoXKar Ja OwjaT MPOEKTUPaHH oA (QHIMOT JI0 JaJiedHa TOYKa. XOJOrpaMoT MOXe Ja
NPOJyNMpa peajHa WM BUPTYeJHa CIIMKa BO MPOCTOPOT, HO CaMO KOT'a € Morjie/jaHna H13 Wik peQIieKTHpaHa o
(U3NIKHOT HUIIM.

Paznukure momery xomorpam u otorpaduja ke ru objacHIME ako IPBO 00jaCHUME IITO € PHO-0era CIuKa.
BceymHocT, Toa € Touka 1o ToYKa CHUMame Ha MHTEeH3UTETOT Ha CBETJIOCHHOT 3pakK LITO ja 1aBa ciukara. Cexkoja
TOYKa ox (oTorpadujata CHUMa caMo eHa paboTa, a Toa € jayMHaTa Ha CBETIIOCHUOT 3pakK IITO ja OCBETIyBa
e/lHa OJpe/IeHa TOYKa.

Kaj dororpadujara Bo 60ja MHOTY TTOBEKe HH(OpMAITUH C€ CHIMAaT (BO IpaKca pa3ifKaTa ce CHUIMa TPH MaTH
rJiejaHa BO TPH pasIudHu GuiITpu 60ja).

Toa oBO3MOXYBa OrpaHMyeHa PEKOHCTPYKIIMja Ha JOJDKMHATA HAa CBETJIMHATA, a CO TOa U cBojaTa 0Ooja. [Tokpaj
TOa, CBETJIMHATA HEMA CaMO aMIUIMTyJHa U OpaHOBa JOJDKMHA TyKy uMa u (aza. Bo ¢ortorpadujara dazara Ha
cBeTIMHCKaTa ¢ m3rybena. Ha xonorpamure ce 3a0enexyBa M aMIUIMTyAa U (aza Ha CBETIIMHA, KOHKPETHO
OpaHoOBa JOIKUHA.

Kora xonorpamMoT e KOHCTpyHpaH, Kako pe3yJiTaT Ha CBETJIHMHATA, CBETIIOCHOTO MOJIe € CIMYHO Ha OHa KOe
NPOU3IIETYBa O] OpUTHHAITHATA CIICHA IaBajKU COBPIIIEHH TPOIUMEH3UOHAIHU CIIMKH (MAKO BO TIOBEKETO CITydau
MOHOXPOMATCKH, HO C€ BO3MOXHH U XOJIOIpaMH BO 00ja).

3a cHuMame Ha (a3ara Ha CBETIMHCKUOT OpaH Ha OJpPEJCHU TOYKH Ha CIIMKaTa, xojorpadujaTta KOPHCTH
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pedepeHTHH 3pan KOMOWHHpaHU CO CBETIMHCKA CIleHa uiu 00jekT (o0jekT-cBeTnmHa). OnTHukara
uHTepdepeHnyja (cynep mosuiyja Ha OpaH) momery peepeHTHHOT 3pak U O0jEKTHHOT 3paK MOpajau Cyrep
MO3UIMjaTa Ha CBETIIOCHUTE OpaHOBU MPOM3BEAyBa CEpUja Ha JIMHUM HA MHTCH3UTET, KOM MOXKaT Na Ouaar

CHUMaHH1 Ha CTaHAapAHHUOT q)OTOFpaq)CKI/I (1)I/IJ'IM. Tue nuaUN @opMHpaaT €IICH BU/J Ha XOJIOTpaM.

3akay4dox

Xomnorpadujara e MeTox 3a n3paboTKa U peIpoaAyKIlFja Ha TPOANMEH3HOHAIHA CIIMKA KOja yIoTpeOyBa Jlacepcka
CBETJIMHA 32 JIa TM CHUMa MOJEIIMTE Ha CBETIIOCHUTE OpaHOBH pedIIeKTHpPaHH Ol 00jeKTOT Ha eMyJ3ujaTa Ha
CBETJIOCHO CEH3UTHBHHUOT (UM (WJIH CTaKJIeHA TOBPIITHHA).

Xomnorpadwujarta MoxKe Ja OBO3MOXKH IIEIOCHA JUMEH3UOHATHA BPEHOCT. XO0JIOrPaMOT KPeHpa cO HAIUTE OYH
Jia BUAMMe a1abourHa, roaeMuHa, Gopma, TeKCTypa U pelaTHBHA MO3UIHja HA MHOTY TOYKH Ha TICAAmbe.
3HauM, xoJjorpadujata ¢ HayKa 3a UIHWHATA, MOKHOCTHTE CE MHOTY TOJIEMH M Taa 3aBUCH O] TCXHHUUKUTE
MOHOCTH.

Xonorpadwujara uMa MUPOKa IPUMEHA, IeHEC Taa ce MPUMEHyBa BO 3a0aBHATa MHIYCTPHja, BO YMETHOCTA, BO

My3HKaTa, BO MEIUIIMHATA, CO €IeH 300p BO CEKOjTHEBHUOT XUBOT HAa YOBEKOT.
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Abstract

The living space should be open during the daytime and more private and closed off during the evening in order
to feel safe there. The domicile should easily adapt to family’s needs, it should be dynamic, should enliven and
move, and should change like the scenery during the performance. The flat may be adapted to the needs, the age
and the lifestyle of occupants and the change of decoration.

The spaces easy to transform and change are the future of the housing. We should
be in control of the flats we live in and they ought to respond to our needs and feelings. All mentioned in the
research features and functions of the floor surface are particularly emphasized in the flats with limited space and
floor surface (micro-domicile). In this research work, it should be emphasized that the multi functionality of the
living quarters shows the complexity of the functions and the processes that lead to comfort in the domicile. The
consciousness of the existence of these processes is the mirror of the social dimension — the logic of the
mechanisms in the flat; as the primary indicator of internal designing is the human. All these qualities served to
design a domicile module with the minimum floor surface, but, with the remaining, all needed normal
development and existence functions, including the division into zones.

The subject work is an attempt to collect and order the processes that occur in the flat with the reference to small
domiciles simultaneously with the merging and the mutual relations of the zones in the space. The above
deliberations find the reference to the changes of the modern human behavior.

The research is an attempt to collect and order the processes that occur in a flat with reference to small
domiciles simultaneously with merging and mutual relations of the zones in the space. The above considerations
find a reference to changes in the modern human behaviour. It should be emphasized that the multi functionality
of the specific living quarters shows the complexity of functions and processes that lead to the comfort in the
domicile. The consciousness that these processes exist is the mirror of the social dimension — the logic of the
mechanisms in the flat; as the primary indicator of the interior design is human. All these qualities served to
design a domicile module with the minimum floor space but with all the remaining functions needed for normal
development and existence including the division into zones. An attempt has been made to focus on the
psychological aspect of the influence of the limited domicile space (the floor area); this means introducing the
issues concerning improvement of the design of minimum interiors so that they should suit the physiological,

psychological and social needs of human beings.
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MODULE — MULTIFUNCTIONALITY

Fig. 1. Habitation module of homo cyber sapiens
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The evolution of the psychophysical and sociological human needs has the greatest impact on the function
of the dwelling and its individual zones. Therefore, we should allow recipients of the minimum housing area to
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choose of the modules that perform various functions, as well as to transform them. Since everybody is different,
it can be assumed that needs concerning lifestyle, work and rest are different, too. Transformation and awareness
that functions can be changed when a need arises give the user a sense of comfort. This facility, as well as the
selection of modules needed, will allow users to perform the synthesis and analysis of what they expect from the
apartment. It will make them think about their needs. The size of a given space does not depend on the multiplicity
of functions contained therein, but on the type of the user’s needs. By enabling a change of the arrangement,
com-binatorics and composition, we leave it to the recipient to decide on the destination of the space. Each
module will be designed universally, taking into account the ergonomics and meeting the needs of users. By that,
we also allow the user to invent or add new values to multifunctional modules. Moreover, the user who creates
his or her own set of furniture designs a new spatial and compositional value and is able to match the set of

furniture to his or her needs, and with their transformation, change their layout.

Fig. 3. Habitation module of homo cyber sapiens
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Fig. 4. Habitation module of homo cyber sapiens

MATERIALS — PERCEPTION

Human senses — as the main determinant of the perception of the interior — the knowledge and the way
in which they function, as well as learning about the fields in which they operate, are an important condition for
the design and dimensioning of all spatial forms in the living area. The factor that is fundamental
in designing living units is the natural reception of the interior, which is done through visual, tactile and auditory
stimuli. This is related to the most common type of social activity. To understand all forms of spatial and human
perception and the reception of dimensions, we need to learn about senses, which is a necessary condition for
planning the living area. Organization and interpretation of sensory impressions in order to understand and learn
about environment, as the factors of subjective perception of the interior, become very important. Perception is a
conscious sensory response to the external stimulus, the way of reacting and receiving sensations. The sense of
awareness of the surroundings is related to imagination and intelligence. Human perceptual systems allow the
reception of living space, as well as the materials used in it, such as furniture or walls. Their sensory reception
allows us to understand response mechanisms and reactions to stimuli. Sensory perception, selecting, organizing
and interpreting are the stages in the process of perception. It is not just about the colors or about them lacking,
but also, about the structure and texture of the object. The user should intuitively sense the purpose of the module

thanks to the used materials and their colors.
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Fig. 5. Habitation module of homo cyber sapiens

Fig. 6. Habitation module of homo cyber sapiens

MOBILITY — TRANSFORMATION

The functional layout of an apartment should change with the development, age and life of users,
transforming their structure to meet the needs and preferences of the people living there. The proper layout of the
apartment allows far-reaching changes in the functional layout, as well as their transformation in order to meet
the needs of the family. Transformation takes place within the space of the unit; it is the individual modules and
the possibility of their transformation that shape the interior of the dwelling unit. The ability to swap, shift or
unfold a given module gives the prospect of a surplus surface. What we have in mind is the reserve of the living
space that the recipient of such an apartment can, at any moment, obtain in an easy and inexpensive way. There

are situations where the reserve space has been used and we feel overwhelmed in the apartment; we can change
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this by changing the individual modules. In this context, it is reasonable to define the fundamentals of creating a
residential module. In my opinion, looking from the perspective of interior architecture, the size of the module
should be a reference to the furnishing of the dwelling, namely, the accepted and widespread norms and
dimensions of furniture, kitchenware and other interior fittings, which generally are a basis of dimensions of 60
cm in width, which is, actually, multiplied. Using such multiples of the number allows one to create modules
based on that, which, on the one hand, allows to unify the living space, but on the other hand, what is more
important, allows for it to be freely adjusted.

Fig. 7. Habitation module of homo cyber sapiens

Fig. 8. Projection of the habitation module
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HUMAN NEEDS — MOTIVES

The human relation to living space can be considered on two levels; purely utilitarian, where it serves as
a means of satisfying the daily needs that have been described extensively in the second chapter of the paper, and
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in terms of emotional sphere, where the dwelling is a micro-environment for the user and is shaped according to
his or her preferences, tastes, and likes, becoming a part of the personality and an important element of the
person's life. The role of housing is the reciprocal proportion of these two meanings; it is a variable and depends
on the degree of fulfilling user's needs with respect to the dwelling. With minimal living space, the options of
flexibility, adjustability to human needs, and changeability create a desirable direction in the process of shaping
living spaces.

In today's world, we can observe a tendency to change the structure of the character and function of the
interior into one that will allow the user to transform it quickly and, thus, change its functions in a relatively short
time without any extra work. This is due to the fast pace of life, lack of time and the frequent changes in the
human needs during the day. Within the minimal living space, where space, or rather its lack, plays an important
role, it is obvious that every surface should be designed with special respect in order to be useful. When designing
microflats, we should prevent situations when given space is misused and consequently wasted. The change in
the aspect of space gives its users a prospect of modifications. It gives the user not only the sense of security in
the form of the option of finding another way of using the space, but also a sense of sensible use of space.

In the process of shaping a private space, there are four directions a designer should consider when
designing a space with a minimum surface area — human needs and motives, that is a factor that motivates a
person to be active, furniture modules which can offer many functions, materials, or rather their differentiation
helping in their perception and influence on a person, and finally mobility with transformation, i.e. the possibility
to introduce changes and adaptations.

The subtle relation between human behavior and the surrounding spatial arrangement of the interiors and
processes that take place between them influences the later reception of the space in which we live. Not only does
space have a significant impact on us, but also location and innovative architectural solutions consciously affect
recipients and their various behaviors, and the transformation of individual modules gives the user the option to

introduce any adaptation within the living space.

Fig. 9. Detail of the habitation module
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